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Abstract

Development of Information and Communication technology coming to activity of internet
banking and electronic business, and smart card of medium is generalized prevailing for user
authentication of electronic signature certificate management center with cyber cash, traffic card,
exit and entrance card. In field that using public network, security of smart cart and privacy of card
possessor’s is very important. Point of smart card security is use safety for smart card by user
authentication. Anonymous establishment for privacy protection and denial of service attack for
availability is need to provision. In this paper, after analyze for Hwang-Li, Sun’s, L-H-Y scheme,
password identify element is a change of safety using one time password hash function. We proposed
an efficient new smart card authentication protocol against anonymity and denial of service.
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2.1 The Hwang-Li's Scheme
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