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A Study on the Security Module for Data Integrity of Mobile Client
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Abstract

This study aims to suggest an implementation methodology of security module for data in-
tegrity of mobile internet terminal. This is based on the WTLS(Wileless Transport Layer
Security) of WAP Protocol. This security module is expected to achieve central role in con—
version of wireless internet environment and emphasis of encryption technology and safe and
calculable wireless communication environment construction.

Key words: Power amplifier, distortion, electro thermal, memory effect, pre-distorter

« QEet peE g
wx 78 Abolwu s g 1B 415}



78 rARSAT, A10¥ A3F 2007 9Y

IR HoE o 5F 0] FAT WAL ol Fw, AN FREAG) hF st F7FspA
A, gl 3 wEr] AzSAIA AR AR Jlselt Rk Auzag Ausa 3
=i

o1 )
o2 ARgsta e FA HolH Aulart & dukstd Ao® v|tiE.
oje} o] A4 HolEMulze tE FoAo] FEHA = Tk, oY 7HA gget

o
-3
A QY £FA40] AdEI k. o9t 2 B QIHY £FAL FA 271 RRE FE
g 5 dH234] AAE 71E £ AUl T2 EZS HTTP 7|dks] 4 HolE
MBI AE AFehe Ao, T stue 74 UEYA 74 A3t N2 Z2EZS )
e 74 dolH ARIAE AlFehs Wolth A HTTPOl 719k W42 mlo]ag2ixE
Abel MESH NTT E22) i-mode MW7} tEaold, 2222 A2 Audeis e
WAP X oA S FEsta = WAP(Wireless Application Protocol)©] 32 o]t}

WAP ZolM= TCP/IPo= HExe] 74 f4o] 93 Z2eF3E Hoste #49& 2
=Ad), WTLS(Wireless Trnasport Layer Security)”’} ¥FZ Aotk WTLS= SSL¥
TLSe| dukal] A=At WTLSE S4lS 3te 7 &8 ZZafAlolo sk Ads 3
s B4l g9 Bekd BASE W tH2,34,61.
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O. WTLS(Wireless Transport Layer Security)
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7F JAtH1,3l. WAP2 o]¢} o] 7]&9] QI Z2EFS A8 A5 Tt A=
sfdstar, 71 AUl T4 Holg AHAE T4 B34 B0 = A str] ¢l
H ZR2EFo|th FAHoZ WAP A& 98] EFst 71720 WAP o] dyEo]
3} #Zgo] 3P o], 1997:39 Nokia, Motorola, Ericsson, Phonecom 5 47§19 ©@&7] ¢
TR FAEASH, HA oF 20044719 A7t 7_‘“’4%0]‘:}

WAP XHoMe 813 Zo] 7|& TCP/IPS= HEQ FA 7o HEA3 Z2eEFS
= A4S APFed|, o] 7bed FA 379 P_O]' T2 EFo] WTLSo|t}. WTLS]
AEIY A o] SSL/TLS9F F U3, SSL/TLSE 7INke 2 sfjx] AA = At

2

2
mu e S o

WAP Model Internet Model
Wireless Application HTML/Java/
Environment (WAE) Java Script

Wireless Session
Protocol (WSP)

HTTP
Wireless Transaction
Protocol (WTP)
Wireless Transport
Layer Security (WTLS) SSL/Ls
Datagrams Datagrams
(UDP/IP) (WDP) 1CE4R
Wireless Bearer Network Low-level
(PDC-P / PCS / CDMA / TDMA / W-CDMA / etc.) Network Layer

<% 1> WAP 25 ~H

WTLS®} SSL/TLS¢He] 71 & AFo]x& SSL/TLS7F connection—oriented T E2EZQI
TCP g9l A F2st=d Hls], WILSE datagram T2ZEZS UDP E= WDP $]elA]
SAgt= Holth webA SSL/TLS7F AAE, T84 Hole A 59 7Ies FHHA &
ol H& ¥hHo] WTLSOAM = &40 AAES BAE + s o —ir }5401"? 3=
WTLS+ SSL/TLSS} wixt7ixl=2 71944, "oy F24, AFEAF QIS 52 HE AH]~
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WTLSY Fx+= 13¥29 #Zey), o] 7194 3M=4)o)=2 =2 EF(Handshake Protocol), &
2 E 2 EF(Alert Protocol), AFe]3 23 3 2 &3 (Cipher Spec Protocol)2 WTLSS =2t
o tigt TElE Yl AFEEH, AAH HebMH|~E YIZE ZZEZF(Record Protocol) ol A
AFHH2,3]. FAJHANED 7|} MW7 WTLSE Bl 9428 49, WA d=4ola =2
EZS I8 3 AAEt Bt AHlE Aol ARREE AAY], 45 d2EE, dFA 5H
*s viAETE ARZ FHSH Hoh 714 A" A ARE HIE ZE2EIA
MBI2~E AFste o]§HTh WILS 98lE Z2EZLS J=4ola Z2EF AUA| A
2% 22 EF YIE ZEFO] FPFY u BYste ZE QF WAAZ AHyste

TR EFo|t}

o
e o

o]

Transaction Protocol(WTP)

s R | o | WD |

Datagram Protocol(WDP/UDP)

Bearer Networks

<79 2> WAP9| HPZREZE WTLS

1) Handshake Protocol

M= o]3 T2 EFL Handshake Protocol, Alert Protocol, Change Cipher Spec Protocol
= M9 9 Z2EZE FAEY, Record Protocolo|l A AF&-2 Hetl mlelng AH, F}o)
AES MY 1F, &/ A Tl o] &drh

Alert Protocoll A= 257 wIAAIZE F=m, Seto]dEY Ao 77 HARS o
LF HAIAE HUA 77 ST AES Gt Al dele 98-S $tth. Change Cipher
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AREEE A7, g5 GaElE, 1A
ol F=Hola ZEEES FoiA olFofH olF fldAM wEEHe JH=

Compression method, cipher spec, master secret$} 28 43 wj7/fHS+S A s= =4 0]
3 A& =A full handshake, abbreviated handshake, optimized full handshake 5 37}A &
T2 £ gt} o] 71&d full handshake?} abbreviated handshaket® SSL/TLSOIA = Al&
e WHOZ full handshakew MEZE AAS A|ZE w AMEEHE= Zlo]W, abbreviated
handshake= 71&¢] AlIAS ANeHA A o8& F-9-o AH&-Eo) full handshake®] &4 3}
S 1-33 2t

<3} 1> Handshake ¥golA w3 == HH

AR Ay

Session Identifier AR7E AAS A AR EE Jole &

Protocol Version WTLS Z2EZ HA

Peer Certificate AW @ Fo]AE Q=4

Compression Method dolg gz 3le] UM ALEEHE 45 Y

Cipher Spec AHEEE B8 95 du8E 2 MAC g3

Master Secret FefolAES}L X oA FfEe 20utolE HY HH

Sequence Number Mode A MAol AleEe dBAHE AR (off, implicit, explicit)

Key Refresh ::io‘_} A2 Aol AMEHE JE(GE7], MAC AR, IV) 59 A

F71

Is Resumable EZ]L j]]jf] NZ2E AAE AFsted A2 4 AeA AFE e

FAJE UG Z7]= ClientHello WA AE AEFoZM MHolA d2E& a3t ol 7
HAEMEE AT 4 AE B Luedel B3 WA udse B2, 4
59 EEEE& dE3H. ClientHello WA A S 418 A& o] gt &H 22 ServerHello
HAIAE AFESTh ol A= FHAJMHUE D77 1S s vp/iieEe] FSolA A4
AN A& AS A3, A QAFS fsiA A AFAE dFsta FolAE AFS
Bl SEtolAE QISAE 3%t o] BAFS FolA AZE ISt Tas 45 vzl
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HOIESI0

ST,

ClientHello

SenverHello
¢ Certificate
CertificateRequest

ServerHelloDone

Certificate(URL)
ClientKeyExchange
sl CertificateVerify e | SEIO|HEOI=
[ChangeCipherSpec]
Finished

Ho|=Ro] @] € [TEPrerShed BIAIX] QI 2 QHEIBH Al &2y

€ Aplicationceta > C|0IE] J|2, 224

<% 3> WTLS Full Handshake

v m —
4

ClientHello ClientHello

ServerHello ServerHello

«- [ChangeCipherSpec] - [— é- Certificate [—

Finished [ChangeCipherSpec]

Finished
[ChangeCipherSpec]

— Finished 9 [ChangeCipherSpec]
Application Data — Finished #

Application Data

(a) Abbreviated Handshake (b) Optimized Full Handshake

<13 4> WTLS Abbreviated Handshake % Optimized Full Handshake
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Abbreviated Handshakedl A& 1¥4(a)e} Zo] oA AA HAHRE O] 3l AL A Zs)
7] ol JA5A ngh 22 Auel FARJMBYSEY] FS f3 JEe wSEA don,
ol MAdA AFES T wiNHFERE AEL A AREE wifHFES ST

u}x]eto 2 Optimized full handshaket® WTLSOA AEFA F719 Ae=Z 1384(h)$; 2o
AHE FAJENEDY] AFS 98 A5AE 248 odal, Al BasiAY Agas
Fall ATEHe FAJMEUGEY] ASAE Tl AF5S TS

2) Record Protocol

a2t ZR2EZL HoHE ¢Feta, 4 2 d53tE gt dFeAY, F4AE o]
HE 5353 9 fdAste 98-S gtk ojw dlolE =, a4l AL, ¢4sst Sl AHEE= b
NAFES d=4ola FFdA AFAT = HolHE AT e 1359 22 4B8S &
AET HolHE A, tlolHE F4AE Aol ©l ‘:”'EH A4S At ok dHelH
9= SSL/TLSAAME F33te 75 olAT, WTLSHAM = 3314 &=t o]+ WTLS
k9ol #1X]8k= UDP 52 WDP AFolA dlo]Ee] ot ‘T/_}*ﬁﬁrﬂ ojm] o] Fo|A 7] wjFo]

[0}

ChangeC : ChangeG :
h App. |: : h App. |:
Handshake| pher | Alert Data|: Handshake| p gfc Alert Data ||

No Fragmentation : : No Reassembly
WILSPlaintext i WILSPlaintext
Compression decompression
: WILSCompressed WTLSCompressed
j/’ I\/IACCalcumA \MACVerification

Security WILSCompressed | MAC ‘1| WrLSCompressed | Mac

Parameters\\) fragment i fragment
EncryptlcNA /(ljecryption

WTLSCiphertext II‘ WILSCiphertext
fragment = fragment

<71¥ 5> Record Protocol®] %}
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o xS HolE o4F IA] dAle AdetA @, ol FF o] ALEHUA ALT 4
Aol

ol M&EE= dolH= SDU(Service Data Unit)g} E3& @92 AEdHY oE &
Abbreviated Handshake®] ServiceHello @A A HA%== ServerHello®} Finished, Change
Cipher Spec HWA|A|= 3ol SDUZ A AA ALSH} o] WTLS”} datagram TEEF
o] FelA T2 wet 284S Fosty] fgtelt)

Al QBN AAAAN ) FRE Aol £BEL FH Aol F TuiAE Qe
2 Fa Aol £BBL PEE BF A4 52 Fal Tuistng s BES Adsn, 2
F P e A8 olgshe Wl g wol AgHT Yok ae ols) we g
e UESZ, taSde] 4X, CPU 2 Wuele] @4 502 3] TAFA FFANE A
FobA) e Agolth meh T4 QEY SAGAE WA 19e B AAAY £
Mol £HE o8 A2 o AHM, oE 98 HlolE Wt £FHo] AFH ol & Holrh
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TAAE UG E7| o Holg FAA HAS 93 F9IHEnd-to-End)
a¥e ™63 Zh APIE callsthe 9x= 41

o
o
L
.

i)
N
N
==
i
>

o] Ao w}a} WAE = WSPl 9X& 4 glom, WAP AHolA F A Aeflldd7]¢]
Zz HokS A sty 98] ”Application/vnd.wap.ter_wap_sec_wml’¥ & Edlx €Y
= Aoslof vk gl FAJIEUTEETY Bl RES APAAwdl= WSP layerd A=
Connection Oriented2 A& AZA] Ao g},

ol FACEUNGDI A AL E BE B ]S Message Authentication Code
(SHA-1: Secure Hash Algorithm), Symmetric Cryptography Algorithm(SEED), Asymmetric
Cryptography Algorithm(RSA : Rivest Shamir Adeleman), Random-DES %°]t}.

2. B3t REe] 79

1) d=z= A9

EAQE T )9 HolE FAA HAS 93 Hol REA AILHE FISS ¥29F 2
o] A93dltt HI=E #HIAZE It (Record header)?} @A (Fragment) o2 FAHW #HIAE
dte dzZE 890 vle]lBE)F £A4(2 vielE), 283 HIE A7](2 HelE)E XSk
T3, dHe n Hlo|EY] 7S JHA, HolE e} a4 e T Aok

<% 2> #H3=E AHY

Record Header
o) = Fragment
Record Type Sequence # Record Size

2ol 1 o= 2 HlolE 2 HlolE n HjolE

9 AVIE: d ko R

0010 : 539 HA= *AWF record

: data + hash %t

0000 : HIYg33) dz= Azd yYao= - o
& || #8319 4¥1E : Record Type AT A AHE ragmen e
0001 : alert (FZ=2) =71(n) 9+ 5 818 record
* LB A : oF = =
0010 : handshake U353} data
+ hash %t

0011 : application data

D Client Hello Record
E gIaces FAJMHUE YA MHE F£41517] 3 dIZ=2ZA dEEA e o3
"Client Random#1"S BH¥A17)31, 3 33 & g Z=S AHHE $4130
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<3 3> "Client Hello" Record

. Data Client .
Rec type | Seq# | Size Type Size Ver. | Mode Random User_id | Hash3#t
1ulol E 2 2 1 2 1 1 16 n m
00000010 0 1(Client Hello) 1 1/2

@ Server Hello Record
B gIce A A FAJNEUGEIZ FA1817] 213 dZEZA AWM HHS A=
3l "Client Random#9} ModedH“E Ao AHFsted = A7) 9] "Server

Random#'& A7 5, & 49 2 ga=s ZAdegg 7|2 $413%0)

<3 4> "Server Hello" Record

. Data Public
Rec type | Sea# | Size Type Size Ver. Random# Key Hashzk
1ntol & 2 2 1 2 1 16 128 m
00000010 0 2(Server Hello) 1

@ Xfer Key Info Record

2 HI=s g2 =9 FHAJMHUG Y] b G HRE G5 st AHE HAEste
g FAJeYGE o] WA AAL “Server Random#2'E ©@t7lol A& "Client
Random#2” A4, password®} Client Random#2 314 2], 2831 A Public Key® A
HE d53st & i 59 22 HIEE AHE $23T

<3} 5> "Xfer Key Info:Ep(Password+Client Random#2)" Record

Rec type Seq# Size Type 232 Data(Ep(...) Hashzk
180l E 2 2 1 2 n m
00000010 1 3(Xfer Key Info)

@ Verification Record

2 daes g Y99 volHE dsststa AAkslY AHE AFdse dA=EA AH
9] Private KeyZ ¥E33E F33ta1 “Client Random#l, Client Random#2+Password,
Server Random#’Z Key Blocks AAd3te] vlg] FoJd do|lHE 4asist & 3% 63 22
HIZEE AHE FAIg
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<3 6> "Verification Ep(Predefined data)" Record

; 2% 3}E Rocord Body
Rec type Seqtt Size :
Type Data Size Data(Ep(...) Hashzk
1H}o]E 2 2 1 2 n m
00000010 2 4(Verification)

® Required Sign Key
2 #HI=e AHEAY Sign KeyE AW 7FA 3 A &S A9 AHoA FHAJE UG
712 Sign KeyE L43st= dZ=2A X 78 22 gz=s 9|2 &

<3 7> "Required Sign Key" Record

Rec type Seqtt Size Type Data Size Data MACZk
18}o]E 2 2 1 2 1 m
00000010 2 5(Required Sign Key) 1 1

® Exchange Sign Key Record

B ga=s FAJQEHYEE Y7 “Required Sign Key” #ZE=S MY ERE 418 5 o
Py
[e)

21914 Sign KeyE Agakd Aul2 $480 d2E2A % 8% 2o dz=s Ave
A7y,

<3 8> "Exchange Sign Key Eks(Sign Key)" Record

) Eks {Record Body}
Rec type Seq# | Size : : MACZk
Type Data Size | @2 7]# | Public Key
180l E 2 2 1 2 11 n m
00100010 2 6(Verification)

(@ Finished Record

2 dIzse AHA dsstd HolHE Eoslele mE] FoE oot Hlug H
tlo|g 7t 2ow FAJNBUGE7E FAlste
g k= .

¢

r

Al

R

ofy
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<3 9> "Finished" Record

Rec type Seqtt Size Type Data Size Data Hashzk
18}o]E 2 2 1 2 1 m
00000010 0 14(Finished)

Alert Record
2 YZs FAJMgU ST AHE Bl HolH <l User ID9} Password?} Y X|3HA|

¥ AT AREsteE HAEEA, 103 22 HIAEE FAJEHUGRYE FAlg

<3 10> "Alert" Record

Rec type Seqtt Size Type Data Size Data Hashzk
18}o]E 2 2 1 2 1 m
00000010 0 15(alert)

3 Data : User ID Mismatched 0x01
Password Mismatched 0x02

® i ' F
3 Y } S |
SHQIE|LIEED)| L&A || | PH0EUEe)) & A
Client Hello(type 1) R | Client Hello(type 1) )\
Server Hello(type 2) i o Alert(type 15)
h s=a N
Xfer KeyInfo(type 3) Verification(type 4) user
P | check |
P Required Sign Key(type 5) |
Exchange Sign Key(type 6) R | Client Hello(type 1) .
o Finished(type 14) : < Server Hello(type 2)
Encrypted data § Xfer Keylnfo(type 3) Verification(type 4) m
| g
i ) Alert(type 15)
| (b) alert Flow

<19 7> HF HEC Ay S5E



2) API &<
@D WAP Gateway©ll A BypassA7]17] Y&l ZE=EYS v|g] Aold Het gl o7 WA= k=

void devGetContentType(U8+Ctype, U8+Ctype2)
{

memcpy (Ctypel, "sec_wml”, 7);

memcpy (Ctype2, "sec_wmls”, 8);

}

* input . First ContentType, Second ContentType

@ FEE Bl A=dol= AlZf e

void devSecurityStart(U8 mode, UserID, U8 UserIDLength, U8*Pwd,
U8 PwdLength, U8+Returndata, U8+*rdatal.ength,
U8*Rstatus, US*ErrorType)

{

secClientStart(U8 mode, UserID, U8 UserIDLength, US*Pwd,
U8 PwdLength, U8+Returndata, U8+*rdatal.ength,
US+*Rstatus, U8*ErrorType) ;

b

mode : mode/sign mode

UserID : USER_ID

UserIDLength : USER_ID length

Pwd : User Password

PwdLength : Password Length

Returndata : record to be sent to server

rdatalLength : Return data size

Rstatus : Record type

ErrorType : the state of received record
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@ MBI ZHE dHolHE Ws w o]F I (parsing) M7= ¢

void devParseRecord(U8*data, UNIT16 dtataLength, U8*Returndata,
UNIT16#rdataLength, U8*Rstatus, U8*ErrorType)

{

secParseRecord(U8+data, UNIT16 dtataLength, U8+Returndata,
UNIT16*rdatalength, U8*Rstatus, US*ErrorType) ;

b

data : received data from server

datalLength : received data length

Returndata : record to be sent to server

rdatalLength : Return data

Rstatus : Record type

Error Type : the state of received record

@ FAJHUET o R HoHE Bl g

void devSendRecord(U8+data, UNIT16 dtatalength, U8*Returndata,
UNIT16*rdatalLength, U8*Rstatus, US*ErrorType)

{

secSendRecord(U8+data, UNIT16 dtatalength, US+Returndata,
UNIT16#rdataLength, U8*Rstatus, US*ErrorType) ;

s

data : sending data from server

datalLength : data length

Returndata : record to be sent to server

rdatalength : Return data

Rstatus : Record type

Error Type : the state of received record

® =97t Hot mode 8 3¢

void devSecurityClose()
{
secSecurityClose(void) ;

}
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® Error Az 4

if(ErrorType & Fatal_Error)

{

if((ErrorType &0xF0) == sec_USERIDMISMATCHED ||
(ErrorType &0xF0) == sec_LHASHCODENOTCORRECT)
{

display error message("Z5 2 IDYYT A =AY
display both UserID input and Password input card

}

else if((ErrorType &0xF0) == sec. PWDMISMATCHED)
{

display error message("Sj2=9 =7} SulEA] &HUTH)
display both UserID input and Password input card

}
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