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Design and Implementation of File System API based on Java Card
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Abstract

Java Card has several applets running on card, and applet can be added easily. Each applet
supports different application programs, and includes file system for data management. This
paper presents design and implementation of the file system API based on Java Card for the
efficient data management in need of the applet. We referred the smart card international
standard ISO7816-4 for the file system and used API supported at Java Card. Results show
that it is easy to design and operation of file systems during the applet development, also
show lighting of applet’s source codes and improved access times.
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& AR JIHZYHE AHH H ouE2= Zdart F4o] He AxH FHs
APIS} QIF 2z Y, W=e #g T, 49 A7 Fd 2 FFAALe] A o]~ T 3
3= A7te 4230 84 (JCRE : Java Card Runtime Environment)S ¢ m] 3%t

Applets
amhenhcatlo

system classes

JCRE
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<Fig. 1> Java Card Structure
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<Fig. 2> Applet Communication
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CLA INS F1 = Le Data Le

CLA  Class Byte. INS @ Instruction. P1. P2 Parameter.
Lc : Length of command data, Data @ Cormmand data
Le : Length of expected data

BEody Trailer

Response Data =W SWW2

SW1, SW2 : Status Word
<719 3> 9%, &% APDU

<Fig. 3> Command, Response APDU
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<Fig. 4> Smart Card File Structure
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4) Cyclic Fixed Record File
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% =7 : total_length

HAA) AFgE =7] : cur_length
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stk AMEE AHP7E=E= JCOP biodl 7h=2 232 b3 2t 16Kbyte®] EEPROM,
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2. HHAE =3 13

NERE A D A2TE o83k B9 ol8stA ge AR vt 2ol 7 3
At} Transparents ©]&3st= &S 9 Alo]=F 32byted] A7IE 2z, HIZ= FE9
NEZ3e 32byted] FAREE F 515 R AVIE JE3S THIAT HZE ofE3lo] T
Ao AHEHE W® APDUS| header ##& & thy & 1. o 9] stk

<¥# 1> ©|&AE of=3% APDU header A9
<Table 1> Define APDU header

Header 43 % 9]
CLA 0x00 AL E82 A9
0x23 Hjolg, #FZE 27
INS 0x24 dolg, HzZ= ¢17]
0x25 Hdze 7}

Transparentd 7% 0x00
Record & 7% Record A€}

P2 0x00 P2& AHESA] =

P1 0x01-0x05

QAo g EE WAL S8 e 2e A

o
R
)
"
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- APDU ## %3 (command)
- 243 2} (constructor)
- Java Card °fZ3 go]ZAlo]F
WA= install( ), select( ), deselect( ), process( )
- 3G private MAEE ot}
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B =7 v A2ES o] &3 ofZ3 M w3 TSty 12y private HAEE F 9
st= d qlo} FHEsta ag&4o® HAE 4 Utk

HAE oZ8 8A4= 7= x}u}ﬂl:_ A Ah3t= APIE o] &g A9 £ =&oA AAl
e APIE ol &3ste ASZ F /19 gd=E stk 2 &3 d7|A=
sys.testol] &£AU=E @74]3}93\‘:}-

<X 2> HZ2E of|Z3 AID

<Table 2> Test °=% AID

File Name AID(8byte)
TransparentExample 0011223344556601
Basic API RecordExample 0011223344556602
CyclicRecordExample 0011223344556603
File System PID (A0112233445566)
FS_TransparentExample 0111223344556601
File System API FS_RecordExample 0111223344556602
FS_CyclicRecordExample 0111223344556603

3 2014 Ho] AAIG HEHY AIDE 8byteZ TA335IATH 71 APIE ©]&3% 7% A
HA nvlo]EE 0x000.2 AAstal, 3 A|=HS o] &dte 45 0x012 A5ttt E=3
upx]u} Blo] EE transparentl] 4% 0x01Z, record® ©]-&3t= 7% 0x02% cyclic

A9 0x030.%2 ARSAT BT 3 A2dle] 977 DE Thyte A AT
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1) TransparentFile H|AE o Z3

a8 6& g A|2HE o]8&3le] ZAA = TransparentFile ©f 2
o} 27] WA= ®7] Ak

Apup7tEd A AFEHE APIE AFE37] 938 javacard framework.« 9} 3} A|2~E-S A}8-3}
7] &l dku.imagesys.FS.x«S F7}A|#H Ft},

TransparentFileS o]&3te] M2 A ID_FileSs A3t ¢171 7] FAHFS FPhg
T AT g7 HAEe o= Yﬂr‘?é A71E A=A dtq Hyel] e HoHE TAHE ¢
EQt. 27] Hase 7l=E A4E Y o]H(OFFSET_ CDATAE ol W3l Az =
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import dku.imagesys.FS.#;
private TransparentFile ID_File;

// ==== Read ID Command ---—--—--—-————-~
private void cmdReadID(APDU apdu){

// Ready Response Data
ID_File.readBinary((short)0, buf, SIZE_ID_FILE);

// Update Data

ID_File.writeBinary(buf, (short)ISO7816.0FFSET_CDATA, (short)0, (short)SIZE_ID_FILE ),
}

<71¥ 6> TransparentFile F=

<Fig. 6> TransparentFile Coding

2) RecordFile HAE of &3l

RecordFile& 570¢] RecordE 7|E o2 AA 393 dZ=9 A7]= ISOFSHA HAE
AT}

import dku.imagesys.FS.*;
private RecordFile ID_File;

// ==== Read ID Command -------===-———-~—
private void cmdReadID(APDU apduw){
// Ready Response Data
ID_File.readRecord(buf[ISO7816.0FFSET_P1],

buf, SIZE_ID_RECORD);
}
// ==== Write ID Command ------——=-———-—-
private void cmdWriteID(APDU apdu){
// Update Data
ID_File.writeRecord(buf [ISO7816.0FFSET_P11, buf,

(short)ISO7816.0FFSET_CDATA, SIZE_ID_RECORD);

¥

<19 7> RecordFile F=

<Fig. 7> RecordFile Coding
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Aot olnf o7 A A &2 APDUE 0x6A83°] H4E%A Fo}t Transparent$d vF3H7FA|
9t A|2ES o] &3t S ZRISE record’7t A7 HTh theF 3 A AHLS o] 8-51A] &
3 2EE AP HW D 2719} recordE AdEEY] $F L=V FUF Holok ez &
Frall A A et

A

frd

3) CyclicRecordFile H|2~E o &3

CyclicRecordFile Y == dIZ=9] EHE AAste] Ae® dI=0 HolHE 7|E3H
ot oln #l=Z=9] JHrt nolgkal s, HlRZEdg e o 2943 gAZ=r) 10] Hal T}
WA 24z g3=rt ne]l "dh " 82w A2EHSE o8&t AAH
CyclicRecordFile &2 dF-olt} o] ofZBloX= ¢17], 7], F7} WlAEE FA49H T
HAis A7]E AR JAReBE 57 WellMe ¢7], 271, 37t 7hssith 7] viEs
©] RecordFile?t FL&HAl F2&th 227] mla=s @A dAZE=RX 9} ojdd 2247 # =
AAE Hetsr] g vla=rE FrEol ARE di=o dHeolHE 24 " 71 U=
E3E 227 RS} FLEY QSN HAZE=EE F7F A1A W ARSI

O

M K

L

import dku.imagesys.FS.#;
private CyclicRecordFile ID_File;

// ==== Read ID Command -------——=—-——~-

private void cmdReadID(APDU apdu){

// Ready Response Data

ID_File.readCyclicRecord(buf [ISO7816.0FFSET_P11, buf, SIZE_ID_RECORD);

i

// ==== Write ID Command -----===———-——~—

private void cmdWriteID(APDU apdu){

// Update Data

ID_File.writeCyclicRecord(buf [ISO7816.0FFSET_P11], buf,(short)ISO7816.0FFSET_CDATA,
buf[ISO7816.0FFSET_LCD);

}/ ---- Append ID Command —----—-—====—-~

private void cmdAppendID(APDU apdu){

// Lc Check

if ( buf[ISO7816.0FFSET_LC] != SIZE_ID_RECORD )
ISOException.throwIt(ISO7816.SW_WRONG_LENGTH);

// Append CyclicRecord

ID_File.appendCyclicRecord(buf, (short)ISO7816.0FFSET_CDATA, buf[ISO7816.0FFSET_LCD);
}

<71¥ 8> CyclicRecordFile =

<Fig. 8> CyclicRecordFile Coding
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3. H2E =9 A9 Az
AEFhE FE AW B39 Ecipse® ol43te] B2E o Fse TASe CAP HUL 4

o U
datdth. AdE CAP Y2 EclipseolollA] E8 121 o] e JCOP ToolsE ©]-&3t ﬂ
o 2EAZ F QS By ol A|FEH+= Simulatorg ©]&3ste &0 & 4 Qth B =

ANE A4 h=o] 29d Yeoz AR

r
:L

Hm

C: Wrecardmar
CardMan Ve 1.12. Gopyright International Business Machines Corp. 2861.
BlueZ Secure Systems http:/ www.zurich.ibm.comsJavaGard

Card Manager AID : ACAAOBOBG3POPOOE
Card Manager state : OP_READY

Application: SELECTABLE < > 0111223344556601
Application: > BB11223344556601
fApplication: > BA11223344556602
Applicat > P111223344556602
H > B111223344556603
> PP11223344556603

> nz\ammﬂm’-zmmi

.
Load File = Cjavacardx.crypto>
Load File = Cvisa.openplatformd>
Load File =
Load File :

H CPKCS15>

1112233445566
H 09112233445566
Load File = > B811223344556677
Load File = > B9111223344556677
Load File = > ABL12233445566
Load File = > P11122334455667788
Load File = LOADED (————————> BB1122334455667788

<% 9> AuFEE AMH

<Fig. 9> Status Java Card
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- o] £ Select

=> send 00A4040008 0011223344556603

<= 9000

- Append Record

=> send 002501002011223344556677889900AABBCCDDEEFF
<= 9000

=> send 002502002012223344556677889900AABBCCDDEEFF
<= 9000

- Read Record

=> send 0024010020

<= 13223344556677889900AABBCCDDEEFF9000

=> send 0024020020

<= 12223344556677889900AABBCCDDEEFF9000

=> send 0024030020

- Write Record

=> send 0023010020A1223344556677889900AABBCCDDEEFF
<= 9000

=> send 0023020020A2223344556677889900AABBCCDDEEFF
<= 9000

- Read Record

=> send 0024010020

<= A3223344556677889900AABBCCDDEEFF9000

=> send 0024020020

<= A2223344556677889900AABBCCDDEEFF9000

<71% 10> Cyclic =3 HAE A3}

A
<Fig. 10> Cyclic °f=3= test result
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<Table 3> Applet Test Result

AREAQ] o3 AA File System API
Tran. Rec. Cyec. Tran. Rec. Cyec.
Code Size on card(byte) 251 294 486 251 253 295
& Write data (ms) 110 109 125 109 109 110
= Read data(ms) 94 82 94 79 78 78
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- 71E APIE o|&dt= AF
486 x 10 = 4860 byte

- RAA S o] st B¢
295 x 10 + 789 = 3739byte
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