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ABSTRACT

Mobile IP allows mobile end-systems to maintain on-going connections while moving to other links.
Based on the Internet Protocol Version 6 (IPv6), mobile IPv6 provides a set of new mobility functions
such as route optimization in addition to the functions in mobile IPv4. This paper describes the
hardware-based mobile IPv6 implementation which provides all the mobility functionalities in hardware.
The hardware-based mobile IPv6 provides faster mobility support than software-based implementation
as well as it reduces the number of ‘packet losses which can be caused during the movement. In
end-systems equipped with hardware-based mobility support, the CPU can concentrate more on
running application programs without wasting its effort for mobility support, and hence it is expected

the overall performance improvement.
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I. Mobile IPv6

2.1 20 He|

°]$xx=(mobile node, MN) 3shte] =zz4)4]
D]'f“ g gAlgle] 7Hest =g dele Ao
B FFAE o83 ofE xTiEA] dFdg A
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A= =(correspondent node, CN) °7 L=y
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o o5 9ln 248 ko = 9

%‘-—r (home address, HoA) &3 zolA ol
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Quter header Qriginat packet
Srez CN address Sre: HA address Sic CN address
Bl 5 i sies E= | ost: M care-of edress | Dst: MN horbe address l’
N~ HA

Packet from CN to o
MN's home address Tunnelled packst
Outer header Original packet
Sre: MN home address Src: MN care-of eddress | Src: N home address
ﬁ Dst: CN address lalmmnadms Det: CN address ]’

CN e HA
Packet sent from MN
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oz 2. =54dd =izl
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g efdE Al ARl meks tehigich 9ol
A Helg= wlel zro| Fofo]HEL olFkE
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e Eale] ko] g4z ad ASdie oA
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of %t} muld IPveolre 4ol tid ARE
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sciel elel 2 29H FoiE AMSERck BAA
&4 &) e E54 4L olskTrt AR
2 o zR31e] F Fiel tig ARE AHo B
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2 #H9H e Adxrrl olgkselA AR
B oo o]Fk=e] FFael] digh ARE duE
th olFkxrd] EHFAE H9E ] dEs]d A
oM olFxtrt o] HRE WS o 2heH
#oje) Fa0) 1P Y] FAR] FAE AR wpp
oA ARS] AlZelA FHdslA gl

oligt &} N E A3l E F4F T
FoE2H A AFE Al AA EAzr|e} S
22| F4211 574 Al g Fasl FFAE
- AehiA] gl

olgxErt SHEARe o]FE ARV 1
AN BE F4E v g doly] rlaAH
2/ (neighbor discovery) TZ®E-S o]&s}4] Hrcf.
o] ZRZEFL mF HARE B of AHA Fo
HIAS FaE dohly] fAsxE AR o)F
re= 3z 2h$El] d=H(advertisement) H XA}
EeA| s A9 Aol e A= o3 s
s =1 27e F2RIs] e 2
(solicitation) WAJAE BWclh olER=rl A2
HAE o]FdNE AS MEF JSFAF )
A3 o]Edt A= ZeE|HAE o] G o]f
slo] H5 FAE el AME 4 9l olF
el gl AHEH%(stateless  auto-configuration)©|
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2.3 Neighbor Discovery

dlojw] t]aFlnlEle Pvart sl T4 2
(address resolution, ARP) 7|5l t3}e] ujolu]e]
A7 Vs (reachability) S ZA|8lx, IP F49 =}
TS FagE AAE 7HE et
shle] whbrir) 2 gladle] ofE el ¥
AlE 3laat she Aele BheEe =8¢le] d)
olEl® A AFelre] FAle] rbsdtREg, Adxc=
9] dlele] A AlF F49 MAC FAF dolok
shed], ol vlaAAwE ] FasAsse]l oA
olch ¥R Fe Sl Adwset FAS da}
g dolle AR sk AZle WA vEER)
SEA Hufjof 3lm, 01745 t]EEZE= 7
o A Fol =, oldolls tlEEsleE ]
MAC 45 dolof gt

2E do]n] tjxFnz] HAR= ICMPv6E At
f3te] RuiAlch joln] c]AAH 2= ICMPv6 il

) ype 133028 type 1374219 BHRElE)
(router solicitation), EPE/YY (router advertise-
ment), o]BZE7] (neighbor solicitation), HoH/YFH
(neighbor advertisement), HEFHEAIX]  (redirect
message)5-2] 5574 wARE AMEl

WAl 2M-PEJ2F7] (router solicitation) AR+ T
ZETEE A= AREEY, dHade] =
E 2EolAl 2ot 2R, all-routers multi-
cast TAE AME3le] 2uiRlch

2lPEYE WARE 2RREEE] WAl gt
SHeE HWRAY, RPEEP] wARZE gl
g IR HUAe ARk ehpElEE]
Ao} B&F g5te 2 Hulx]E 7ol unicast
FE ARl 2RPERD] HAAIE MM Mt
ARt B, Fr)AeR i) dlXx|Ql A$-
A= all-nodes multicast 25 A3l XE =
ZofA BuiAic) gl dY AAAE Bkl
52 C]ZEREQ] Fiet FHaAFe] Fiuy
ohel, a=ze] =ejgael Bz ATy
(maximum transfer unit, MTUYE9] AHRE <A
Hrl olzldh AR EL ICMPv6S] FA3vE E3)
o] Hg=c)

o] a7] HAAE Fasid, vlolw =2vbs
3732 (neighbor unreachability detection, NUD),
FA2%3E7A] (duplicated address detection, DAD)
5% S18to] AN wjo/uiEy] WAIRIE target
address BEZ= 7S sl 0|43t ko]
IP F4F8 &t} o] =i yo/nzly] wiAxy =
AR Fdmel] 2037 = FAapF o 5 gt o
olf= de/uZr] WAA|9] FAA] Fiel= soli-
cited node multicast A& AMH3E7] wiEeldh
A=H2FEAR] 715g HAlMe 2= un-
specified TA2F vlo[HZlr] WIAR)Y YA Fi
Hoof 223, 2l A FA4F ARl Ak
solicited node multicast T45 XA o 2
u], 2R 2 FAE rarget address BEoll 2H
ok wkef oo o kot o] A FAE
23 goid, do/rfgt WARIE BRulAl E Ao
3, o)A Favh FERE AT 5 vk

ylojpieky W AX|7} wo]wiZlr] wiA]A)el] tigk
SHE BUR= Aol arger T4 Hxol o)
olujalz] WAIA|] A FAoFE Bkl AMEg
t}. dlo/nidg w|AA|7} vjo[BAr] HAIA] Glo] B
WAE 7folls o] HiAA EiEE HIAS T
Zol Gl IP FAE mrger T4 H=o A
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Ii. 2HIE IPv6 SIEHIH 7%

B =iellA 7 mukd 1PveE AT ShES)
o] FZ= I¥ 33 vl I3 %] oRzy
B #Z-& ¥k Receive(Rx) F-ioli, LE&o]

CPUENE dole]E wbol ¥z o Rule
Transmit(Tx) F-%o]c}. Rx 52 PacketParser(PP)
2HE AZlE wo} mnldd IPve ZEANYE 3
gk Tx F82 CPURTE W2 $-8 ZEad
dlojelel] thale] wuldd IPve ZEAAS S5
%, 23] Azloz wEe] A2 Jric)

Zt BE-2 g3 2 Y& ¥k PacketParser
(PP)= &% =X &= AAE o} s &
25l 7+ E502 RT3y, dHoelE Rx_RAM
o] AAshs d¥E &} Rx_Checksum(RxCS)
8 Azl *—‘Ji‘*(checksumrg ARg3le] 3iHsl
A2 ozl 55 Halshe BEo2A, PPIY
B ¥ szl tﬂ°lE1°ﬂ gk Azds W
Rx_moblie(RxMP) &F°2XE] 4% &l|ti(pseudo
header) S e}, °d"a" dHzle] Az Axkd A=z
Ao] =h=x] #Hlsle &L dth NodeState(NS)
BE2 Al x=o AHE Fdopsle ERo2A,
x=7} ¥ 3(home link)ol|l USR], &% =
(foreign link)oll A=A sjetghc}. w8 Neighbor-
Discovery(ND) £ 22X o]F AHRE ol A
23 32 AR AR E el oE =
il BEo0 2 Adshes dEE 3

Packet Parser Network Interface
IP_Ry_direction 1P_Tx_direction
Rx_ Node
Binding Cache
[ Ru_Mobe Bindig Updiate List TX_Mobile
e Rx_8ingmng Tx_Binding T jPve
Rx_RAM Tx_RAM
| Rx RAM || Contraser I I Cortroter “ T RAM |
Hast fnterface
l Px RAM ] | Command;Status Regestar | l Rx RAM I

a2 3. Top level 22&

44

Rx_Mobile 22 pp2y5E] =uld Ipve v
£ ol AHglshs J¥E 3t} Rx_Binding Hlel
“(binding) A X2F W} Binding_Cache(BC) £-%
3} Binding_Update_List(BUL) 2o Hgich
BCell& x| Wk nield AHurl AAs]e] glz,
BULel= X9 vjeld Ary} A=t

Tx_Binding-> vleld HAAE vl T 2AA
+335}3, Tx_Mobile B2 wnjd IPv6 Y]
Rt 938 4303t} Network_Interface(NI)
7t EZolA whEeixl drie} CPUZRREY &
zg23 tﬂ°lE1~ Z3ste] shel dzle vk
1 R I3 g

I ylell Rx_IPv69} Tx_IPve £3-& 7k =g e
F sghe Y Z2AAS Pdsle, Rx_RAM
= "k iRl &8 Z2 o delelr} AAE
t}. Xi’ﬂ'ﬂ dlo]e}= Host Interface(H)E E3}]
CPU ¢ A<=t CPURRE o3z vrlo} sk
$4 279 delee HI 532 S3l Tx RAM

o AA=H T, Tx_IPv6EZC2HE [P s} ut
o] A&, NIE &3] 942 gt

mln oo rir nu o

2

3.1 Data path / Control path

3.1.1 dlo|g| mzl Z22

dlo]e] FHFlell= TCP, UDP 7l o] sid=e
o, dlele] R E295 17 4o Bk dHlolH
7L wke 79 PP IP 35S Rx_Mobile 2=
A#F3, Rx_Mobile £ mulal 34 7%
S AAZ 40 vlo]|EY] Ip IS Rx_IPv6 o A
@3lc). 223 Rx_IPve:= IP 3o Z2AANS 43
s, 1 AFE CPUA FA =l 79 TCPp
32 UDP dolg] 82 pprl A Rx_RAMe]|
AAFste] HIE £3}o] CPU7L ¢lol7ka® jc)

Data packet: Rx direction

2 8

Total (P
header

T8 4. deld @7 E2%



=/ 3] Zk 2kl 1Pvee] 7

HEWaak ke #7le] 9lE A$, CPUYL Fe 9
el w2} Tx_IPv6elld IPHLI7t o] A=),
Tx_IPv6= IP F|t}E 750 Tx_MobileollA] A
3}e] Tx_Mobile |4 =nld 753 #ig &y
£ whEoA] NIoAl Adgcl vzl sl 4
Z23 dolElE HIS £3}¢] Tx_RAMe| 24
AA H3, NIiE= Tx_RAMOZHE] dHlo]EE ¢lo,
#ee} diolelE e WA ZRse] U RujA
gk

|

3.1.2 dHiglel mA miZ Z2

uiele = HA7lS cPUS| ZH %io] Eupd 3
H BEEd o8 ZaAAED, =3 vHEeiAA
R lEd, 27 Sl wleld 133 H7le] &
295 Byt vield #8 F3lole nlaidside]
E(BU), #IIF-$HBA) FHAe] sz, =gt A
< IPv62] =4e]E] #ti(mobility header)el] Al#
A AEEch oM HZE wgkE S PP B
Weg] §uE A3t 1P Sl E Rx_Mobile &
of Mgty wHlele] duje} nleld we e
Rx_Binding £Z| g3k} Rx_Mobile =3+ IP
#ejella] 2 vkl P AH RS Rx_Binding )7
Al Rx_Binding £3-2 S0l ulkly 33
o] BUSl 7 BCol, BAS! 7% BULY| sk}
BUE WBES ] 10 wl2 BAS BUAY AE2$
BUE ¥illux} & wjloll= Tx_Bindinge)} »}15 i3l
+ o] Rzl 848 s =3 Tx_Binding2
2zle] srie} uiele HRE ke ¥ Tx_Mobile
of IP #vE THEEhs 84-% ¥l Tx_Bindings}
Tx_Mobileofl4] #hEo1Al &lv] 2 wlely A= NI
2 A =3 NI si7le 23] A e

Binding packet: Rx_Tx direction

Total 1P T
R
fMoblle | | BV
mr‘
" b ‘addx!
Blnding Message - - Contral .
R B | sding Info. i
Ba S
A L2
Cantred Lt
Y } Info.
.3
B
(-3
Cortrol
H inta.

3.1.3 ICMP 23 m3l Z=22

ICMP 4 A7l gk CPU| 744 ¢le] ND £
2ol s TRAAE D, =3 TFEoIAA] YR
Az, 23 60 ICMP T3 H3le] Z29E B
ek ICMP #E HFlols Wl tjaAwlE]
(neighbor discovery) #& #|Zl=} ICMP ol|z] w4
27} Qlek olzdt AL c% 2% PP 7S
NDE A=t} NDellM& 9k i3l ARE AR
3lod, zale] zkw glE EL__E o] E Al71A
v 7l gk AelE sl CPUCA 2ask AW
£ At doly] rjaApElE: saAt & wi,
e shzlel AL 3lE 3% ICMP HS ukE
o] WRWA ==t o]eigt 9ol = ND B34
AA HZ& e NIZ Yuda, F83k Fugk
CPUCA Aggich

ICMP packet: Rx_Tx direction

Neighbor discovery message

Neighbar discovery message
ICMP esror message

8 6. ICMP #H A% EE$

3.2 4 889 ¥=x

3.2.1 Host Interface

HI= 23 304 Holx nie} 3to] CPUS: =u}
d IPve St=dojele] EAS disle BEog,
CPU9| &#olB =2 Fxigiel HIY AES A
& CPURHRH e ¥ Zof) g3t Hrset o)
E(wait)ol] ##HE HH, sfedo] B2S0 yin|
Lo dulE e % dY Ay, sl=ged
EEEEYEH CPUR HUAl= Ae) AH, we o
72| de AR 5 szl $palell dogh AHRE
o] X3}y HAEZE A¥E HI W59 Command/
Status Register(CSR)-"— E3l] Aed=lch

HI®| dHe]e] Z29%= CPUS =HlA IPv6 3=
oy AlelellA HI°IE1§ Adshe 93s s,
dlolelE Alsh= Rx E249} dHolHE wzles
HEol WEWE Tx E298 7830} Rx 2%
2 7Aoll= Rx_RAMENE 7P HolelE W
9} RxFIFOE 3] CPU7Z} ¢o7l== 33, Tx
242 APels CPURYE A4T dlelEE ¢
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oi2} 2] TxFIFOS E3l Tx_RAMel| #|7s}ed
NIZ} Hoi7} dizl& whee] Bl 4= 9l== g,

3.2.2 Rx_Mobile

R2rid 1Pv6e) 715 sk BFold). PPl
A mdlzle dvE Al 1P Y dbo} doE
Z zsl] o BEor AdulFEr pPolAE
o]l S ulo]|E el 2 HalF Rx_Mobile &5
o7 A A vplEE F o starr A3E Zo] F
g3 vl vlo]| B9} end A3 E Zo| =)k
dloJel & utow #t|e] Zo|2} next header XS
23 Fve] 38 AR ol HHle v
9 next header BE=7} 2elEl &, & 135 o]
A owpeld dzles sty a¥A ofed del
¥ jzloz zkpgic

ol o] uild 7l A, o]kl
FF4(MNHoA) AL Aol  F5a
(CNCoA)E Rx_Binding %22 Add} o]=
Rx_Binding £3%22 Folew viild wAA|d=
3 F425 xEsla 9)A] $¥ov2 Rx_Mobile off
Al ARE AdslFeiol k7] whiolrk Eol
Hzle] dlole] o)A TFAE AHESEF 40byted]
H & uhEolA Rx_IPv6 22202 Adiich 93
oz A AZE vikldel} F5F el of
3 o3 gJA fewz wHlglg #H &oe
Rx_IPv6 B0 7 A=dE|x] ¢b=ch

Soloe 2E HZle Aade] wr] #l H
ofo} Fr} Rx_MobileollAE Hzd Axks s
%8 (pseudo headen)E TEIA RxCS £5F
of| g

Rx_Mobile?] = t}E 7158 €d" 3 A5
ks 4, AR AAIE 91819, Tx_Bindingell
A BUE Bzt 8Ask= 7otk Aot o]
Eyrel HEFAE ol A9 Alecr) 2y
= A0 & Co|HES B3l ¥dy B F o]
rTolAl et Ed], Rx_Mobiled] B2 ¥ o

=
(<]
7lo] Eo]ew Rx_Mobile £2& 7=z A3

&7 skn e S8 dAzle 2 Aol
51 242 adeidy] <5 uleld dldlelE wlA
A2 ¥yt

3.3.3 Rx_Binding

vl WAIA S lo}l Hejshs EEolct Hlely
HAAellE BUSH BAZ} gleh PPEHE mile|E
aicie} uilgHAAE e, e el vl

46

AR AA o= Tl g FRoE 23=o] Sl
7] 0B 2 Rx_MobileZHE] o]Fkxel FFi
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3.3.5 Binding Update List (BUL)
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3.3.9 Neighbor Discovery (ND)
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