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(Classification of False Alarms based on the Decision Tree for
Improving the Performance of Intrusion Detection Systems)
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Abstract Network-based IDS(Intrusion Detection System) gathers network packet data and
analyzes them into attack or normal. They raise alarm when possible intrusion happens. But they often
output a large amount of low—level or incomplete alert information. Consequently, a large amount of
incomplete alert information that can be unmanageable and also be mixed with false alerts can prevent
intrusion response systems and security administrator from adequately understanding and analyzing
the state of network security, and initiating appropriate response in a timely fashion. So it is important
for the security administrator to reduce the redundancy of alerts, integrate and correlate security alerts,
construct attack scenarios and present high-level aggregated information. False alarm rate is the ratio
between the number of normal connections that are incorrectly misclassified as attacks and the total
number of normal connections. In this paper we propose a false alarm classification model to reduce
the false alarm rate using classification analysis of data mining techniques. The proposed model can
classify the alarms from the intrusion detection systems into false alert or true attack. Our approach
is useful to reduce false alerts and to improve the detection rate of network-based intrusion detection
systems.

Key words @ Intrusion Detection System, Alert/Alarm, False Alarm, Classification, Decision Tree
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Algorithm DCTree()

Tnput : the training samples (samples), represented by discrete-valued attributes, attribute list

Attribute List - the set of candidate attributes
Method :
Call DecideNode()

create anade Nj

if samples are all of the same class, C then return N as a leaf node labeled with the class C;
if attribute-list is empty then return N as aleaf node labeled with the most common class

in samples;

select test-attribute, the attribute among attribute-list with the highest information gain;

label node N with test-attribute;

for each known value a, of test-attribute grow a branch from node N for the condition test-

attribute = a;

let 5, be the set of samples in samples for which test-attribute = a;

if 5; is empty then attach aleaf labeled with the most common class in samples;
else attach the node returned by generate_decision_node ;

Output : Decision Tree
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Algorithin False Alert Classifier()
Input : the test data, represented by discrete-valued attributes, attribute list
Atiribute List : the set of candidate attribates
Method :
Call Classifier()
1, Load the Decision Tree
2. Partition into classification rules of IF-Then structure
3. Counting the number of classification rule
4. Decision Class Compare given input data to a number of dassification rules
5.4 repeat until no more exist data

Output : Classification Rule (True Positive/False Positive)
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