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Fault-Tolerance Improvement of Real-Time Embedded System
using Static Checkpointing
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Abstract : This paper deals with a scheme for fault-tolerance improvement of real-time embedded systems, which engages an
equidistant checkpointing technique to tolerate transient errors. Transient errors are caused by transient faults which are the most
significant type of fault in reliable computer systems. Transient faults are assumed to occur according to a Poisson process and to be
detected in a non-concurrent manner (e.g., checked periodically). The probability of the successful real-time task completion in the
presence of transient errors is derived with the consideration of the possible effects of the transient errors. Based on this, a condition
under which inserting checkpoints improves the fault-tolerance of the system is introduced and an optimal equidistant checkpointing

strategy that achieves the highest fault tolerance is presented.
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Fig. 1. Areal-time task with checkpointing and rollback recovery.
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Fig. 2. Possible combination of execution, checkpointing and
rollback recovery.
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Table 1. N, accordingto N, and T..

T,=25 T,=33 T,=40

Nc Nl Nc Nt Nc Nt
1-5 0 1-3 0 1-2 0
6-18 1 4-9 1 3-6 1
19-25 0 10-21 2 7-11 2
22-28 1 12-25 3

29-30 0 26-30 2

X 2 5o Ay Ay
Table 2. Simulation result.

I, | N, !
A B 95% A T3k
6 | 0.98853 | 0.98854 | 0.98850-0.98857
25 1 7 | 0.98765 | 0.98763 | 0.98758-0.98769
8 | 0.98674 | 0.98676 | 0.98672-0.98680
4 | 09914 | 0.99015 | 0.99013-0.99018
5 | 0.98937 | 0.98936 | 0.98929-0.98943
6 | 0.98853 | 0.98853 | 0.98847-0.98858
33 | 7 | 0.98765 | 0.98764 | 0.98756-0.98771
8 | 0.9874 | 0.98677 | 0.98667-0.98687
9 | 0.98581 | 0.98581 | 0.98572-0.98589
10 | 0.99869 | 0.99869 | 0.99868-0.99871
3 | 0.99076 | 0.99081 | 0.99075-0.99087
4 | 0.99014 | 0.99015 | 0.99008-0.99021
5 | 0.98937 | 0.98935 | 0.98931-098938
6 098853 | 0.98856 | 0.98851-0.98860
7 099898 | 0.99900 | 0.99897-0.99902
40 | 8 099889 | 0.99888 | 0.99886-0.99890
9 099879 | 0.99879 | 0.99876-0.99882
10 | 099869 | 0.99867 | 0.99865-0.99870
11 | 099859 | 0.99861 | 0.99857-0.99864
12 | 099984 | 0.99985 | 0.99985-0.99986
13 | 099982 | 0.99984 | 0.99983-0.99984
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