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Communication—Efficient Representations for
Certificate Revocation in Wireless Sensor Network

YoungJae Maeng' - Abedelaziz Mohaisen’ - DaeHun Nyang™ - KyungHee Lee™

ABSTRACT

In this paper, we introduce a set of structures and algorithms for communication efficient public key revocation in wireless sensor
networks. Unlike the traditional networks, wireless sensor network is subjected to resources constraints. Thus, traditional public key
revocation mechanisms such like the ordinary certificate revocation list is unsuitable to be used. This unsuitability is due to the huge size
of required representation space for the different keys’ identifiers and the revocation communication as the set of revoked keys grow. In
this work, we introduce two communication—efficient schemes for the certificate revocation. In the first scheme, we utilize the complete
subtree mechanism for the identifiers representation which is widely used in the broadcast encryption/user revocation. In the second
scheme, we introduce a novel bit vector representation BVS which uses vector of relative identifiers occurrence representation. We
introduce different revocation policies and present corresponding modifications of our scheme. Finally, we show how the encoding could
reduce the communication overhead as well. Simulation results and comparisons are provided to show the value of our work.

Key Words: Certificate Revocation, Key Pre-Distribution, Run Length Encoding, Cover Set Problem, Sensor Networks.
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