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Design and Analysis of a Secure Protocol for the P3P Standard
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ABSTRACT

P3P(Platform for Privacy Preference) that is used in the World Wide Web is a standard to define and negotiate policies about
definition, transmission, collection, and maintenance of personal information. Current P3P standard provides methods that define client
personal information protection policy and P3P policy associated with web server. It also provides a method that compares these two
policies. The current P3P standard, however, does not handle detail functions for safe transmission of the personal information and data.
Also, it does not handle problems that can be induced by the detail functions. In this paper, in order to solve these problems, we propose
a Secure P3P(S-P3P) protocol, which is a security protocol for the current P3P standard, offers mutual authentication between the web
server and the client, and guarantees integrity and confidentiality of the messages and data. Furthermore, a S-P3P protocol provides

non-repudiation on transmission and reception of personal information that is transmitted from the client to the web server.

Key Words :Platform for Privacy Preference(P3P), Privacy Protection, Mutual Authentication, Secure Protocol, Web Security
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