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A Safety Verification of the Modified BLP Model using PVS
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ABSTRACT

The ideal method of safety evaluation is to verify results of execution against all possible operations within operating system, but it is
impossible. However, the formal method can theoretically prove the safety on actual logic of operating system. Therefore we explain the
contents of the art of the safety verification of security kernel, and make a comparative study of various standardized formal verification tools.
And then we assigned PVS(Prototype Verification system) of SRI(Stanford Research Institute) to verify the safety of a modified BLP(Bell &
LaPadula) model, the core access control model of multi-lavel based security kernel. Finally, we describe formal specification of the revised
BLP model using the PVS, and evaluate the safety of the mode! by inspecting the specification of the PVS.
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Fig. 5. Formal Verification Steps for BLP Model

seq_is_secure :

{1}  every(SecState) (seq}

Rule? {expand *every*) %every ©|23% 3%
Expanding the definition of every,

this simplifies to:

seq_is_secure :

{1}  FORALL n: SecState(nth(seq, n))%SecState® TAH
Rule? (induct "n*) $nS25E HE3

Inducting on n on formula 1,

this yields 2 subgoals:

seg_is_secure.l :

{1} SecState(nth{seq, 0)) % 09 A%

Rule? (use "seq 0_secure”)

Using lemma seq_0_secure,

This completes the proof of seg_is_secure.l.
seq_is_secure.2 :

{1} FORALL 3:
+ 1))

Rule? (skolem!) 333738 B¢ jS FHI.
Skolemizing,

this simplifies to:

seq_is_secure.2 :

SecState(nth(seq, j)} IMPLIES SecState(nth(seq, j

{1}secstate(nth(seq, j!1}) IMPLIES SecState(nth{seq, j'1 + 1))
Rule? (use "seq traansform®) %Seq_transformg £38] SE%

Using lemma seq_transform,

this simplifies to:

seq_is_secure.2 :

{-1} EXISTS x: nthiseq, j!1 + 1) = Transform{x, nth(seg, j!1}J

[1]1SecState(nth(seq, j!1)) IMPLIES SecState(nth(seq, j!1 + 1))
Rule? (skolem!) $¥A7|3E £4) nthE 3y

Skolemizing,

this simplifies to:

seq_is_secure.2 :

(-1} nthiseq, j!1 + 1) = Transform(x!l, nth{seq, j!1))

[1]SecState(nth(seq, j!1}) IMPLIES SecState(nth(seq, j!1 + 1))
Rule? {use "transition_state_secure”)
$919] @3 transition_state_secured
Using lemma transition_state_secure,
this simplifies to:
seg_is_secure.2 :

{-1} SecState(nth(seq,
nthseg, j!1}))

I-2) »nthiseg, j!1 + 1) = Transform(x!l, nth(seq, j!1))

59 f5g

jt1)) => SecState(Transform(x!'l,

[1)SecState(nth(seq, j!1)} IMPLIES SecState{nth(seg, j!1 + 1))
Rule? (replace -2(-1) rl) % -1,-2 2] A= Az

Replacing using formula -2,

this simplifies to:

seq_is_secure.2 :

{-1} SecState(nth(seq, j!1)} => SecState(nth(seq, 3!1 + 1))
(-2] nthiseq, j!1 + 1) = Transform(x!'1l, nth{seq, j!1)}

{1]SecState(nth{seq, j!1)) IMPLIES SecState(nth(seq, j!1 + 1)}
which is trivially true.

This completes the proof of seq_is_secure.2.

Q.E.D. $F9YI3

% 6. BLP 2Ee| 58 AZznH
Fig. 6. Verification Steps for BLP Model
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transition_state_secure: ASSUMPTION ) =) T stHe

B8q_0_secure: ASSIMPTION SecState(nth(sed, 0))

transform: ASSUMPTION
TR EET RN = Transform(x nthiseq, m)
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Fig. 7 TCCs of Status Specification for BLP Model
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% Disjointness TCC generated {at lime 20, column 2) for
¥ COND a*m = rd -> slSubject(a’u) >= slObject{a’f),

3 a'm = wr -> slSubject{a“u} = slobject(a’f)

$ ENDCOND

% unfinished
SecureAccess_TCCl:
rd AND a'm = wr);
sqiefe] BLe 29

% Disjointness TCC generated (at line 20, column 2} for
% COND a™m = rd -» slSubject{a’u} >= slObjectla’f),

% a’m = wr -> slSubject(a“u) =< slObject(a”f)

% ENDCOND

% unfinished
SecureAccess_TCCL:
rd AND a'm = wr);

OBLIGATION FORALL (a: Access): NOT {a™m =

OBLIGATION FORALL f{a: Access}: NOT {(a'm =

% Coverage TCC generated (at line 20, column 2} for

1440

—

% COND a*m = rd -> slSubject(a’u) »>= slObject(a’f),

% a’m = wr -> slSubject{a”u} = slobject{a”f)

% ENDCOND

% unfinished

SecureAccess_TCC2: OBLIGATION FORALL {a: Access}: a'm = rd OR
a'm = wr;

%¥ The disjointness TCC {at line 20, column 2) in decl

SecureAccess for

$ COND a’m = rd -> slSubject(a’u) >= slObject{a”f},

¥ a'm = wr -> slSubject{a’u} = siObject{a”f)

% ENDCOND

% was not generated because it simplifies to TRUE.

% The coverage TCC (at line 20, column 2) in decl SecureAccess
for

% COND a™m = rd -> slSubject(a’u) >= slObject{a’f),

% a'm = wr -> slSubject{a’u) = slObject{a”f}

% ENDCOND

% was not generated because it simplifies to TRUE.

$ Disjointness TCC generated (at line 27, column 2} for

% COND e ac = addit AND SecurehAccess{e™a) -> add{e’a, st),

% e“ac = del AND st(e’a) -> remove(e~a, st},
% member{e*ac, no_op) -> st,

% ELSE -> st

% ENDCOND

% unfinished
Transform_TCCl: OBLIGATION
FORALL (e: Transforminstance, st: Access_State):

NOT [{eac = addit AND SecureAccessle”a)) AND e"ac = del
BAND st(e“a)) AND NOT ((e ac = addit AND SecureAccess(e’a)})
AND member [Action] (e ae, no_op))

AND NOT [{eac = del AND sti{e’a)) AND member[Action]
{e*ac, no_op));
% The disjointness TCC (at line 27, column 2) in decl Transform
for

3 COND e*ac = addit AND SecureAccess(e”a) -> add(e’a, st),
% e ac = del AND st{e“a} -> remove(e‘a, st},

% member (e*ac, no_op} -> st,

3 ELSE -> st

% ENDCOND

% was not generated because it simplifies to TRUE.

% Assuming TCC generated (at line 44, column 12} for

% Sec_theory(Access_State, Transformlnstance, fs, SecState,
Transgform)

% generated from assumption Sec_theory.transition_
state secure

% unfinished

IMP_Sec_theory_ TCCl: OBLIGATION

FORALL (st: Access_State, x: Transformlnstance):
SecState(st) => SecState(Transform{x, st));
% Assuming TCC generated (at line 44, column 12) for
% Sec_theory[Access_State, Transforminstance, fs, SecState,
Transform]
% generated from assumption Sec_theory.seq_0_secure
% unfinished
IMP_Sec_theory TCC2:
(fs, 0)};
$ Assuming TCC generated (at line 44, column 12) for
% Sec_theory[Access_State, TransformlInstance, fs, SecState,
Transform)
% generated from assumption Sec_theory.seq_transform
% unfinished
IMP_Sec_theory TCC3:
FORALL (n: nat):
EXISTS (x: Transforminstance):
nth[Access_State]l (fs, n + 1} =
[Access_State] (fs, n));

2 8 BLP el H Aol A YT TCCs MFEALE
Fig. 8 TCCs Spegification from the BLP Status Variation
Specification

OBLIGATION SecState(nth([Access_State]

OBLIGATION

Transform(x, nth
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SecureAccess_TCCl :

{1 FORALL (a: Access): NOT (a’m =
Rule? (skolem!) $FX 7|5 &H Apgsiof 4
Skolemizing,

this simplifies to:
SecureAccess_TCC1 :

{-1} atl’m = rd AND a!1'm = wr

rd AND = wr)
g e Hl-%‘

Rule? (use "RdnotWr") %Read®} Write: 27 ¥&8 AA
Using lemma RdnotWr,

this simplifies to:

SecureAccess_TCCL :

[-1] a!l’m = rd AND a!l'm = wr

{1)‘ rd = wr

Rule? {flatten) 3% 22 #¥%

Applying disjunctive simplification to flatten sequent,
this simplifies to:

SecureAccess_TCCL :

(-1} a!l’m = rd
{-2} a!l’m = wr

[1] rd =

Rule? {simplify) $2& 7h3s] 3

Simplifying with decision procedures,
this simplifies to:
SecureAccess_TCCL :

[-1}] a!l™m = rd

[-2] a!l°m = wr
| _______

[1] rd = wr

Rule? {grind)

Trying repeated skolemizztion, instantiation, and if-lifting,
Q.E.D.

Run time = 0.42 secs.

Real time = 69.38 secs.

1% 9 BLP 2E o Mef¥isl WAl TCCs AE &
Fig. 9 TCCs Verification for the BLP Status Variation
Specification
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