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Improving Scalability using Parallelism in RFID Privacy Protection
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ABSTRACT

In this paper, we propose the scheme solving privacy infringement in RFID systems with improving the scalability of back-end server.
With RFID/USN becoming important subject, many approaches have been proposed and applied. However, limits of RFID, low computation
power and storage, make the protection of privacy difficult. The Hash Chain scheme has been known as one guaranteeing forward security,
confidentiality and indistinguishability. In spite of that, it is a problem that requires much of computation to identify tags in Back-End server.
In this paper, we introduce an efficient key search method, the Hellman Method, to reduce computing complexity in Back-End server.
Hellman Method algorism progresses pre-computation and (re)search. In this paper, after applying Hellman Method to Hash chain theory, We
compared preservation and key reference to analyze and apply to parallel With guaranteeing requistes of security for existing privacy

protecting Comparing key reference reduced computation time of server to reduce computation complex from O(m ) to O( m*/ )than the

existing form.
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