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Modeling and Implementation of IDS for Security System
simulation using SSFNet

Yong-Tak Kim - Tai-Suk Kim « Oh-Jun Kwon - Dong-il Seo

ABSTRACT

We need to check into when a security system is newly developed, we against cyber attack which is expected
in real network. However it is impossible to check it under the environment of a large-scale distributive network.
So it is need to simulate it under the virtual network environment. SSFNet is a event-driven simulator which can
be represent a large-scale network. Unfortunately, it doesn't have the module to simulate security functions. In this
paper, we added the IDS module to SSFNet. We implement the IDS module by modeling a key functions of Snort.
In addition, we developed some useful functions using Java language which can manipulate easily a packet for
network simulation. Finally, we performed the simulation to verify the function if our developed IDS and Packets
Manipulation. The simulation shows that our expanded SSFNet can be used to further large-scale security system
simulator.

Key words : Simulation, SSF(Scalable Simulation Framework)Net, IDS(Intrusion Detection System), Cyber Attacks,
DML(Domain Modeling Language), Security System
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msg_type ICMP
]
-PM class init()
public void callback() {

}
}).set(start_time);

-PM class startsend()

try {
switch(msg_typeX

[DML 1
ProtocolSession [name pm use SSF.App.PM.PM]
PM{
src_nhi 1:5
dest_nhi 0:4
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(new SSF.OS.Timer(localHost, start_time){

StartSend(null) <~ StartSend 14E %

protected void StartSend(PMmakeheader msg){

case TCP: send_TCP(msg);
case UDP: send_UDP(msg);
case ICMP: send ICMP(msg),
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