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Provisioning Anonymous Communication in Ad Hoc Networks

Seung-Seok Kang

The cost of downloading content from the Internet may be costly for mobile device users using its 3G connection,
because the 3G connection cost to download data from the Internet is a function of the amount of data downloaded.
This paper introduces an approach in which mobile devices, called peers, form an ad hoc network and share their
downloaded content with others. As an example, spectators may want to collect/share information about players and
game records in a stadium. In an art gallery, visitors may want to retrieve some background information about the
displayed work from the nearby ad hoc network. In an outdoor class, a teacher may download today's topic files
from the Internet, and all students may share the content with minimal or no cost paid. This is possible if mobile
device has both a 3G interface and a wireless LAN interface. If the peers want to improve privacy and discourage
traffic analysis when sharing content, this paper describes a low-delay anonymous connection between the sending
peer and the receiving peer using two additional peers. Simulation results show that the transmission time overhead
of the anonymous connection may increase 50% or less as the number of peers increase or the peers are scattered
over the larger area.

Key words : Anonymous Communication, ad hoc network, content sharing, cooperation of networks, communication
cost reduction
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