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Worm Virus Modeling and Simulation Methodology
Using Artificial Life

Jiyeon Oh - Yongjun You : Soohoan Chae - Sungdo Chi

Computer virus modeling and simulation research has conducted with focus on the network vulnerability analysis.
But computer virus shows the biological virus characters such as proliferation, reproduction and evolution. Therefore
it is necessary to research the computer virus modeling and simulation using the Artificial life technique. The
approach of computer modeling and simulation using Artificial life provides the analysis method about the effects
on the network by computer virus and the behavior mechanism of computer virus. Hence this paper proposes the
methodology of computer virus modeling and simulation using Artificial life, which is effected to contribute the

research on the computer virus vaccine.
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External Transition

If Phase is 'passive’
If receive the message on port 'ask’
Hold-in 'getting’
If receive the message on port 'in'
Push the message into the Buffer
Else
If Buffer is not full
Push the message into the Buffer
else
Hold-in 'impossible’
Internal Transition
If Phase is 'checking’
If the Buffer is empty
Hold-in 'passive’
else
Check the Message
Hold-in 'getting' or ‘sending’
If Phase is ‘sending'
If the Buffer is empty
Hold-in 'passive'
else
Check the message
Hold-in ’getting’ or 'sending’
Qutput
If Phase is 'getting'
Output: send the message on port ‘out’
If Phase is 'sending'

Qutput: send the message on port 'send’
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External_Transition
If Phase is 'passive’
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Hold-in 'checking'
Else

Keep the state
Internal Transition
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Hold-in 'passive'
Output
If Phase is 'checking'
If processing condition is fired
Output: send the Message on port 'out'
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Duplicator
External Transition
If Phase is 'passive’
If receive Message on port 'in'
Hold-in ‘creating'
Internal Transition
If Phase is ‘creating’
Hold-in 'creating'
Qutput
If Phase is 'creating’'
Output: Send the Message to port 'out’
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Propagator
External Transition
if Phase is 'passive’
If receive value on port 'in'
Hold-in 'waiting'
Internal Transition
If Phase is 'waiting'
Hold-in 'passive'

Output
If Phase is 'waiting’
Output : Send the Message to port 'out’
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One step ended...Global Clock {Root): 5.726000 4
trans -~ gets -- WANOO NETL47 NodeS_Schedule  6.010000 3
|WANNR, NETL.47 NodeB, Process WProStart.
E-Mail Title: WHAT DO YOU FEEL LIKE DOING TOMIGHT HONEY
-Mail Body: I love you more than the s above,
trans -- gets -- WANGO_NETLS4 Model Schedule  6.010000
WaN0O NETL54 Nodel Process WProStart
£-Mail Title: Honey.our do love
E-Mail Body: Do love
trans -- gets -- WANOO _NETL59 Nodeb_Schedule  6.010000

WAN00 NETL.59 Node6 Process WProStart

E-Mail Title: I love you mors than the stars above
E-Mail Body: 1 love you more than the stars above.

trans -- gets -- WANOU_NEIL77 Nodel_Schedule
[WANND NETL 77 Nodel Progess WProStart

6.010000)

E-Mail Title: Please give me a kiss

E-Mail Body: I love you more than the stars above.

WANGO_NETL60 Node9_Process Pro IP: 200 0

:J

he step ended,..Global Clock (Root): b.010000

One step ended...Global Clock (Root): 6.010000

76 4 Remain: 691
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