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Abstract The success of a software development project can be determined by the use of QCD.
And as a software’s size and complexity increase, the importance of early quality assurance rises.
Therefore, more effort should be given to prevention, as opposed to correction. In order to provide a
framework for the prevention of defects, defect detection activities such as peer review and testing,
along with analysis of previous defects, is required. This entails a systematization and use of quality
data from previous development efforts.

FMEA, which is utilized for system safety assurance, can be applied as a means of software defect
prevention. SW-FMEA (Software Failure Mode Effect Analysis) attempts to prevent defects by
predicting likely defects. Presently, it has been applied to requirement analysis and design. SW-FMEA
utilizes measured data from development activities, and can be used for defect prevention on both the
development and management sides, for example, in planning, analysis, design, peer reviews, testing,
risk management, and so forth, This research discusses about related methodology and proposes defect
prevention model based on SW-FMEA. Proposed model is extended SW-FMEA that focuses on
system analysis and design. The model not only supports verification and validation effectively, but
is useful for reducing defect detection.
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them from being introduced to a product[1].

Defect Prevention refers to the activities involved in
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identifying defects or potential defects and preventing

The purpose of defect prevention is to identify
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defects that were occurred in the past, prioritization
of defects, performing analysis to find why these
defects were injected in the first place, identifying
solutions, piloting solutions to verify the effecti-
veness and implerﬁenting the identified solutions
[2]. Defect prevention must be active throughout
the development cycle, and the key to preventing
the re-occurrence of past defects is to collect and
organize data from every development phase.
Software FMEA (Software Failure Mode Effect
Analysis) is a method of defect prediction and
prevention by analyzing past defects. Basically,
FMEA is a system safety analysis technique which
is currently widely used in the automotive,
aerospace, and other safety critical industries[3].
The use of FMEA for software in not as common
fields, but

software FMEA can be useful in improving design,

as in the hardware and systems
and in analyzing potential design weaknesses. In
that point, SW-FMEA is has been applied to the
safety critical

assessment  of real-time control

systems embedded in rmilitary and automotive
products over fifteen years{4]. As a method of
system analysis and design, SW-FMEA can be
applied systematization of software defect.

An important factor in the final quality of a
software product is the identification of defects in
the software development cycle through methods
such as peer review, test logs, problems reports,
and field claim. Another important factor is a sound
organizational quality system. The cause of defects
occurred in the past must be carefully analyzed at
both the project and organizational levels for
prevention from re-occurring. And that must be
defect
prevention. SW-FMEA attempts to prevent defects.
In other words, SW-FMEA utilizes measured data
from ‘development activities, and can be used for
defect

management

systematically managed and applied for

prevention on both development and

sides, for example in planning,

analysis, design, peer reviews, testing, risk
management, and so forth. Information gathered
from the development cycle facilitates this process.
However, organizing data for SW-FMEA purposes
a result,

is a time consuming task, and as

SW-FMEA is not widely practiced. This research
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explores a model of SW-FMEA that can be used

at the organizational level for defect prevention.
The goal of this paper is to develop useful

defect SW-FMEA

technique is from the basis of proposed defect

mechanism  for prevention.
prevention model. In this research, SW-FMEA is
based on the organization of historical data col-
lected from development activities. Proposed defect
prevention model will act as a foundation for risk
management, and will assist in the achievement of
quality goals specified in project planning phases.
Ultimately it
foundation of effective quality system and impro-

can be applied for establishing
ving of software quality.

The following is organization of this paper.
Chapter 2 reviews defect prevention approaches and
research such as peer reviews and SW-FMEA, and
reviews challenge of that approaches. Chapter 3
provides a description of the proposed defect pre-

vention model.

2. Background

2.1 Method of Defect detection and prevention

2.1.1 Defect detection

Defect detection and prevention are practiced
through both constructive and analytical activities.
Constructive activities prevent defects from being
applying
methods, guidelines, and so on. Analytical activities

introduced by appropriate  processes,

prevent defects from risk and re-occurrence
through the analysis of root causes and by means
of removal. Static analysis like reviews, testing,
field claims, etc. is representative of defect detec-
tion. )

In a strict sense, defect prevention differs. from
defect detection. Defect detection places emphasis
on product development and information as a single
project, with a focus on discovery of injected
defects at specific development phases. For
example, code review checklists act as an early
phase detection method. Defect prevention like
coding standard, focuses on preventing injection of
defects in the first place. Thus, defect detection
should start in early stage for defect prevention
[5,6].

Peer reviews are a typical detection activity as
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well as prevention activity. In this paper, a peer
review is considered as inspection and informal
review for the purpose of defect detection. Peer
reviews can be a mean for defect prevention, and
can prevent injection of defects from the current
phase to the following phases. Accordingly, reviews
should be conducted with all important activities
like requirement analysis, design, and coding on
development cycle. Data should be collected from
development  activities such as requirements
analysis, design, coding, etc. Measured data must
be analyzed and be provided as feedback to related
development activities. Generally, review checklists
can effectively be used in defect detection. If
analyzed data from similar projects or from prior
phases is reflected in the review checklists, then
the reviews can be even more effective. However,
there are not many systematic methods and guide
for the incorporation of related data into review
checklists.

2.1.2 Software defect prevention models

Defect prevention includes defect prediction, and
methods of defect prediction vary. Some utilize size
and system complexity metrics, while others rely
on process quality data and different metrics.

Most defect prediction studies have been based
on size and complexity metrics. As an example, we
can take Akiyama’s study, which was based on a
system developed at Fuyjitsu, Japan. In this study,
he proposed a formula that reasonably estimates
the total number of defects by taking the sum of
defects found during testing and the defects found
within two months after the release.

Prediction models that use testing metrics are
widely used in Japan. This methodology is to
predict residual defects involved in the collection of
data about defects
Accuracy of predictions in this method is proven

during the testing phases.

due to stability of the development and testing
environment, and the extent of data collection. It
appears that the IBM NASA Space shuttle team is
achieving similarly accurate predictions based on
the same kind of approach as testing metrics. Data
for prediction can be referred through a local DB
and benchmarking.

There have been many attempts to develop

multilinear regression models based on multiple
metrics. The basic premise of these attempts is
that many metrics are colinear; that is, they
capture the same underlying attributes[5].

In the case of predictions based on size and
complexity metrics, despite the generally observed
correlation between complexity and defect levels,
this relationship is clearly not straightforward. For
example, data about size and complexity cannot
explain the presence of defects introduced when the
requirements are defined. Predictions based on the
multivariate approaches have there limits. One of
potential problems is the lack of attention to the
necessary assumptions for the successful use of a
particular statistical technique. Other problems are
the lack of distinction between model fitting and
model prediction, and unjustified removal of data
points or misuse of averaged datal5].

2.1.3 SW-FMEA

FMEA is a method for the estimation and cause
analysis of faults. In other words, it is a reliability
and safety analysis technique, and has enjoyed
extensive application in diverse products for several
decades. In the software field, FMEA has been
used more at the module level than at the system
level. SW FMEA was introduced in 1983. Musa
has defined FMEA as the process of examining
possible component failures and determining the
types of system failures that would subsequently
result[7].

Godderd has described that SW-FMEA can be
applied to diverse system designs, allowing the
analysis to identify potential design weaknesses and
allowing design improvements to be recommended.
System level SW-FMEAs can be safety assess-
ment of the chosen software architecture at a time
when changes to the software architecture can be
made cost effectively. Detailed SW-FMEA is used
to verify that the protection which was intended in
the top level design and assessed using system
level SW- FMEA has been achieved. Both system
and detailed SW-FMEAs evaluate the effectiveness
of the designed in software protections in pre-
venting hazardous system behavior under conditions
of failurel4].

In this way, SW-FMEA is useful in improving
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designs, and in the identification of potential design
weaknesses. SW-FMEA is also use for quality
risk analysis. That is, SW-FMEA is applied to
hazardous system behavior under failure conditions.
Software failures can result from errors in design,
from defects specific

being exposed due to

application or environment, or from hardware
failures(4].

However, SW-FMEA cannot easily be used to
identify system level hazards as is done in
hardware and system FMEA. In Godderd’s opinion,
SW-FMEA has embedded
software, but extra systematized activity is required
for FMEAI6].
SW-FMEA is to translate system hazards that

have potential software error into an equivalent set

been effective in

The first step in developing a

of system and software states through the process
of software hazard analysis. Therefore, prior to
beginning the development of a software FMEA,
hazard analysis such as PHA(Preliminary Hazard
Analysis) and FTA(Fault Tree Analysis) for the
system should be donel4].

Since many software failures are induced by
failures in underlying hardware, the application of
SW-FMEA of data,

including number of defects, cause of defects, and

requires a wide range
related conditions. Generally, software organizations
have accumulated data which gives priority to test
results, but defect data during all development
phases is required for more thorough defect
prevention.

2.2 A challenge of existing approach

Defect injection is tightly related to development
life cycle. Defects are injected and detected at each
phase. Thus, effective defect prevention would best
be achieved through 'good use of measured data
from development cycle and quality control acti-
vities.

However, many methods of defect prevention
focus on specific sections of development, such as
analysis or design. As noted, SW-FMEA is useful
for cause analysis and could make action for
prevention, but SW-FMEA is not widely used in
software development due to the time and effort
required. Consequently, a framework for analysis of

previous data and simple application of SW-FMEA
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is not sufficient. It is another reason. Several
methods for defect prediction would ignore a vari-
ety of factors relating to prediction, including change
activities, requirement errors, and so on{89].

If peer review checklists merely make reference
to general guidelines, then such checklists will not
have specific information about possible defects. In
this case, we miss the opportunity for defect
prevention in the review process. Finally, we should
be taking much time for fix because we would find
many defects at the end of development. On the
other hand, if checklists include procedures based
on data analysis of failure modes from related
software projects, then we gain the chance to
predict defects during the review cycle.

This is the point that this research proposes-a
defect prevention mechanism based on SW-FMEA.
The proposed method makes practical application of
related defect data from the full software life cycle
and can apply SW-FMEA more easily.

3. Defect prevention model based on SW-
FMEA

3.1 Model overview

The proposed model was constructed with
reference to data from completed real projects.
These projects were related to embedded software
as found in HD DVD, BD players, and wireless
monitors. The concerned data repeatedly showed
problems among similar products. The data are the
results of analysis of inspection data and testing. In
this research, data was organized using a SW-
FEMA format that has been previously applied to
other projects. Fig. 1 is the proposed defect
prevention model based on SW-FMEA. Fig. 2 is
the framework for the actual practice on real
projects.

This mode and framework are based on three
activities. First is the identification and measure-
ment of defected data during the development cycle.
There are defect detection by testing, inspection,
field claim.

Second is the organization and analysis of this
data by postmortem SW-FMEA. The result of
postmortem SW-FMEA is integrated Historical DB
for other projects and activities.
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Fig. 1 Defect prevention model based on SW-FMEA

Third is the feedback of results into the deve-
lopment cycle through pre-SW-FMEA. Historical
data in DB can used other project and activity.
Under the necessity a data of historical DB is
reorganized form of Pre SW-FMEA. Generally Pre
SW-FMEA is maked when project start or at each
development phase. Development team can refer to
the data of Pre SW-FMEA and make action plan
to defect prevention. They can used the data of
Pre-FMEA for inspection and test activities.

609
Y
Historical DB
Postrortem:
BW-FMEA
RGP (Risk analysis)

Pre
SW-FMEA

Fig. 2 defect prevention framework based on SW-
FMEA
3.2 Constituent and main activity of model
The following are three constituents in this

model.
3.2.1 Identification of defect and measure in deve-
lopment process
Detection of defects is generally accomplished
through verification and validation. In this research,
these activities are actualized as inspection and

testing, while customer claims after release serve

Table 1 Example of inspection data

Defect type . Author |Moderator
Page/ N Occurrence | Detection .
Line (Severity | Fault stage stage Description correction| review
ABC) | Type

R1 IC A A Module name “Memory Card File (FAT)
Including electronics such as Decar,

TI/TLL ¢ DF A A Camcorder, Mp3 player

R1/R1.2 B TY A A Terminology error "Size..”

R1/R1.3 B TY A A Terminology error "provided characteristic..”

RI1/R15 C TY A A Terminology error “In the PC..”

T1/T15 C DL A A Name, property, size, date data check

T18/T27 A cs A A keep Co.nsistency counte@easure of application
under size shortage of Size

T1.10 c OM R A Define the limit of long name file about FAR
and Ul

R1.11/T1.11 C DL A A Indicate deleted file in more details

T2.1 C OM A A Addition of "file”

T2.2 C oM A A Specify media type / size

R32 B IC R A media -> memory card

R3.6 C DL A A Clarify update "object”

R4.3/T4.3 B DL A A Specify "normal” operation

TH.2 A OM A A definition of depth

R5.2 A DL R A clarify specific test method

T5.3 B DL R A clarity mode name and number

T6.2 C DL R A clarify specific test method




610 ARAEFI =R 2ZEYo] & & A 3B H A 7 Z(A067)
Table 2 Example of test log
Test item | NO Problem Severity In;f:;tslzn cause Action plan
VPS/PDC HOME Showview, Timer rec picture Missing about DV must delete DV picture
/recording on the DV mode -> When out GUI when move to when move to HOME,
152 |same display, Don't display key B I |HOME, Showview, |Showview, refresh DV
operation message Timer rec picture when out from
HOME, Showview
Change to reservation recording bug about reservation |fix to reservation
mode —> don't display receive CH recording UI program |recording UI program
162 |"01” CH on the PROG CH seeting A I
mode
% Can't advance record 01 CH
Change to reservation recording the problem is maked |first judge whether
mode-> must display memoryed from don’t check that [setting CH is Valid,
CH on the PROG CH seeting done setting CH valid {must fix to be only
163 mode, but display with previous I or unvalid in the selected Valide CH
CH program seeting
function
Change to reservation recording Itemtask() function reservation recording
mode->when operate CURSOR Bug on the Ul program Itemtask()
164 |[DOWN on the PROG CH setting 1 reservation recording |function fix
mode, only can UP operation, can’t Ul program
down operation
Change to reservation recording Itemtask() function reservation recording
mode->permissible maximum CH Bug on the UI program Itemtask()
165 |90 on the PROG CH seeting 1 reservation recording |function fix
mode==> must check maximum Ul program
CH (88 or 90)
doesn’t move SHOWVIEW MODE problem from missing |[fix that must can
by SHOWVIEW KEY key service Outed when Showview
166 A key is over again
inputed,
doesn’t move from HDD MODE 1o problem from missing |fix that reservation
reservation recording mode key service for recording can be
167 A reservation recording |serviced in HDD Ui
in the HDD Ul function
function

as an additional method of defect identification.

The following Table 1 and Table 2 are examples
of inspection and test logs.

3.2.2 Organize of defect data by Postmortem SW-

FMEA

Careful collection of data throughout the defect
detection cycle is very important. However, most
important is the critical analysis of data, application
of the analyzed results to the development cycle for
prevention of future defects and fix of defect. Much
time is required for data analysis with practical
meaning. For this reason, many organizations rely
simply on analyzing detected errors as the simple
means of keeping defects out of the final product.
This method provides only a little part in providing

prevention. Measured data for defect prevention
must be analyzed and organized as a reference for
prevention of defects in further development efforts.
As mentioned above, this research has used
Postmortem SW-FMEA for analysis and organi—
zation of defected data. The contents of SW-FMEA
can, however, be a little different from applying field.
Fig. 3 is a case of suggested Postmortem SW-
FMEA used and Table 3 is a
description of the data fields of this template.
Postmortem SW-FMEA

of defect detection activities

in this paper,

is conducted based on
results such as
inspection sheets, test logs, and field claims. This
data is compiled at the point of postmortem review

for each development phase, at the end of the



SW-FMEA 7|ute] A ot =g 611

Some fields of the postmortem SW-FMEA
template may overlap inspection sheets or test logs.
5 In these cases, we can use the related data-
g databases or appropriate spreadsheet macros to help
3 2335¢ 2 eliminate overlaps. Databases and macros are also
3 GEZL -
ecc-cal 3 <. . .
B e g £z s 9 useful for the automatic insertion of data. However,
51 o W — 3
5o E o = . . .
§ ggz € g § in this research, such data is recorded manually.
2 - : . . .
S P P ks 3 lals z Review of data compiling procedures by a project
=] &3 = ) s =
I fo82 7 £ member and SQA should be conducted to ensure
281 | 15282 | IE] | |2 g -
> §§ ;%éé g 3 1 é data reliability and to remove unnecessary data.
gls @ e a8 S 21z T
s %E i Seal |e| I z g |8 The data processed through postmortem SW-
gz e 58 g E I E] alz 4 . . X .
2182 Safibl 14 2123 2l3 15 FMEA should then be integrated with an historical
S, B3 E & .
2 3= ¢ g g DB for reference by other projects. When new data
s 8 - 2 & K . . . .
2 22 5 | |a 5 from SW-FMEA is integrated into an historical
R 2oz 24 |O > o .
B (g ggf g|=(2 £o i R S DB, some data reorganization may be required. The
z8 “52558 |s 3 Q . . .
> 33 L E 29 etz |5 following relates to this reorganization.
Sln & - - a 5 & DL o
AE 2 sEsdE |2 e e 318 | * Add new defect information
28 & =35:8 1£|9[a[82 213 13 . .
5 LERE: 8 ) *Group related defects, and add information
@ c8 4 E g EE .
g o= é 8 2 about failure modes and defect causes for
= |- |&8% ] =2 k-0 I T
g |°71250 7|2 “ £ 2lz 12]3 related groups.
Sl levied] lolelslscd | 2R I
22 |2l25lo . - .
Slz g E g3 %ﬁ HEINEES NE » Correct invalid information

Fig. 3 Postmortem SW-FMEA Sheet

project, or as field claims are received.

* Revise defect probabilities and priorities of
defect prevention tasks

*» Make possible countermeasures for high-inci-

Table 3 Postmortem SW-FMEA field

Field

Description

Function or Feature

Function or feature of measured and analyze object

Failure description

Description of failure

Defect type

Defect type is defined by organization or project

Severity

Quantify the impact of a failure on the system
(1: Comment, 2: Minor, 3: Major,)

Failure mode

Description about that the process does failure
(It is not applicable in the inspection)

Detection method

The method that is used to detection of the defect. For example inspection, Unit test,
Integration test, system test, and field claim
(It is not applicable in the inspection)

Cause of failure

Description of cause of the failure

Phase of Injection

The phase which defect is injected

Phase of Detection

The phase which defect is detection

Solution

Description of Solution how defect is solved

Frequency of occurrence

How many times same defect was occurred

Priority

It is calculated field, the result of multiplying severity and frequency. The more figure

is high, the more risky
(Severity X Frequency)

Project Code

Related Project code with this defect

Product or Components

The product model or component that this function is included

Related Artifact

Related development product (configuration item) like SRS, HLD, LLD, Source code, test case,
test log etc.

Recorder

Enter the name of the person completing the Postmortem SW- FMEA
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dence defects 2
Finally, the historical DB must be optimized into . BT E‘
a most suitable structure to extract and insert data § § § % 3 e ol g
in question. This is conducted by the developer and g g % 'a:;, NE3 é g ;‘? é 8
2ie E : ! g
SQA as a joint effort. HE E& B § x_% HE !
3.2.3 Pre SW-FMEA for defect prevention g § % § g
While detection and analysis of defects are impor- é E -l 2 s é
tant, the most important task is the application of % % é § g g g § 2
analyzed data to defect prevention in future projects _|E % 'BE § g #4717 7|8 : g 2 o=
or following activities. Generally, a risk manage- é E;’ g § Eé £ E é% %§ % ;
ment plan is devised through risk analysis in the % g 3 ; % g 3 g § 2 § E ‘8{ §
project planning phase. Likewise, when testing is = - 7% . A % A
planned, priority and focus should be on identifying H i;” . s ‘é s
risks vis-a-vis the results of the risk analysis H M- §3¢2
phase. The proposed Pre SW-FMEA is conducted %E g g E:é : z g
at the beginning of project by refined historical DB. H £ § 28 lalo | ; g <
The Pre SW-FMEA can be conducted in each g 2 —? % if ‘E % § gg
development phase. k] § é ? ‘E, H g g o é
In this research, we consider that Pre SW-FMEA é _‘g :g é ?2 .% % 3 <§
is conducted at project's inception. Relevant data 8|2 52 ¢ 2 £0 %E; é é
for risk management, analysis, and design are g % %
extracted from the historical DB and used as major s 9 ; g
checklist items for each phase. Pre SW-FMEA is g _g’ g g
also used for inspection checklists and design of E : gg NN ;E) s
test scenarios. Furthermore, the Pre SW-FMEA is 3 . g = é 5 _ 3
used for reorganizing checklist items. This becomes E g g % g % £ ? i " g
an import solution when similar defects are 8 : é § % ‘é % % é § §'
detected in a new project. g g £ LE ¢ T ‘E 00 {5; £z
Fig. 4 is a case of proposed Pre SW-FMEA used Fig. 4 Pre SW-FMEA sheet

Table 4 Pre SW-FMEA field

Field

Description

Function or Feature

Fuction or feature of measured and analyze object.

Failure description

Description of failure

Potential Failure mode

Identified potential failure mode by prediction. Describe ways in which the process might
failure

Potential Effects of Failure

Describe the impact that the potential failure would have on system.

Quantify the impact of a potential failure on the system.

Severity (1: Comment, 2: Minor, 3: Major,)
likelihood The scale of probabilits./ of something happening

(1: low, 2: middle, 3: high)

It is calculated field, the result of multiplying severity and likelihood. The more figure is
Priority high, the more risky

(Severity X likelihood)

Recommanded solution/action

Describe the solution that will be taken to reduce the occurrence or prevent the failure

Current Phase

Current phase that this SW-FMEA is conductting

Related Phase

Relatied phase with failure or phase is in need of some action for prevention

Reference
(Project Code-NO)

Referenced documentation for SW-FMEA like number in the historical DB, name of
relatied documentation or project code and so on.
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in this paper. It uses data of Postmortem SW-
FMEA and related data for analysis. Pre SW-
FMEA somewhat varies from Postmortem SW-
FMEA in that priorities are determined by like-
lithood as opposed to frequency. Table 4 describes
the Pre SW-FMEA template fields.

4. Conclusions

Software will continue to grow in size and
complexity, and the importance of software quality
assurance will therefore increase. To improve the
final quality of software, defect prevention should
begin at an early stage of development. Toward
the conclusion, our research has considered appli-
cation of SW-FMEA to ensure software quality
from an early stage of development. Many similar
approaches have been attempted for defect pre-
vention, and this research has attempted to analyze
both the benefits and limitations of these appro-
aches. We then proposed a defect prevention model
based on a SW-FMEA framework which appears
to be more effective than current methodology
employed in the industry.

Several activities are required for the proposed
defect prevention model which has been based on
advanced SW-FMEA. This is a disciplined process,
requiring proper collection of relevant data. The
proposed model will become more effective in
development organization with stable process. Thus,
systematic activities such as data gathering, manage—
ment, and organization of defects are important.

In the foreseeable future, I believe that conti-
nuous research will reduce the weak points seen
presently in the proposed defect prevention model.
Improvements in the use of available data sources
could allow needed data to be more easily extracted
from existing data, perhaps by better intercon-
nection between Postmortem SW-FMEA, historical
data, and Pre SW-FMEA.
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