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Abstract In this paper, we collected the physical traces from high speed Internet backbone traffic
and analyze the various characteristics of the underlying packet traces. Particularly, our work is
focused on analyzing the characteristics of an anomalous traffic. It is found that in our data, the
anomalous traffic is caused by UDP session traffic and we determined that it was one of the Denial
of Service attacks. In this work, we adopted the unsupervised machine learning algorithm to classify
the network flows. We apply the k-means clustering algorithm to train the learner. Via the
Cramer-Von-Misses test, we confirmed that the proposed classification method which is able to detect

anomalous traffic within 1 second can accurately predict the class of a flow and can be effectively used

in determining the anomalous flows.
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