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Abstract

It is difficult to apply conventional security algorithms to the wireless sensor networks composed of nodes that have
resource constraints such as memory, computing, power resources limitation. Generally, shared key based algorithms with
low resource consumption and short key length are used for broadcast packets in authentication of base station. But it is
not suitable that all the nodes hold the same shared key only for packet authentication. Recently, broadcast authentication
algorithm for sensor network is proposed, which uses key chain generation by one-way hash function, Message
Authentication Code generation by each keys of the key chains and delayed key disclosure. It provides suitable
authentication method for wireless sensor networks but may leads to inefficient consequence with respect to network
conditions such as broadcast ratio, key chain level, and so on. In this paper, we propose an improved broadcast
authentication algorithm that uses key chain link and periodical key disclosure. We evaluated the performance of proposed
algorithm using TOSSIM(TinyOS Simulator) in TinyOS. The results show that the proposed algorithm ensures low
authentication delay, uses memory and computing resource of receiving nodes efficiently and reduces the amount of packet
transmitting/receiving.
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E 1. EMl MM ==°l SmartDust® =2 74
Table 1. Composition of SmartDust Node as a
representative sensor node.
CPU 8-bit, 4MHz
8KB instruction flash
Storage 512 bytes RAM
512 bytes EEPROM
Communication 916 MHz radio
Bandwidth 10Kbps
0S TinyOS
OS code space 3500 bytes
Available code space [4500 bytes
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Fig. 1. An Example of key-chain in the pTESLA.
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II. Solution Approach
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Fig. 3. The key-chain structure of proposed algorithm.
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