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( An Implementation on the Computing Algorithm for Inverse Finite
Field using Composite Field)
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Abstract

Recently, Finite field is applied the cryptography in the modern multimedia communication. Especially, block codes such
as Elliptic Curve Cryptosystem and Reed-Solomon code among the error correcting codes are defined with finite field.
Also, finite field algorithm is conducting the research actively because many kind of application parts need the real time
operating ability therefore the exclusive hardware have been implementing. In this paper, we proposed the inverse finite
field algorithm over GF(Z’) using finite composite field and implemented in a hardware, and then compare this hardware
with the currently used ‘Itoh and Tsujii’ hardware in respect to structure, area and computation time. Furthermore, this
hardware was inserted into the AES SubBytes block and implemented on FPGA emulator board to confirm that the
superiority of the proposed algorithm through the performance evaluation.
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Table 1. Comparison results with proposed circuit and
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) Cell Area |Data Arrival Time
Architecture

Ttoh and Tswii’'™ | 12,030.64 19.96[ns]
Proposed Design | 4593.87 15.16[ns]
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Fig. 5 FLEX10K FPGA implementation.

HolExd ot sz

J¥ 6.
Fig. 6. Gate level synthesis circuit.
V.24 B

B =FdMe gxd 549 45 ¢ Hel Bl F
AN AFEE R e F3AY GUE AN T 3le ¢
1g]E&H s=go] FRE ASHT 7€ F3A
A9 A FRIZEL FEA S FHYL R o
Ae Adss wios duaF 2 oo P2t
et 434 Aoy BAEE 9 flRe] WHol

(237)

o 2yme
Edlo] BRelA 71&e] dueAFRTt 5o
oé_ P

o o2 @ A B AAEE A%
gl FxAAM SR
shedoe) BRES

(1]

(2]

(3]

[4]
(5]

2oy HEslol 78

oft
ox.

5% A, & =R AL s

SE
o ﬂlN
flo

e
259 B4A ¥R AAGOE
22A7 4 Qe 77k Basi

32

HO

a

i

Michael Rosing, “Implementing Elliptic Curve
Cryptography,” Oreilly&Associates Inc, 1998.

C. Paar. “Efficient VLSI Architectures for
Bit-Parallel Computation in Galois Fields,” Ph.D.
thesis, Institute for Experimental Mathematics,
University of Essen, 1994.

Vincent Rijmen, “Efficient implementation of the
Rijndael S-box,” http.//www.esat.kuleuven.ac.be
/ rijmen/rijndael/sbox.pdf, 2000.

LSI Design Contest 2004,  http//www.ieu-
ryukyu .acjp/ wada/design04 /contest2004e html
Chin-Pin Su et. al, “A Highly Efficient AES
Cipher Chip,” ASP-DAC2003, pp561-562, Jan
2003.

[6] Satoh A., Morioka, S., Takano, K. and Munetoh,

(7]

(8]

9]

[10] Cillian  O'Driscoll,

[111E. D Mastrovito,

S. “A Compact Rijndael Hardware Architecture
with S-Box  Optimization,” Advances in
Cryptology ASIACRYPT, LNCS, Vol.2248,
pp.239-254, 2001.

“Announcing the ADVANCED ENCRYPTION
STANDARD,” Federal Information Processing
Standards Publication 197, Nov. 26, 2001.

T. Itoh and S. Tsujii, “A fast algorithm for
computing mmultiplicative inverses in GF(2m)
using normal basis,” J. Society for Electronic
Communication, pp. 31-36, 1936.

C. Paar, P. Fleischmann and S. Pedro, “Fast
Arithmetic for Public-Key Algorithms in Galois
Fields with Composite Exponents,” IEEE
Trans. on Computers., vol. 48, no. 10, pp.
1025-1034, Oct. 1999.

“Hardware implementation
aspects of the Rijndael block cipher,” Master’'s
thesis, University Coll Cork, Europe, Oct. 2001.
“VLSI  Architecture for
Computation in Galois Field,” PhD. Thesis,
Linkping Univ., Sweden, 1991.



20064

59 MXIZ8S) =2X K 43 ACIB A 3 & | 81

= A Y
1 2002d =AM distu

IS IRN A

el 0 2 HERARY)-ZAAR
19794, 1981 =AWt A F

ARE S

A=Y, 3t FeAL 2 A4
: 20043 =Auigtn AxF e 19913 o}lFjstw g
‘ HALE S, ZErukA}
‘*}h 20061 A dhsha A xbE et 1977~ A ZAH R wg
ShARTA. 1991, 1994 1] 2RE =)
<FYpgor | UWB, AAAH, FAHFE> CRC ¥5A7 Y.

1996 d ZFA =Y SEDAL AHdus

2000 ~ & A = HEjr|t]o] 7]eAl HI] oA}

2002 ¥ Add AY wg

20023 ol @Az e HEnrodFIHHE
- AL

20033 3 <l W/TV 83 7373

20033 ~ A A3 B o|AL

2005 ~d A A& w RIS AAF S

<F AR dEm Yol A 2" MA Ubiquitous

convergence>

(238)



