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ABSTRACT

Stream Contro] Transmission Protocol (SCTP) provides the multi-homing feature, which allows each SCTP endpoint to use two or

more IP addresses for data transmission. In this paper, the SCTP multi-homing feature is experimented and analyzed in terms of
throughput over Linux platforms based on the NISTNET network emulator. We perform the experimental analysis of SCTP throughputs
by SCTP multi-homing for the various network conditions: different packet loss rates, network bandwidths, and transmission delays. From
the experimental results, it is shown that the SCTP multi-homing gives much better throughput gain over the SCTP single-homing case
in the networks with a high packet loss rate. In the meantime, the other factors including network bandwidth and transmission delay do

not seem to give a significant impact on the performance of the SCTP multi-homing.
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1. Introduction

The Stream Control Transmission Protocol (SCTP) is
the 3rd transport protocol next to TCP and UDP, which
was standardized in the IETF[1]. Similarly to TCP, the
SCTP is a connection-oriented reliable transport protocol.
Differently from TCP, the SCTP uses the four-way
connection establishment and the three-way connection
shutdown mechanisms. In particular, the SCTP provides
the ‘multi-streaming’ and ‘muiti-homing’ features.

In particular, the SCTP multi-homing feature allows
SCTP endpoints to use two or more IP addresses for
data transmissions. An SCTP endpoint can thus use a
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primary IP address in the SCTP association, along with
one or address. In the data
transmission, the SCTP primary IP address is mainly
used to transmit and receive the data packets, whereas
the secondary TP address(es) will be used as backup
path(s) in the event of the packet loss in the network.
On the other hand, the use of the SCTP multi~homing to
the transport layer mobility or handover is under further
study, as seen in [2, 3].

Some studies on SCTP {4, 5] show that SCTP could
provide a performance gain over TCP. However, their

more secondary IP

study usually focuses on comparison of the basic SCTP
features such as connection management and multi-
streaming. In [6], the performance of SCTP has been
evaluated by using a network simulator (ns-2),
than the Linux platform.

In this paper, we analyze the SCTP performance over

rather
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Linux platforms using the LK—SCTP toolkit [7, 8], under
a variety of network environments using the NISTNET
network emulator [9]. In particular, we deal with the
issue on “the performance gain of SCTP multi-homing
over SCTP single-homing” for the different network
environments such as packet loss rate, network bandwidth,
and delays in the network.

This paper is organized as follows. Section 2 briefly
describes the SCTP featwres such as SCTP multi-
streaming and multi-homing. In Section 3, we briefly
compare the SCTP and TCP throughputs over the Linux
platform, In Section 4, we present the network
configuration for the test experimentations of SCTP
multi-homing based on the Linux platform. Section 5
discusses the experimental resuits for each of the test
scenarios. Section 6 concludes this paper.

2. SCTP Features

The SCTP provides the distinctive features over TCP:
multi-streaming and multi-homing. The multi-streaming
is a distinctive feature of SCTP. The SCTP application
may multiple streams within an association. In the
association establishment phase, the two SCTP endpoints
will be informed of the number of streams used in the
association, as shown in (Figure 1).

Application

SCTP Send Queue

(Figure 1) SCTP Multi-streaming

The SCTP performs the in-sequence delivery per
stream. This mechanism helps to avoid the head-of-line
(HoL) blocking of TCP, since each stream data can be
independently delivered to the peer endpoint within one
association. A more detailed description on the SCTP
features is found in the IETF RFC 2960 [1].

The SCTP also provides the distinctive multi~homing
feature over the TCP. From the multi-homing feature, the
SCTP endpoint can use two or more IP addresses in the
association, as shown in (Figure 2).

WP Addresses

P Aarosses (LK

SCTP Node B

SCTP Node A

Network transport

(Figure 2) SCTP Multi-homing

The SCTP multi-homing feature can be used to
protect an association from the potential network failure
by steering traffic to alternate IP addresses. During the
mitiation of an association, SCTP endpoints exchange the
list of IP addresses that will be used in the association.
One of the listed IP addresses will be designed as the
primary address. If the primary address repeatedly drops
chunks, all the data chunks will be transmitted to an
alternate address. The SCTP multi-homing can be
implemented with the help of the heartbeat mechanism.
This heartbeat mechanism will be used to detect a failure
of each IP address used in the association.

3. Comparison of SCTP and TCP by Throughput

In this section, we describe some preliminary results of
experimentations for performance comparison of the SCTP
and TCP over Linux platform. To compare the SCTP and
TCP in the throughput perspective, we construct a small
testbed, which consists of the two end hosts (client and
server) in the subnet environment. In the test configuration,
the SCTP client and server are equipped with Linux-
Kernel 2.6.10 and LK-SCTP toolkit [7].

In the test scenario, we have measured throughputs of
SCTP and TCP for the different size of the user data
using the socket ‘send()’ system call. After establishing
an SCTP association or a TCP connection with the
server, the client begins to download a file of 100 Mbytes
from the server. As a .performance metric, we measured
the throughput of data transmission (ie, the totally
transmitted data bytes during the association period).

(Figure 3) and (Figure 4) show the throughput results
for the different sizes of user input data for each send()
socket system call.

(Figure 3) shows the data packets transmitted (in byte)
over the association period for SCTP (Fig. 3) (a) and for
TCP (Fig. 3) (b), in which the user input data of 2,048
bytes are sent by the socket send() call.
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(b) Throughput of TCP
(Figure 3) SCTP and TCP with user data of 2,048 bytes

In (Fig. 3) (a), we see that the SCTP transmits the total
198514 packets and 114,079,092 bytes (including the data
and control packets) over the association period of 114
seconds, which corresponds to the average throughput of
099,311 bytes per second. In the meantime, we see in (Fig.
3) (b) that the TCP sends 101,387 packets over the
connection period of 95 second, with the average
throughput of 1,100,614 bytes per second. In summary, from
the figure we see that the TCP provides better throughput
than the SCTP for the user data of 2,048 bytes.

On the other hand, (Figure 4) shows the results of the
SCTP throughput (Fig. 4) (a) and for TCP throughput
(Fig. 4) (b) with a larger data of 8192 bytes.

It is noted that the results of (Figure 4) are different
from those in (Figure 3). In (Fig. 4) (a), the SCTP gives
the average throughput of 1,126,167 bytes per second,
whereas (Fig. 9) (b) shows that the TCP provides the
throughput of 1,076,685 bytes per second, for the large
user data.

From the results of (Figure 3) and (Figure 4), it is
interesting to note that the SCTP tends to provide better
throughput performance over the TCP, when the size of
the user input data for each socket system call gets
larger. That is, the SCTP performance will be improved
for the bulk data transport, compared to TCP. This
performance gain of SCTP over TCP may come from the
respective congestion control schemes. That is, the TCP
starts with an initial Congestion Window (CWND) as
1#*MTU, whereas the SCTP starts from the CWND of
2*MTU. Overall, the SCTP tends to provide better
throughput than TCP for the large bulk data transport.
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, (b) Throughput of TCP
(Figure 4) SCTP and TCP with user data of 8,192 bytes

4. Experimentations for SCTP Multi-homing Feature

Now, we will focus on the experimental analysis of
throughput by the SCTP multi-homing feature. For this
purpose, we describe the network configuration and test
scenarios that are employed for experimentations of the
SCTP multi-homing.

4.1 Network Configuration

(Figure 5) shows the network topology used for the
experimentation of the SCTP multi-homing.

In the figure, the two SCTP hosts are all equipped
with Linux 2610 and LK-SCTP toolkit [7] and are
configured together with the network emulation tool of
NISTNET [9]. We configure a variety of the network
situations with different packet loss rate, different network
bandwidth, and different transmission delay between the
two SCTP endpoints.

SCTP LAN B:
Host B

(Figure 5) Test Network based on NISTNET



238 ZEHeIES=2X C M13-CE M2=(2006.4)

server

o1 192,168.1.2
Host A e
// WAN\

\
\

/ Primary
Path:
\ 192,188.2.2

\_/ sere

Hosts |

client

server

sep. | 192.168.1.2
| Hosta

192,168.2.2

st
HostB:

client

(a) SCTP Single-homing

(b) SCTP Dual-homing

(Figure 6) SCTP Single-homing and Dual-homing

To experiment the SCTP multi-homing feature, we
configured two different networks: SCTP single-homing
and dual-homing cases, as shown in (Figure 6).

(Figure 6) (a) is for experimentation of the SCTP
single-homing, whereas (Figure 6) (b) is for the SCTP
dual-homing. It is noted in (Figure 6) (b) that the host A
is still in the single-homing sate (e, it uses one IP
address to receive the data packets), whereas the host B
is in the dual-homing state where the primary and
backup paths are used for the data transport. For each
experiment, the client will download a data file of 10
Mbytes from the server. The dual-homing endpoint will
use the primary IP address (192.168.2.2) and the secondary
IP address (192.168.2.3).

4.2 Test Scenarios

As a performance metric, we employ the throughput of
data transmission (i.e, the totally transmitted data
packets in bytes during the overall association period). It
is noted that the main objective of this paper is to see
how much the SCTP multi-homing could give the
performance gain, compared to the SCTP single-homing
case, under the various network conditions.

For this purpose, we analyze the following three test
scenarios by configuring the NISTNET software:

a) Scenario A: Network with different packet loss rate

ranged from 0 to 10 %;

b) Scenario B: Network with different bandwidths of

0.5 Mbps, 0.8 Mbps, and 1.0 Mbps;

¢) Scenario C: Network with different transmission

delay ranged from 50 ms to 200 ms,

For each of the test scenarios, we compare the
throughput of the SCTP single-homing and dual-homing
cases. The results are captured and traced using
‘Ethereal’ tool [10]. For all the experimentation, the SCTP
client begins to download a data file of 10 Mbytes from
the SCTP server after establishing an association with
the server.

5. Numerical Results

5.1 Performance by Packet Loss Rate

(Figure 7) shows the SCTP performance for the
network with the packet loss rates of 0 % (Fig. 7) (a)
and 10% (Fig. 7) (b). The other network conditions are
equally applied, such as bandwidth and delay.

It is shown in the figure that the SCTP multi-homing
gives almost the same throughput as the SCTP
single-homing case, when the packet loss rarely occurs in
the network, as shown in Fig. 7(a). However, when the
packet losses occur more frequently in the network, the
SCTP multi-homing provides a better throughput over
the SCTP single-homing case, as shown in Fig. 7(b).

In particular, we see that the SCTP dual-homing case
completes the file transmission (SCTP-DH = 1.8 seconds)
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(a) Throughput with Packet Loss Rate of 0 %
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(b) Throughput with Packet Loss Rate of 10 %
(Figure 7) SCTP Performance with Different Packet Loss Rates




earlier than the SCTP single-homing case (SCTP-SH =
35 seconds). This throughput gap comes because the
SCTP dual-homing host uses the secondary IP address
for recovery of the lost data packets.

(Figure 8) shows the experimental results of the SCTP
throughput (measured as the completion time of the file
transmission) with a variety of the packet loss rates of
0%, 1%, 5%, and 10%. In this experiment, a large data
file is employed with 10 Mbytes. In the figure, the time
elapsed for completion of 10 Mbytes data file transmission
is plotted for each of the test cases.
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(Figure 8) SCTP Performance by Packet Loss Rates

From the figure, it is shown that the throughput gap
between the SCTP multi-homing and single-homing
cases tends to get larger, as the packet loss rate
increases in the network, until the loss rate reaches 5%.
This implies that the SCTP multi-homing gain could
increase in the network with a certain loss rate, since the

data retransmissions are required more frequently.

5.2 Performance by Network Bandwidth

(Figure 9) shows the SCTP throughput performance
for different network bandwidth of 0.5 Mbps, 0.8 Mhbps,
and 1.0 Mbps, in which the packet loss does not occur in
the network. From the figure, it is shown that the SCTP
multi-homing gives slightly better throughput over the
SCTP single-homing case. However, the gap is not
significant, compared to the cases in (Figure 7) and
(Figure 8).
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(Figure 9) SCTP Performance by Bandwidths without Packet Loss
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(Figure 10), on the other hand, shows the SCTP
throughputs for different bandwidths, in which the packet
losses occur with the rate of 1%. From the figure, it is
SCTP
multi-homing and single-homing cases gets larger, as the
network bandwidth increases along with the effect of

shown that the throughput gap between the

some packet losses.
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(Figure 10) SCTP Performance by Bandwidth with Packet Loss

From (Figure 9) and (Figure 10), we see that the
SCTP muilti-homing gain can be affected by the packet
loss rate rather the network bandwidth in the network.

5.3 Performance by Transmission Delay

(Figure 11) shows the SCTP performance for different
network transmission delays of 10 ms through 200 ms, in
which the packet loss does not occur in the network.
From the figure, it is shown that the SCTP multi-homing
gives slightly better throughput over the SCTP single-
However, is not

homing case. the performance gap

significant, compared to those in (Figure 7) and (Figure 8).
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(Figure 11) Performance by Transmission Delay without Packet Loss
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(Figure 12) shows the SCTP throughput for the
scenarios with different network delays, where the packet
losses occur with the rate of 1%. From the figure, it is
shown that the throughput gap between the SCTP
multi-homing and single-homing cases gets larger, as the
network delays increases along with the effect of some
packet losses.

From (Figure 11) and (Figure 12), we see that the
SCTP rmuiti-homing gain can be affected by the packet
loss rate rather the transmission delay in the network.

(Figure 13), on the other hand, shows how much the
SCTP primary and secondary IP addresses are used in
the association for the dual-homing host. From the figure,
we see that the secondary IP address is used more
frequently when the packet loss rate gets larger to
deliver the retransmitted data packets.
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(Figure 13) Usage of Secondary IP Address for SCTP
Dual-homing Host

6. Conclusions

In this paper, we have analyzed the throughput
performance of the SCTP multi-homing and single-homing
cases over Linux platform under the various network
conditions such as packet loss rate, network bandwidth,
and transmission delays.

From the experimental results, it is shown that the
SCTP multi-homing gives much better throughput gain
over the single-homing case, when packet losses occur in
the network. Moreover, the performance gap between the
SCTP multi-homing and single-homing cases gets larger,
when the packet loss rates increase. In the meantime, the
network bandwidth and transmission delay factors do not
give a significant impact on the performance of the SCTP
multi-homing and single-homing cases, compared to the
factor of the packet loss rates in the network.

In the meantime, this paper focuses on experimentation
of the SCTP dual-homing host for performance analysis
of SCTP multi-homing over the simple test network. For
further study, the experimentation for the host with more

than two IP addresses may need to be performed for
additional analysis of the SCTP multi-homing performance
under the more various network environments.
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