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Abstract

An mobile ad hoc network{(MANET) is a collection of wireless computers (nodes), communicating among themselves
over multi-hop paths, without the help of any infrastructure such as base stations or access pomts Prior research in
MANET has generally studied the routing problem in a non-adversarial setting, assuming a trusted environment. In this
paper, we design and evaluate the Secure Zone Routing Protocol(S-ZRP), a secure ad hoc network routing protocol is
based on the design of the hash chain. In order to support use with nodes of limited CPU processing capability, and to
guard against Denial-of-Service attacks in which an attacker attempts to cause other nodes to consume excess network
bandwidth or processing time, we use efficient one-way hash functions and don't use asymmetric cryptographic operations
in the protocol. Proposed algorithm can safely send to data through authentication mechanism and integrity about routing
establishment.

Keywords : MANET, Hash, ZRP

I.M & A9 BHE 2 ot dA 7HedE AL )
om 1 F dEHeE FEIT Qe Fok7t mobile

A d e AR UEAA Fopl] A 2 Ah hoc YIE9Z(MANET)o|
AR T BAAGAM 9 o] FFA AEAE 7 MANET2 t3 22 2 7k 54& 7k, A
IqH| 2= F4 718 43 ok 74 doy § A, =9 o]Fd uet YEHIAY EEZA} FHL

2 gagr &4, ol =82 T4 UHHeAE

I CEE

AHEEte] Mz FART AA, olF =ES

A3, ™ T84,

g2 Awy

Beoeti AN T
(Dept. of Electronics and Communications

Engineering, Kwangwoon University)
Hadzlk: 20050412930, #AHS¢EY: 2006134912Y

(405)

9] HEE AE7] g2 i ALg] Y
A ko] i‘:}[l,w]
MANETAS] ©|§ ==&

24 Agsolag ¥



14 MANET &Z0lM Zone Routing Protocol& 0|8

sted, BE =SEo] FRAA V%S /I3 BT
71 Hzol Beo 2 wig Hd TS 7R 3l
], BECS2E HE A2HA Ao wARE

T8 o, AdFo| ®o| &HH
S

As7] fad B =R8ddAMe Z2AA B dangFE
of Yk Al A L2F AGIT,

2 =R M+ ZRP(Zone Routing Protocol)elA 7
2 A3 A A A2MEAS F & UE FERHA
Bot ¢auglE S-ZRP(Secure Zone Routing Protocol)
& ARt o] dugFL A7V v AT B4
& AHEEHAl F1 AT E AN AEanE F

ol AZAMA £EE mE A 3hgr}678010
2 =Fe s Zo] F#AF ok DA E

ZRPY 7z % ARgA AR Bele doluz, I
Z}oll & ZRP(Zone Routing Protocol 4243 ZEE
Zo 94T a4 TS A48T ¢HY F2HY vt
¢ F S-ZRPE Adstgon VAL 2 =2
AN Adsta gl Wk deE B Fo vl
o2 VAN 2ES 2en

II. Zone Routing Protocol

ZRP(Zone Routing Protocol)2 MANET®| A ¢] Ho]
E 7]t v2(Table Driven)d] Z2EZ3 g 7|6kt
2](On-Demand Driven)?] Z2EZo] g Waoz
7t T2 EZ9 AL AL wrEozl HAo),
glolE 7|gk HhAlL of" EX X i 27t 874
W ul2 I BEFR g F27 AT € F e
FRE 7HNx ok &AIN T AATE ASHez Wi
sl MANET 29 547 Hol& 7|4t #aE AL
g 4 "eE FAE g =24 gF A2 fAE
Al g Ao s e wEo] dojuiA =M FA
Ao AR BHE zdsHA "ok 27 7 w4
< A2ARE ] AsiMe ARAEA 87, F2AHA
€8 59 #A F& T AA AFGAA BEE Fo
o w& Aol gl wet AF 5 gtk

i)
M =

o]

==

Al gt olHF EAE 3

B OB PRAY 2O YA2F 5-7RP LR

1. ZRPS %

ZRPAA 7} :=Ex zoneoldte WHE 7 ==
2 zoned] MHE 499 & ol wat Fojdoh zone
9 REES YREE, RxEg FAxEg YR
AN F B AL F FE A

aY 12 2822 7A4E 499 == S zones
JER 2 9t} =5 S zoned :E FE A9 ==
Eo] &35 Bt 2N BE uie} Zo] T2 9L
xE S9 zoned dFo] Htl

¥ 2& ZRPY 7ZE YEt 4 Z2EF Fd
A IARP(Intra-Zone Routing Protocol)= ®|o]& 7}ut
o] 22513, IERP(Inter-Zone Routing Protocol)
< 87 76k S g2 [ARPE 499 zonedl
EAste ==89 ARAHAY ARE fASNE VTS
74X 1, IERPY| 9J3) frASv A2AY FRE g
2 A2 943 A2 fAE g "o ®=g
BRP(BorterCast Resolution Protocol) RREQ(Route
Request) A& ©& zoneoll AojAl7|uzt & wf 73A
wEd AT RREQE 2lle 71%5¢ et

a8 1. 2522 FHE £E 59 zone
Fig. 1. Node S's zone consisted of 2 unit of measure.

18 2 Zone Routing Protocol2| T+&
Fig. 2. Zone Routing Protocol’s structure,

(406)



20061 48 HXSEE =EXA M 3 ATCHA 4 & 15

2. ZRP A=z HM

Az 83 A4 s 72t T2EEYEE A9Ed R 9
A BTt )7 zone UlFo] JEX YR JE
BFUAE IARP A2ZAHA HolES FalA AAE
A "o} diFo e H9d+= RREP(Route Replay)2
AakEdA Bulm, 9Re gl F$oE [ERPE A
43HA "tk [ERP= Z244< 93 7189 Bz
2E 74k duE&s A3t @3 BRPEHE HA|
A A ABIAE o434 "t BRPE 71EY o|%
wEoA 24 S HESHAE 32 ¥ AR
A7 zoned A fXd AAx=ANA AHAA A
Hquery)& AEst= Lot o)A HUHNEE
(bodercast)ghar 3tr},

II. Aokt S—ZRP Y1E|FE

B =Folli= ZRP (Zone Routing Protocol)dllA 7
2 AR B A s HEARS & F e T
E2AA Bel d3elE S-ZRP(Secure Zone Routing Pr
otocol)& Akt o) GaalFL A7 uloiA
7] WA ALslA g3 d4dE AdA AFs
HE Folx ZHEAR £5& wl2A) gt
S-ZRP= A F 714 F2& 7tk H24F B
A2 Fho) wWe} zone WEAA A A A2HAY
Hlo]Edt= H 7 zone F-AA A BAAS
B Wyolt.
AFsHE dnFE
1L %9 xZg
th o] HWI)E YEYAE TA3] o)A u
g 7t k=0 AFs Fo

2. 7] 85 F4d ==& A

3. A2AHA AR SAE A2EA WA
EAAE Bl IARP7/F #Ejsts F2A4A Holg
& F3A BE2AA WA} zone WHUA zone
o2 JAXE FeA @k

et ge e B,

1.3
BE AA4 dulo|
FaL7]) AN HeolE 71 WA

B2AHA B g1elEY SEAD
)[11,12,13] o
=

E dARE
ALEET Q)
(Secure Efficient Distance Vector Routing
83t th

S-ZRP ¢ m2lFolA zone WollA <AsA F2A

2 2
e Az WErE P Q-

A QGuEolE WAXE Fawre wye oen gk
A A AJA 24E AMESIA F2AEA HolE
HElo]E wIAA] 9] sequence numberst HHA| F4o}
metrics  UFde= Aotk WAIRHT  sequence
numbers G 2ZH routing loopE HT 4§ U}
T3 metric @l A &g FEFoEHN F2HEH ¢
do]E wAR 9] FAATY 29X BEE & 5 o
zone YFolA HZAA JdolE AR} SRS
i B2AR AdolE WAA AF ¢ndEFe &
2.

* B71Y

S: AARE

D: 537 x&

h: g g

MAC : HAA] 915 &4

M : HMAC &+

SN : Z24A YddlelE sequnce number

Metric F7hbele HZ2AEA ddolE A
2 UF 84

UpMsg @ A247A dulolE HAA|

BA L [27) A4 85 he2 2]
A24% AR @] Aol 220l e A

d& TED

ho= MA Ckw(UpMsg, S, D, SN, Metric)

_hl - H(ho),ahn = H(hn—l)

@A 2. [B2EA gHolE AR E 2A]
ZAELR ddlolE wHA Al B3 2

< UpMsg, S, D, SN, Metric,hy >

27 3. [ =22 Z2AA YuolE vAAE
Byl]

@A 4. [#A g 95

dg EY, 45l & hy@ol FOXHE LE=EL
H(HH(h; ))& ANt h9 Ax gro] 2L
A Hlwstd b, & AFsh olHI} AAFE FHA
4 @ 45& FAsta 9A 58 Pt

@A 5. [Metric® sequence number ®] 1]

deek s AN o E AL metric, sequence number
o} A2 metric, sequence number$} H] 23T},



16 MANET £Z0lAM Zone Routing Protocol2 0|8

71€ Metric £ MZ& Metric and

71€ sequence number < AMZ2 sequence number

@A 6. [B2AAR JUlolE wAA 9F]

Ao dAldA AEHE M2 ARZAHAY YUoE
AR E A5, A9 AN Asistd 2L H
AR AulolE HAIAE HEH.

aA 7. [Ed]

2E 33E& £t

I8 32 oA AHE AAYES ZEEER HAF
3 ek o] kEE metricd 002 d4o] 2tzhe] 3
2AA ddlolE W 4] ARJN2RE 583 AF(A
B) 248 ASWT ogd 7] 248 JEoz 8
o Aug d4] AU xxd UF o2 FAzAA 4
do]E Wl metricd®] lower boundo] i3t AFS AT
ot FAE2AEA QdolE dEe U sequence number
ot metric Ftol A& 4 #e BAHA Y A
sequence number2t ©f £ sequence numberE 7}A|
T BHA 9 FAE T WAAE Ted. F29
EA3 YE metricS A ALY AT 54 HE
o Z4aHA &7] dEd =25 A2 dAXE ¢
S AR 9 £ HF2E gHFA Tk
5, =E7F ZEAA AuolEE ¥YE 9 ===
2 {dHlolE EF o EHA FA&, sequence
number, 223 metric AR UFL A} 1 8
A3 A HZo XA R4l AJQLZHEH AFH 3

=13
(=4

| D& kTS metic 02F 501 64 M2 W [

I NZP YZHT QOIS AR Y |

l o RS l

22 metric > I & metric

A2 ® gequence number >
N sequence number

, MEE 3RET
{ HEE BRAY l Basay
QOIS WAXD 25 YOS MANE ta

33 3 zone LEOIM HEMY oddolE o5
gyg|E 8ER

Fig. 3. Path establishment update authentication
algorithm flowchart in zone inside.

oF QMG A=Y 29 Y2EFE S-ZRP

Mo 2

e 2 A QleA Ut e AR 3Fe &
A& T4 B2 FEY & g Adste g4
A g mlaste AFste W F2HA duolE
o e g9 o} o F WwHoez ArAHA I
of e FA4 R AF HAUSES TAHM 2o 4A
A e+ A

2. EHLEJ} zone 270 U= R

EX =7} zone 5o JE FFle [ERPE 7
A&l Route QueryE AAILZdA REHNAH
(bordercasting)s Al Eth B =FANAE zone 9 F
oA tAg BE HA wAAE Fadr] YA &
T 71 AN ARRET e A2AA B o1
2|29l Ariadne™®8 243190,

zone JFoA HEAA JUolE WAIAZ} LAY
< W BEAA WA AF E1YEFS O2H L.

B

S AARE

D: 37 =&

h: 34 g

MAC : #IA|A] 5 &<

M : HMAC &<

id: =9 ID

ti : time interval

REQUEST : 42474 8% wlAA|
REPLY : Z24A & HAA

@A L [27] #H 5 hps 2
BE2AR dAR7E gAs7] Aol fxdlA aH &

hy = MAC, (REQUEST, S, D, id, ti)

9A 2. [FE A 8F dAXE BiA g ==
2 A3

A2 2% WARAE g 2o

< REQUEST, 8, D, id, ti, hy, (= %),

(== HMAC) >

A 3 [(==7F A2EA 23 WARE gow B
A FAE 9]

BEAAR 2% wAR ] AR FAvF 2od g
5% #3ta, ofUW @A 48 $33c)



20064 48 HXIBEE

A2 83 AN BHX T IR oE
% e e Faa

(@A 4-1) 4 B 0

hy = H{A, hy)

(¢4 4-2) HMAC &<

e

M, = MACy (REQUEST, 8, D, id, ti
hy, (4), ()

(47 4-3) 19 AAE AF F2HA 8% AAA
€ o == Ag

< REQUEST, S, D,id,ti,h, (A4),(M,) >

(24 4-4) @A 3& 9

@A 5. [zl B2AR $F dAAE 2]
FHA FAE FoW A2dA BEAHA $H WA

Ag B F244 39 wAAE tgd 2o

< REPLY,D, S, ti, AR =), (AAZ
>=9 HMAC), My, >

WA 6. (2]
| EE B3¢ BYn.

I¥ 4= oM AHE FHEL ZFER B9
I .

==
T

l hy =MAC, (REQUEST, S, D,id,n)27] 8 l

[< REQUESTS, D,td, 8, hy o (3= ), (i E2JHMAC) > g«s]

!

l 08 =&

|

Hy

I ]

s

it
b
2
od
B
i)

H

._.l

08 R S8 &0 !

J8 4 zone 2FoM HAEMH HAIX] 21F 241
2l& 8L

Fig. 4. Path establishment message authentication a
Igorithm flowchart in zone outside.

| ==X % 433 TC H

- id,

(409)

H4z

17

Destination

38 5 zone 2IFolM Z2AMHE 3E(Route Request)
Fig. 5. Path establishment process in zone outside(Rou
te Request).

Destination

J3 6. zone 2FolM A2MHH 2™ (Route Reply)
Fig. 6. Path establishment process in zone outside(Rou
te Reply).

a9 59 3% 6& A =TOA L ==K A2 A

A& e AL HAF Yok A =EoA EFA
F47t A7) zone #F-o] U7] Wi IERPE 7§AI8
I AZAA 84 WAAE B =94 EWA €k B
rc /\] =T 7} 27] zoneStel] Q17 WEo] A=A
A 83 YAAE G =294 2UA 9. G k=9
k} L ==7} A7) zoneStel]l 917] Wiie] o o|A A=

23 24 AAAE ZuiA ¥ A ‘:-E°ﬂ7ﬂ Reply
HjA €t

a¥ 79 Y 8e A% 73&@.% AN E Fa
W BAE RFa gt ¥R »=E AR Hx

MAC g ( RouteRRequest, source id, destination

s

broadcast id, time intervalE NFE
HMACS vl9dt,
T OHA ==

=
id,

L

(. '%]_EH‘OJ Uﬂ}\];q( RouteQueryy
id, broadcast id, time
interval)® ASWoIM A =29 B ==7+9 yAC

71€ o183l HMACE BAE

source destination



18

LI g%
rEE

B HMAC 3% G =26 A43th B =&
Be HF 23X G E7A, F WY ¢F HAAE A
AA Hed, D V3% HMACH & A8 A%l

o A HA, D dFL TSH 2ol AAdsTE uE

gozH o|Fojzir.

H(p I H(y, ... .| H(p, | MAC ,_ (Message)))) o} 7)
A ne Z4 ==9 Do

7 WA, HMAC#HA A A5 749 w=it
oln] &3 Y& MACTI g8 AA WA E Q53
I HMAC 9% JAFS whE o] ff, 2t k=&

- AZHRAE A HMAC & HMAC 712 A

£317] skl AA 3

ZRPAA TR ReplyE A4359HA, Route
Request® A4-& of wgtd AA )4 S ¢4 =
=2 A5 olfd s fe Z == 7] gho] ©

M
h2
A AB

T p—
_I_E_‘{:

M,

M,

M= < Route Request, S, D, id, ti>

hl= H(A, ho)
HM, = HMAC, < M,h1,A>

h2= H(B, hl)
HMp= HMAC, < M,h2, A, B, M, >

ad 7.
Fig. 7.

otM 8t Route Request 2HA
Secure Route Request process..

M M M
M'D MD M'D
Xy Ky

M' =< Reply, D, S, ti, A, B, My > Kg= Mg
M p=MAC, (M)

ag
Fig.

olX st Route Reply =HH

8.
8= Secure Route Reply process.

MANET 220X Zone Routing Protocol&

olgs

=

(410)

b OKIS HEAY 2O 2T2E S-ZRP

Mg el

o oldg E8A x=9 7 =2k 7] HE)
HoZ Hole& HF3AY, RREPS A4¢e o,
ZAAES 3 dx9 7] Eu) "3 glo] A x=
od A€ 718 72 225 dA ) Reply #H352
a9 8% 2t}
Iv. 4587

=7NA 71E&Y Aradne, SEADS} S-ZRP H.ot
] AE& Hrketr] A Al gl AE S5t vl
A3 AlgdolAde W E8 (Berkeley) tathel
Network Simulator 2.26(NS-2.26)& AH&3lth A&
goldE 53t Ze H7 dHoly A&, AR &
HI=, A2 M4 &4 XS v E454H.

1. 8ol &ZF % metole

AY §Ho2E FA ad-hoc BE 7182 33,
Hd Wm/se] £59 o]FA4E /e 0719 ==
°] 1500m x 300m®] A9 WA o]FsA "t 5070
9 k& F 2079 =E7} &2 =24 RREQE &
AatA =1, ez E2 xE EE BH
=9 9%S A ©oh 18 9% ZRPY zone radiusdl
0E 5849 AAE RHAFEC o ZAFdr HW
zone radius7} 290 A HH A& ATHE &
g 4= g17] W&o zone radiusE 2% 22 7RSI
ozt &2 ==% 512 KByted] AAE 2% 444 A
317 =z, A8 AFE" MAC layer= NS-2.2690
239} 9= IEEE 802118 AHe-ateich

Al <& 1>9 2& gy g uigoR A g
olA 3tk Ariadne®t SEAD? tv|gle] e I
I =% [8[101¢] HHAEHE LR do A& o

k=1

[

L= O
A—=

0.950 ~
0.85
0.80 -
0.75
a.70 4
0.65 -
0.60 -
Q.55
D.50

D.45

0.0

Zone Radius

a3 9. zone YHHol WE F84M
Fig. 9. Efficiency by zone radius.



2006 48 TXSEE

E 1. ZRP Algdio[d mEio|E
Table 1. ZRP simulation parameter.
%3 43
=R 1500 x 300m
r=o & 5071
AEHold Alzk 900 sec
Zone W7 2 (hop)
ojF L% 20 (m/s)
IARP 15 sec
Ydlo|E Az
beacon F7] 5 sec
glolg sA =7) 512 (Kbyte)

¥ 2. SEAD, Aradne AlEz(0|M

ut2to|g

Table 2. SEAD, Ariadne simulat.
SEAD parameter
ARAA Gdlo|E AT 15s
#4 Ao 80 bits
Ariadne parameter
#%7] RREQ Timeout 2s
#d} RREQ Timeout 40 s
Cache Size 32 routes
34 2ol 80 bits

A st _

99 <F 2>9 £ v }& vEoZE AEY
ol stk ZRP Ede 33 AF EFAHE £°17)
93 HE 27§, AAAA, ¢EHY o5, Ad 94X F
o) AAFES AFP, 83 gl o] FE2
NNEAA g A3 kB9 A HRL @
oA g HRle]l AP A% 2 F e AE B
Li3= 3

o~

2. AI%EHOW QF—W

dA A2 24% A9 RREQE 24 %
v NS Aoz 2Hssn, B AL SUE
22 w=dA A58 dolHd wastd 34 x=
9 dlolele] uge ANAAT, B L
297 WAAE BET W LMAZE A

11

rlo fl

o

A FAl

EE BE

At
¥ 102 ZRP At %217 Ariadne, SEADS| B

=8X X 43 ¥ TC H

(411)

4z 19

[ e armore
1.00 «---SEAD
] 2 §-ZRP
0.95-\’-\‘/__//"’-"'
2
& 90
2
g
5 (]
& D85
b~
o
3
[
L
o p.80 4
!
075 -
T T T T T T T T \
0 160 200 300 400 SO0 600 700 8O0 900
Panse Thhe
i A (=]
a8 10. g dolg A

Fig. 10. packet delivery ratio.
—es_pArdee
1.4 o0 SEAD
& GZRP
1.2—/‘-
AI.D—
e
505"N
\)
gﬁ.ﬁ_
5
0.4 4
0.2
—r—rT71 r .1+ 1 1 v r rr 1 ¥
1) to0 200 300 400 500 @800 YO0 8DO 900
pavse Thhe
2 11, 22AY Y AT
Fig. 11. Path establishment seek time.
—n—ArRdre
e SEAD
1o ? &on SZRP
o~ 110
[=]
X
%
i
2
a
=
=
E
I
o
o

T T T T T T T T 1
] 100 200 300 400 S00 600 70O 8OC 900

Panze Thhe
ag 12, 3 2=
Fig. 12 packet overhead.

dlo]8] $Al&(packet delivery ratio)S “}EbAT ZRP
Aot Hae gE F nng did 2¥E HAFE
t}. = ZRPE zoneStollA ZA2AA HolE&g #Hels]
A H2AR HARNE FHeE By wEd
pause timeo] F71&4E Fddole] FALo] F713t

Mol
£ RAe ¢ % Yok



20

AIZbE HaZstdY. A2
e+t 712 Aradne®.t} ¢
1 SEAD HohE 9z2F =¥
3k olf= zone WAAME
SEADS} A9 H|%d HFE HAFXR zone 93
ME SEAD vt Z2 43 g4 Azte] Zojx)7] o
o olgig AFRE HAFT RE pause timedlA
ZRPE= SEADXEUT =¥ ZAzAdA g A71e HoF
I gt 3 olfre ZRPAIA eH3=9] Frtz dE
A= capacity”t Zas7] dFo|th

39 12%= packet SHIE=E BF 1 gt YEY
AoX e¥F =9 Frhe UEYI Yolxe TS
of7] AJZIt}. packet LW I = BEAE okst 7]
< Ariadne®tt o A3 SEADEU= Be A%E B
SR

SEADY} Ariadnes Fd3} ¢z
t}. SEADE WE ZA2AA g A7 71A)
g FAR =EE0] FA2AMA YuolE wARE Fu
B7] W&o UIENA capacity’} #Ade ZA7 A
o}, 3 Ariadne UIE$ = capacity BolAE Hol}

AR B Ae 2E A

He i T

jat

E

At B2AdR gAYl =¥ ZA7t Utk S-ZRP
T ol BAME AEE + e 5AE ANEYA
= T3 BoFa ok

V.2 8

B =%d4E MANET @734 Hol& 7]uk v
# 87 7 4% ZRPE HlBoR 3t &
o 2&H0] EZEA Y Wzt waA e
T e B8 AR 94 ez AALHUL o
3 ZRPel| 7]E4 AEan7t B3 £%7F =3 03]
o Ml A7] 4ol obd i AL AHgEte AT
2z &4 duaFQ S-ZRPE AlesiHt. S-ZRPE
BE2AH R HE FEAH 235 24A AFE

A

o

(o)
A&

1%

8 A2AHA AZs GASA A4 5

AL 7L B RS Tt A2 A g4 A
b& Ariadne EteE o #WE dl$ YL Holm,
packet £HF == SEAD Bt} o & AF}E Holn
Ak = HF dlojg FAE&NME  Ariadnett
SEAD Hth ¢ £& 4%¢& ¥9Fx glth. SEADE
HE Z2HR g4 AE AT YA, FAR =
8o B2HA UoE HAXNE Fady] gid

1=

WENA capacityZ} #43lE 47} Ao} Ariadne:s

MANET &ZYAM Zone Routing Protocol&

OIRE

[=]

(412)

b OLH

or [=]

ot AEMY 2ot ¢uelE S-ZRP Mg o

UIEHA capacity WM E HojuAT A244 g4
AlZtel =¥ -FA7F Slh S-ZRPE A2AR 94 A
23 packet QHI = EAAE HAT 4 e 5L
AlgH oINS Fot] & & 4 AU

MANETAME 2t =7} g¢Ee 98% Fo} 3
7] wj gl duk {4 71 el v wsof Rt g
S 7K. ol2d 7 =29 JEE Folu
Al whe Fz AR B AZE BW S-ZRP A2 A
A o] antH ot

o
L.

i

&

rak

HO

Elizabeth M. Royer, Chai-Keong Toh, "A

Review of Current Routing Protocols for Ad Hoc

Mobile Wireless Networks”, IEEE Personal

Communications, April, 1999, pp. 46-55.

A7R3A, YT, “l=Z HEYIGA ZRPE 7|

o st AR A 7Y FR A3

C, #1349, 293-300%, 20043 64.

AL, AYd, FAEd “MANET dla] QoSE

A d3te ZRPY AT, 25N =83

A28 3A3% 200-214%,2003d 24.

Don Coppersmith, Markus Jakobsson, "Almost

Optimal Hash Sequence Traversal,” Scientific

Literature Digital Library, Dec. 2000.

Don Coppersmith, Markus Jakobsson, "Almost

Optimal Hash Sequence Traversal”, Scientific

Literature Digital Library, 2002. »

Z J. Haas and M. R Realman, "The Zone

Routing Protocol for Ad Hoc Networks,"Internet

Draft draft-zone-routing—protocol-0l.txt, Aug.,

1998 » :

Z. J. Haas and M. R Realman, "The Bodercast

Resolution Protocol(BRP) for Ad Hoc Networks,”

Internet Draft  draft-zone-brp-protocol-02.txt,

July., 2002.

Z. ]. Haas and M. R Realman, "The Intrazone

Routing Protocol (IARP) for Ad Hoc Networks,”

Internet Draft draft-zone-iarp-protocol-02.txt,

July., 2002.

Peh Chern Liang, Tan Tong Joo, Teo Meng

Wee, “Ad Hoc Wireless Networks-A Study on

Zone Routing Protocol”, School of Computing,

National Univercity of Singapore,” 2004.

[10] Jan Schaumann, "Analysis of the Zone Routing
Protocol”, http://www.netmeister.org/misc/zrp,
2002.

(11] Yih-Chum Hu, Adrian Perrig, David B. Johnson,

“Secure Efficient Distance Vector Routing for

mobile wireless ad hoc networks,” Fourth I[EEE

(1]

(2]

(3]

(4]

(5]

6]

[7]

8]

(9



2006 48 HX3E3

Workshop on Mobile Computing Systems and
Applications, Dec. 2003.

[12] Charles E. Perkins, Pravin Bhagwat, "Highly
Dynamic Destination-Sequenced Distance-Vector
Routing (DSDV) for Mobile Computers” ,The
ACM SIGCOMM Conference on Communications
Architectures, Oct. 2002

[13] Tao Wan, Evanglos Kranakiss, PC. van
QOorschot, ” Securing the Destination Sequenced
Distance Vector Routing Protocol (S-DSDVY’,
IEEE Wireless Communications, Vol 4, Aug.
2004.

(14] Yih-Chum Hu, Adrian Perrig, David B. Johnson,
"Ariadne: A Secure On-Demand Routing
Protocol for Ad Hoc Networks,” The 8h ACM
International Conference on Mobile Computing
and Networking, Dec. 2002.

[15] Chai-Keong Toh, Georgia Elizabeth M. Royer,
"A Review of Current Routing Protocols for Ad
Hoc Mobile Wireless Networks,” IEEE Personal
Communications, Vol. 6, Issue 2, April 1999, pp.
46-55.

MO FEtaEd)

2004 Mg o Azt

: AR FSTL A S
2006 ~@ A BT n At
TAEFEH HAL AstF
<FHAEoF I[EEE 802154,
* Ad-hoc Security, Sensor Security,
ZigBee Security>

4 =S(HIY)

1996 d A &4t Ul g
AAE T AL E4.
ZeUdn AARAEA
533 A 4.
FEoistw gistd At
TAF Y vl &4,
#°F : Optical Internet, MPAS, GMPLS>

<Fay

==X M 43ATCHA 43

XA Y

(413)

21

2z HRE)

1995 Foidtw M2} s
AL £9

1997d F-2 A3t [x}-F sk
AL &4

2006 ~ A Fedtw

A3t} AT

<F#AEof : PKI, WPKI, Mobile Ad-hoc
Network>
P2 A E(EAFY)
1mmeéaﬁ%%mﬁm
’ AR EAF8L3 we

<12—¥_W 2o
Device Reliability>

and



