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ABSTRACT

J. Zhou et al. proposed a new public-key framework, in which the maximum lifetime of a certificate is
divided into short periods and the certificate could be expired at the end of any period under the control of the
certificate owner(or his manager in a corporate environment). However, J. Zhou et al.’s public-key framework is
not suitable on implementation in real world. Therefore, we review some security parameters to change them
into more suitable ones for implementation and remove an unnecessary trust party of J. Zhou et al.’s public-key
framework. Then, we propose an improved scheme for realistic solution. Moreover, we present a practical

application based on the improved framework.
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(Step 3) V= D, < D+(j—i)* L& RAFgc) "ef
sulzdd, v:  ceErT,t ¥A fEsln
D, =D+ (j—i* L7 FAZ Zloleln AEslect

Sl whgelld, v AL ARE A B
d H(r)& WESkE Aol 98 CERT,S #EA4E
Aeld 4 9ok =3, vE CAZYH L HHE
g5she AAgle]l CERT,S A 7 AHE 2
AT 4 9loug, CAE AFAY FIAL ASst
£ AAERE Ao w3, AFM /At ve
CERT,®| ®7]4E Aefslr] A3l s A1 F
E %R rghe fEsA g slolof sEE, ue
A e r3} SK,Z S Bt ik

i
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5.1 E2ESP
1. Yang 52 7]1&9 A <lE #3004 7
F83F FAR B4l ARl F=7E QAFE 5
&J5l7] ¢15le] End-to-End Security Protocol(E2ESP)
£ Aerslanl®l E2ESPoAE CRL-Agentzhe Al
g5 ANAZE FA Gwr]e] AMalEe] £3sok
& QFA Ha {5 A AF dig AHE A
SRS dAlsle oM, AMSAES §A
& A shs Adke) 24 Ax 458 B
37] 9% O] g FHislske 7ol
3x]Rl, CRL-Agentzl= H7FH]l Alg] ZiAel] ¢
FEshe g 7R Qlck £ =Feldds 7] At
% E2ESPE Aok 07 ZAdNaE ARl
CRL-AgentS FgAog AAslwa o} & %
e e} 2L $oEo] AL
- B (M), Dp(M) : AR M 7] KBA 53
gy 2353}
- segV: ALE= AR &2 B3
-ref : Gt A5 AAdFIEC] AAlEE JFE 9
olgth A2E AA7E n=2 WA=k}
A2o] AakElth = ANZ$ A7 segV =
0,n,2n, 3n,---.
- Krls - A AR Auz) Al 7Es’ RE Y
Al F7159] g2E

B Aox Algksle JHAE E2ESP(Modified
E2ESP, ME2ESP)= E2ESP9} o] Awle} FA14
2 ARgRPZEe] wtiAA] Al Q12S AlFRicl o
714, HloiAAolzle vl AHE AMEALe] Hx~
A=s B3 A58 ala, AR AHE 2l
245 Ei4 QF3ch 53), AHeAl O 2 A
g 3355 % 7] w3 $si4 EKE(Encrypted
Key Exchange)® B 1= L O S
713 AlgRe ofiiel zrt.

SAzEE A% B SelelE 5 AR
2 27 pot A g5 “97} modpel YAIE
(primitive)” 22 A} 714, po} 9= F
Nk

- ARl A s BoNY) ABA(CERTYE
ES S AN

-AHgAke AEsEAl ke ARl oWl 539
o 1&g A odrlH, 55 ffule A
gAle) A= B HRE oleel 2 A
£ B3jo] Auly} kAl 2slz ok
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O AL U € ARE 9% H2HES Upass
2 sl gleje] Aigduled A5 AR

Q@ Ut Ey,, WE A, T4 A A
g} w37, o= "> modp T AL AW
A 5Z3hrt

@AMHE AHEAL S A, AH8AE s
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