Journal of Korea Multimedia Society Vol. 9, No. 3, March 2006(pp. 342-352)

rulE B2E 1@ B Aol Alade] Al 2 74

¥

azg’ Aojd”, A /T olgE™”
2 o
o5g AFY AL fulFH2E WsEn vk AuHEs FEY BF L ARgAS] AA Ay
AEE 290 A 4 Ue APE FH(Smart space) 22 AEF Aot} 28y AvlE F 9 ALE
el o) AbgabE o] A ALEA HE] A E ASAES Ads

Abelel ¢tAF Mg #AE FA4r] Y M¥e] 27T # RN E FRIAHS AFE BEA9
A FA 4L A5t 1S AoH BarE A= Distributed trust) 71H e okl H AZE AYH A
A &) N B FAHE AFslL, BAdo] Y M2 E Fe Ao] MAFE AR F ol
TEg

Design and Implementation -of Admission Control System in Smart Space

T+

Jong-Phil Yang', Mi-Sun Shim™, Weon Shin™", Kyung Hyune Rhee"

ABSTRACT

Nowadays, Computing environment is changing to ubiquitous. In such ubiquitous computing
_environments, entities expect to access resources and services at any time from anywhere. Therefore,
the way how to establish trust relationship among previously unknown devices or resources is needed
under such environments. In this paper, we firstly review a model to delegate the trust to communicating
entities in ubiquitous environment and its security problems(e.g., malicious right-delegation and
revocation of right-delegation). Then, we design a new model for secure delegation over communication
entities which is based on two-party signature scheme, and implement it. ’
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Threshold Schnorre] Z2§S F3te] 4k Al2H S
T4% 4 Ut B E (819 Threshold RSAS] 72
[15]91 A4 9+-8-2 2] 552 ¥ld #4H(Proactive se-
cret sharing) §~3f ol W& FoFAgo] LA O,
B =TdA 554 upd Bk g or AL 11

e AL 2 =79 Fa A7 ¥E UE "o
=3

rlo

(L)

=+—mRSA
~a=UCTPS

I

Response Time (seconds!
w

AN

512 540 768 896 1024 1152

1280 1408 1536 1664 1792 1920 2048

Kevsize (hits)

a8 5. Keysizeisto| =

SEAIZHPentium 1V 1.5GHz)
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5. Ala" 78 21}

=2dA ALA Fe Ao AlARE FHE )
-,.]s]])e] Java o] E A&} 8, Schnorr AR} A
o 71yl 7] AAL 984 Bouncy Castle package
£ AH83E Y [39]. 3], Schnorr A& A= 71 9]
7] RS AT poF okl W ¥IE Z7)= DSS
(Digital Signature Standard)Z wgkch At Al A~
oA Ab&H <EstE T 7¢l mRSASH UCTPSE
ok, o ARSI Fod ALAE 5S4
85HE AL (29 5)9 2tk mRSAL A$
keysizeZ} E71&4=E UCTPSY vt o Al 7k

o] i ow F43) FUEE Holu, @A Ynts
o2 o] AMEEE 1024-bits] 7] Ale| = ME &
£ 3 A%E Bolm gk

(2 6)2 AAEE Fo Ao Alzdle] 2He
A A" Fe A7 (Admission Credential) S
Abstract Syntax Notation One (ASN.1)2. 2 #¥ &3}
RAolr, (1 7)ol A (18 9= Atd Fo Ao
Al 2¥] 9] GUI(Graphic User Interface)& B o310
A},

A8 AHEAE (2 T)-OFA £~vtE o792y
9] Ao A Fe 23S A3, A= (28 8-
@F B3l o A8 X509 AFM HABRE &

Credential (= SEQUENCE |
AdmissionCredential
signatureAlgorithm
signatureValue
hashalgorithm
hazhValue

AdmsCredential ::= SEQUENCE {
seriallumbsr

izsuer
subjectrPublicKeyInfo
validity

accessRight

signature

hazh

AlgorithnIdentifier ::=

SubjectrPublicKeyInfo ::=
algorithm
sujectPublicKey

Validity :@:=
notBefore
notAfter

SEQUENCE {

RightValue ::=
servicelame
sexviceCode

SEQUENCE {

Name ::= GHUICE { RDNSequence }

RDNSequence ::= SEQUENCE OF RDN

RDN ::= SET OF AttributeTypeValue

AttridbuteTypeValue ::=
type
value

AttributeType ::=
AttributeValue ::=

DirectoryString ::= CHOICE {

utf8String

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER

AdnsCredential,
AlgorithmIdentifier,
BIT STRING,
AlgorithmIdentifier,
OCTET STRING }

INTEGER,

Nane,
SubjectrPublicKeyInfa,
Validity,

SET OF RightValue,
AlgorithmIdentifier,
AlgorithnIdentifier }

OBJECT IDENTIFIER

AlgorithmIdentifier,
EIT STRING }

UTCTime,
UTCTime }

UTF85tring,
INTEGER }

AttributeType,
AttributeValue }

ANY DEFINED BY AttributeType

UTFEString }

a3 6. #of MAFE fI5E ASN.1 Notation
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