ot Xt

o

A Watermark Embedding Technique for Still Images Using
Cross—Reference Points

* {5 &'
(Hang-Chan Lee)

Abstract - In this paper we present a technique for detecting cross-reference points that allows improving watermark
detect-ability. In general, Harris detector is commonly used for finding salient points. Harris detector is a kind of
combined comer and edge detector which is based on neighboring image data distribution, therefore it has some
limitation to find accurate salient points after watermark embedding or any kinds of digital attacks. The new method
proposed in this paper used not data distribution but geometrical structure of a normalized image in order to avoid
pointing error caused by the distortion of image data. After normalization, we constructed pre-specified number of
virtual lines from top to bottom and left to right, and several of cross points were selected by a random key. These
selected points specify almost same positions with the accuracy more than that of Harris detector after digital attacks.
These points were arranged by a random key, and blocks centered in these points were formed. A reference watermark
is formed by a block and embedded in the next block. Because same alteration is applied to the watermark generated
and embedded blocks. the detect-ability of watermark is improved even after digital attacks.

Key Words : Watermark, Cross-Reference Points, Harris Point.

1.4 B 44 52 A9 moment= HEA FopolA A A}
253 glth. Moment 71% vt A2gE g4 9y
A F9 momentE °]43d WY F& FEI3 ol 9
HE oz A uE HHuAE FEse YPos oy
A<l affine WY ZHE /HAx Y& ez dHA ot
[31[41.

FElr|tjo] HolEd f<dez Adol Erled HFEE
Aoz HolE e HAl 2 ML WA du ARES
B5ste gEuiad g 77k {2 283 JPHT 3l
o A" HEHuAE AASY] ojHHok 8 fEvAE

HPYA 771 93 A= (attack)s F4 AZg 3Hd A3
E ) #Horwt 3ok YEwtao] oid HPL 7|EEHA
HEga Boy e ASE Hl e AEAE 999 4
Poz EFE & Uk 7IstEdE Q1 ¥ A9 YEH0a
o] A& A 949 %7]3H(synchronization)E& T2 soF 8t
7l W& EAE d2d ddgAGg. s1sgEg wye
As7] e Wy Ee] A2 Ad+Ho 31 o]E invariant
transform(IT) 99 7}4k, Moment 7%, 54 A 7)ute] <&
zgdZoz aA vE F Uk

IT 99 719k 718teba el A (3 A, o1F, 2AYDE
d= B73E FAE & UERE IT 994dA dolHg A
g g o] WA Y FE o= §F & DFT 9
log-polar mapping®]tH11[2]. Z&} o] MEL2 o}ojr]e]9]
o] 23 ¢l At Heold ¥t el iE AAZ AHE ¥
y $¢4L 4FHA G2 Uk

T AAA, EEE  BEHAE dElvte] TER Bl - TH
E-mail : lhangch@hansung.ac.kr

BZ HE 20054 115 14H
mRTT 12006 2A 7H

DA A= ME 0lSH BAYMe Yeola MUY

1At fEetas 949 54 Aol tie 2y flo] A4Y
HAL, ol RERE wyd Y dHE A2 3l
oo old] @ dider F39 BEA AL HEHA ok
HH2E AYste 24W HEHvAE THH fo.

53 AL ol&¥ "I A99Y(ocal region)d
HEgd 8 A4S LHIY 5F HEL YEHuiay
Al dEe A8 Fx oz A EHH5I6I7]. Harris
AE7IelB] 949 T 2 A HEVEMN, 54 3 HE
< #dte dutHez AMgEI Qe Pyelrsl zHy
Harris A&7 QA 34 gro 714 st 31 B R
€ HAedo=2H, 9Eutay ey Rz iy Wy
(attack)Xl 54 HE& AE3] Add WA Fse dHE 71
A ok =¥ F49] ¥ F HE0A A A% Fd
¥ 9 =z FL B A AY A% gE 9A
& A7 sz, o)A ¥ AL JHvA HEL A QA
71E 4de] € # Y 2T YD 9 F= AL AN
oz o= HEeta 49 A9 g AA9 F=x A
o] ¥ZHdE 4 givh

2 =EdAs 929 delged s A g1 Fs
¥ 929 718taE ged 7w g Az HE FEH
24, 94 ¥% ¥ Harris 3%7] 29 =& A¥g=zz 3}



BERFHUE 55D% 438 20065 4R

2 3L A% 8 F At F J4E FE A 9

A, 8 JE, $F) o dAZ F(secret keyl)9] FH
< AA3I oA ol E, T8 YBM SEFHOZ
Ao Wiz JFYP3 g AE 2L F AEY BAPEL 7
o 7 AAPE F dAE FE WY (secrete key 2)
sHA Ade F A9 FAES AAA key(secrete key 3)
£ olgdtd FPAY =Y A=z *d%% FHo2 AT
3 B 943 22 7158 g9 E ZE blocks FA T
o714 blockd] A= AW 3" 94 4 712 A= gax
ol th3, AR v &(secrete key 4)E A A}t FA9
gRZRE AYAHE YEHutas 949 WF A gEHuaY
AEE A sle 2] Hug Folzl Gie] oA
AEntZE YAsist. & AEd A WA blockel HolH

8 EuZE s o dHuAE F WA block
o A HAoh 2& WPez T WA blockdll A YEa
E A48t A HA blockel 49 sHETh ol d YYo=z
AEtaE AYsdS o IR RE Wy A dEnla
E A3 block® H4Y3E blocks BY ¢ ¥y A
2902 A Ay AE &8 =Y F U

2 =Y 2% I A A4 mA Fx A
A3 Jd dE 7e S, YEHvaY 44 L Al
& =9 3F0A Foizlew, AHviaY HE Wi
o8 7hA] YR 2ZHEE 9 W (attack)el i3 4 AHE 4
A3 53N 47 dusa. '

£‘.

2. yatel Ma Y Ex Mol MF

2.1 g4 FHust

[

HEa o} ]/q g AMEHE e "Afsis ga
Y Fox tlBBo Aol YU 3 ZL JAF QA
&3 2 YEuta okl ¢4 FHo g4l
= 9442 4 (centroid)® °|ZHE A
( oment)°ll 718k 3] o] EojA 10l HA
g (zy)EAZ FHEHE 49 /1A o
2dE (M )E (4 1198 [4 2] 22

r
o

£
oy

' ol =fAfff(z,y)dtdy, C;,=/Ayf(z,y)drdy oy
I(z,y)
Fla,y) = (where I(z,y) : Graylevel)
; AI(I:y)d—’Ed?/ :
M= = C) = Q) yizdy @

@_%‘ropping)r)r e Hyoz WAd gAol dis (4
13[4 218 olgsld AA d4e AR & AL, 34
BHEs WAYDY AFHo JHuAS HEY F
22 Ad(ocal) FHl s FAY dEES A
walo] Aot AT (11, 2 Hxz 27" FAL 7
Z 97 ro 92 #4sln 94 YR " g
& Adsct wPE FAE 1Fog A v ro

o

o N rlr 52 ® =

o |o

166

4& FAR oA FAL Adse PEE HEC] gy
FTAHel ¢ o] WA derd HFo FAEL o834
4] HAo] g RAEE AQdch “‘}‘“—}"1 (4 2= A9
FHol daiM [4 3]3 o] WA H

¢} G, final local centroid ©]th.

M,, = / (@—
Local Area

olf|g WHoR FAL ALY AS 49 ¥Y Fo=
TAFE 319 FAE /A sk Aol [Hx ¥ 1114 9
$AM 45 HAq g2 2 =894 [Fx E8 119
WHE &t IS AWE A [2¥ 112 g A
48 948 943 A+ g4 984S JeEdn

G (y= C,)f(,y)dedy 3

J8 1 AF ga(=E) o Mast 8
Fig 1. Test Image(left) and normalized Imagel(right).

S

22 wx = H(Cross-Reference Points)e] 4 H
A3 #AHEE AZR F 944e dA} WF(nvarant
direction)2 2 AHHAT wetd Gde 44, g, #S5, 1
g3 £20] dHo) YA F(secrete key 1)9) AAHL A
stal, Aol dtde® HFAA $Fo2Z G W
FPsk g A ARG F A5 2ARAEE 7 R
FHe] ¥ (attack)ol o8 AT AN G4 713
T Pert ¥4 Hugtxs uaAe 34 AR 4R =
A3EE ¢ £ o 2APE T F A £ 23
& secrete key 28 ©o|% ¢ random 3A A€ g} o]
secrete key © ETAL AE Al & X9 mHo A
957 93 F 5 BA7]Y seed ol

(2% 2] Fola A& A3t st 7t2 A2 97
9] AAE HAT gL 814 mEE 77 A% ool
EE o] FMY & A2¥d w o ¥ = Y F
= AEE Wy Eoh 7 RE nyE FxE o=
o blocks BT F YHZE 4% duw EH8EA
A FE Z/ANNZ 5 AT, 3 FH £F secrete key
2 3 st 2P AR =2 @e A9 uy
and errorZ A 3zl o | HER 4 AUk "k A 3x
d % & F&E& £017] AN secrete key 28 o83}
o] random Al A o F2 S AY st (oY
219 A= 209 = HE A9 Aol [2¥ 2]
A e Zz ¥ 44, 30° F-dd 94, 2dn 072
2AdREd G445 FA3 3 F P 8 mHE B



o F3 3, st Z}zbe] W3 random A AHA 20
Ao FFE Ytz gk 2N B 5 slxe] 949
By FoE A3 FgeHs 22 A FHE] A9
Hol F& & F . FoI JA9 o s HY
(attack) ¥ 97238 2P HE=E 24494 FolATh

ag 2 o3 ZHA HYEE gae Has dHolMe] mAE
(AI»E.I» ég 2| %dA ]
2 scaling B F Hy &E "o
HECRRE AZ A 30°8ME P4
€ % M stE Hatel MeE mAHE)

Fig 2. Cross points of the normalized image after digital
attacks{ Top : cross points of normalized images of
original, 30° rotated, and scaled with scaling fator
0.7 in the sequence of left to right, Bottom :
Selected cross points of normalized images of
original, 30° rotated, and scaled with scaling fator
0.7 in the sequence of left to right)

2.3 Harris Detector

Harris 22 71[8] Elocal autocorrelation® AH&3l+= corner
9%} edge HEVIZA 449 5 H A& L A8 gz
2 AH4HE Yyelt B3 A HEL A vixae od$
3 ol Ao 2 + gtk AN Gy E 7HeAIE 92

& uehac,
29 p6(a,y) 229 96(2,9)

= 4)
f’g’wz » 229 96(,y)

(4 4lef o3 goje vl2az dEIFE & §F 54 &
Aga7] AsA [4 sl 8 dojn AaE A & AT
go2A dits B4 FES €& F U

[ = Det(M)— kTrace (M)? ®)

DA Hx HE 0l88 XYM Aeola Ay

Trans. KIEE. Vol. 55D, No. 4, APR, 2006

33 3 Harris Z4&7]8 0|83l HA&EH EF HE (52
28 A A 30° FME g4, 072 scalingd
Aol st ¥ H4&E Haris Points).

Fig 3. Detected feature points using Harris Detector(Harris
Points of normalized images of original, 30° rotated,
and scaled with scaling fator 0.7 in the sequence of
left to right)

(29 3] HFo=25E 4294, 30° AW 94, 07
2 2749 @ 93¢ A3 & ¥ Harris 42718 o) &
g 5 JEL 7 ZF ol IYelH B ws Z
of 449 B3 F %E% E’S HEY 9 9AE §¢2
2 A 758 A=2 48 I8 Aot eS¢
Ak ¥Y FA= %_175!?‘} 9 53 AL 27 A8 A
q Hdlgk(local Maxima)E A & & oy G449 ¥H
oz Qe Ay HdgxE ¥ H== 99 947 34
TUdE 5 A FES ERE + QU

24 X #= M = Harris 4E7|2 45 vl

@zt #zZ A3 Harris point2te] JF}=E dHlwE s 9
A, Ao Y Ao FHA xx Fx A FH data
g vlwsly, =3 Wy A7 F9] Harris pointF¥ 2] data
& ¥ svh

JPEG ¥&°1Y} median filtering 9 7% 71884 ¥H|
= W3 HA ¥u doy T ¥AHERE & HEEE
oA AE AL AAE £ Uk wdel] Harris HE719%
Z2e 3y A AEVE YREREHY ¥y Y volH
7 HE e 4 QA AXNE A HAEd A 2z,
£3] JPEGE 949 3ol filtering2 2 UdtY nF T
AR dfst AA HAE 9 by 2 214E el

Q49 Aol 2A1dY F 718 ¥y Fx AA
dlelg 2ol interpolationel &3 dlelElr} MAH=Z F&
3 Harris pointg A& 4 ¢ldh. wa Iz 9 A%:
(1Y 41~44)90X ¢ o], Harris point 2t} £& AL
2 9Eulart 494E F=x Hol ¢AES ¢+ Ut (2
B 41~45]9A4 A (Mez FHEY dojel:s 2xg
Harris point 3 W3 A A & ZAHE pointHoz
correlation & A4g ZA$olx, AR¥(a)eZ FHE
o8| U7A" RE Harris pointdl W& 3 Fcorrelation ©)
o aelAet Zo] WyAN ZHE Harris pointH 22
A4t # correlation & EA FE Hol g3 ALty A
Bt} @& correlation & HEYLoEZA Ha Iz 3 w9
ASEE JF & AU

167



BREPESNE 550% 438 2006%F 4R

—e— Cross_Reference Points
—a-— Harris Points(include only correct points)
- Hams Points(All found points)

0.4 -
0.2 {

Correlation V:

[=]
"

Rotation Angle (degree)

Oy 441 DX HxE M3 Harris Point & &% d(m,
(Harris Points(include only correct points) : 74 &
Harris points® H&E XMl 2 E points2t2 2 A4k
=l "3 correlation ; Harris Points(all found points) :
WAE 2E Harris pointsoll th3 E# correlation)

Fig 4.1 Accuracy comparison between cross-reference and
Harris -Points. A

-

—e— Cross_Reference Points
—s— Hamis Points(include only correct points)
.- Harris Points(All Found Points)

0.5 0.7 1.2
Scaling Values

a3 42 WA = Mo Haris Point 2 MEtx d|m,
Fig 4.2 Accuracy comparison between cross-reference and
Harris Points.
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Fig 4.3 Accuracy comparison between cross-reference and
Harris Points.
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Table 1. Detection results of watermark after different attacks

{(Lenna}
Detected / Global
Lenna

Embedded Decision

False-alarm Probability n(1073) 201079

VN

0.5 12/19 Detected

Scale 06 15/19 Detected
0.7 18/19 Detected

20° 14/19 Detected

Rotation 30° 13/19 Detected
40° 13/19 Detected

50° 12/19 Detected

50 13/19 Detected

JPEG 70 16/19 Detected
90 18/19 Detected

| Jpeg70 +scale0.S +Rotation 30° 9/19 Detected
Jpeg70+Rotation 30° 9/19 Detected
1.5564 % 14/19 Detected

Cropping 3.1006 % 13/19 Detected
6.1523 % 12/19 Detected
12.1094 % 9/19 Undetected

Median 3x3 15/19 Detected
Filtering 5x5 14/19 Detected
1% 13/19 Detected

Shearing 2% 12/19 Detected
3% 11/19 Detected
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