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1. Introduction

It is very important to control accesses of distributed
resources. An authorization service needs to manage
users’ permissions in an integrated manner because users
access resources with different groups or different
permissions, and resources should embed a mechanism
that they check users’ permission locally again.

The objective of U-City project is to build and
deploy six grid-based and ubiquitous services. Different
sites manage different resources and they provide
resources in the form of gridbased services. An
authorization service in the U-City project should
manage users’ permissions of each service in a
fine-grained manner because each user accesses grid
services [1, 2, 3] with his identity. An authorization
mechanism should enforce minimal modification of
service codes. It should also be flexible to add new
resources. The points listed above require an integrated
and flexible authorization service.

We present design considerations of an authorization
service (UAuthService) for the U-City project. Our key
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design issue is to minimize modification of service codes

and existing libraries. Thus, we propose the
skeleton-level ~ authorization mechanism and  the
non-critical  extension of grid certificates. The

skeleton-level authorization mechanism allows codes of
grid services and UAuthService to be well modularized.
The mechanism exploits the message context in the
skeleton of the Remote Method Invocation (RMI) over
Web Service Resource Framework (WSRF). The message
context includes much information such as user identity,
user’s certificate, and the desired method. Our local
permission-check modules grant access to the resource
based on the information.

The non-critical extension of grid certificates provides
the capability-based authorization without modifications
of Grid Security Infrastructure (GSI). User’s capabilities
are encoded in the non-critical section of user’s
certificate and the user with his certificate accesses grid
services. The encoding mechanism is based on the
well-known  cryptographic algorithms, which requires
relatively small computation cost.

In this paper we describe the UAuthService, which
has the capabilities listed above. The rest of this paper
is organized as follows. Section 2 describes background
material. Section 3 explains the architecture of the
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UAuthSerivee. Section 4 proposes the encoding/decoding
mechanism. Section 5 concludes the paper.

2. Background and Related Work

2.1 Grid and Web Service

A Grid can be defined as a layer of networked
services that allow users single sign-on access to a
distributed collection of computing, data, and application
resources. The Grid services allow the entire collection
to be seen as a seamless information processing system
that the user can access from any location. However, the
heterogeneous nature of the underlying resources remains
a significant barrier. Many applications often roquire
extensive collections of libraries that are installed in
different ways on different platforms.

Web service is an important emerging distributed
computing ~ paradigm  that focuses on  simple,
Internet-based  standards  to  address  heterogeneous
distributed computing. Web services define a technique
for describing software components to be accessed,
methods for accessing these components, and discovery
methods that enable the identification of relevant service
providers.

2.2 Related Work

Akenti[4] was developed at the Lawrence Berkeley
National Laboratory to facilitate setting access policies
by independent organizations, and to provide a virtual,
organization-wide user identity. Akenti implements the
pull model of authorization. There is no need for the
user to rtequest a specific credential from an external
authority. The authority is contacted independently by the
service once the user has successfully authenticated.

The Community Authorization Service (CAS) is
another authorization system, developed by the Globus

Project. CAS[5] uses the hybrid model, which allows a
resource site to grant a commmmnity access to resources
and the authorization server for that community to grant
access to the community members. This is implemented
by having the user contact the CAS server to get a
delegated proxy certificate, which includes a rights
restriction extension that limits what resources can be
accessed. The resource gatekeeper interprets the restricted
rights extension and verifies that the community has
such rights to the resource.

The Virtual Organization Membership  Service
(VOMS)[6] is an ad hoc solution to authentication in a
GSl-enabled Grid. It is similar to the CAS model, but
the VOMS server is run by a virtual organization and
supplies  authorization information about its own
members. VOMS can operate in cither a push or a pull
mode. This service is used in the Buropean Data Grid.

The Resource Oriented Authorization ~Manager
(ROAM)[7] was created to maintain a coherent
authorization scheme over the distributed resources of
FusionGrid. ROAM is based on a pull model of
authorization The heart of ROAM is its information
model, which is designed to represent FusionGrid
authorization in a coherent way. It consists of a
framework of resources, permissions, users, and
authorizations. The architecture of ROAM consists of
two tiers. The bottom tier is a relational database
containing all the authorizations for the various
FusionGrid resources. The top tier is a Web interface
which accepts HTTPS connections from users and
resource providers.

3. Architecture

This section of the paper describes the architecture of
the UAuthService. Figure 1 shows the architecture of the
UAuthService. The sequence of the capability-based
access is as follows:
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Fig. 1. UAuthService Architecture

- A user login via the U-City web portal

- The web portal queries user’s capabilities to the
UAuthService

- The UAuthService returns encoded capabilities
(represented as String)

- The user creates a proxy certificate with the
encrypted string

- The user accesses resources with the proxy
certificate

- The local permissioncheck modules check whether
the access complies with the local authorization

policy

The local permissioncheck modules decode the
encoded capabilities and grant access to the resource
based on the decoded capabilities. The local check
procedure needs to minimize modification of grid services
or to modularize grid services well. The procedure is
located at the skeleton of the RMI over WSRF for the
minimization and modularization. Each RMI call has a
message context and the message context includes much
information such as user identity, user’s certificate, and
the desired method. The procedure exploits the
information to check whether the access complies with the
local authorization policy. Notice that encoding/decoding
mechanism is explained in the Section 4.

The local check procedure is located at the skeleton
of the RMI over WSRF. In the case of Globus
Toolkit[8], the procedure can be implemented at the
Policy Decision Point (PDP) and Policy Information
Point (PIP)[9]. If PDPs and PIPs are configured
internally, our procedure can evaluate incoming requests.

Services which U-City provides assumes that
permissions of each user be based on scenarics.
Scenarios are different from methods or operations that
grid services export and scenarios consist of several
methods. For example, a user with the “controlling the
gateway” permission means that the user can access any
methods or operations of related grid services. Thus, our
local check procedure needs the mappings between
scenario-based ~ permissions  and  operation-based
permissions. We store mapping information to permanent
databases and the information is managed by grid-service
administrators.

In the emergent case, the encoded capabilities in the
proxy certificate are not synchronized with the
UAuthService. For example, after a user with the
‘“controlling the gateway” permission creates a proxy
certificate, administrators of the UAuthService turn off
the permission due to the gateway problem. In this case,
the local check procedure will grant requests from the
user. Thus, synchronization mechanism between the
UAuthService and the local check procedure is necessary
and we adopt publish/subscribe message services[10, 11,
12] for broadcasts of any changes of the UAuthService
as shown in the Figure 2.

4. Encoding Mechanism

When the U-City web portal queries user’s
permissions, the UAuthService returns user’s capabilities.
If the UAuthService sends user’s capabilities in the
readable form, any malicious users can forge their own
capabilities. In order to prevent forged capabilities,
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capabiliies should be encrypted. The local check
procedure should decrypt the encrypted capabilities to
evaluate incoming requests. Any kind of encryption and
decryption methods can be used, but we adopt block
cipher algorithms such as the Advanced Encryption
Standard (AES)[13] due to the relatively small
computation cost. Notice that capabilities are encrypted
and decrypted in hosts which execute UAuthService and
the local check procedure respectively. Keys in the
algorithms should be wupdated periodically because
capabilities can be forged if keys are known. We use
secure publish/subscribe message services[14] to update
keys as shown in the Figure 2 and administrators of the
UAuthService decide on the period of the key update.

#
S Key update
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{ UAuthSEfy
Grid Service #1

ice

Publish update events
(key or permission update)

Permission

update

Grid Service #3
Grid Service #2

Fig. 2. Update Event Propagation

When a user creates a proxy certificate with the
encrypted capabilities, they are embedded into the section
of Common Names (CN) which is non-critical. In other
words, another CN section is created to embed the
encrypted capabilities. Adding the capabilites to a
non-critical section does not require modification or
upgrade of the core GSI library, and proxy certificates
in UCity services can be wused even in
“UAuthService-umaware” grid environments. This point
allows our mechanism to be flexible and scalable.

5. Conclusion

This article has proposed the UAuthService. In order
to modularize implementation, we present the
skeleton-level ~ authorization mechanism and  the
non-critical  extension of grid certificates. The
skeleton-level ~ authorization mechanism  modularizes
grid-service and authorization codes, and the non-critical
extension minimizes the modification of the existing GSI
library. Our encoding/decoding scheme for capabilities is
efficient and scalable. We are convinced that our system
will be a core security infrastructure in U-City grid
services.
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