2E AFEFRES 20065 AL E= ] & T A
#14% $2%, 2006. 12,

VoIP lotoll chet A7 BAD} Holo| Het AT

R E M

A Study of Security for a Spam Attack of VolP
Vulnerability

In-Hee Lee*, Dea-Woo Park*

O ok
£ =

VoIP A FollA 87 7R g7 Edy) /F) & 23325 Add digh A7& At VoIP vl of
3 2g7Ae AU s AYsta, F A9 AARE AAY A TaEs g 348 AR dFAda A
H FHo] ATHE Fustn, AHEA] Ha) ARIS SRl VoIP Aulxe] 23 ajck el QoA 1) Qdule]
E g 2E 2= 229 A 2) El/Fo|E gAE 3) F£F 4) Black Hole - Sink Hole, 5) E8l= dy
g, 6) 59 ¥ BN ) F P4 " 24, 8) dFEHold A A Akl Ayt 27k Ak Ak Wt
£ VoIP YESZAN d8sl] Adxde] Het 57S St} £ =89 Ad72HE F3l¢] VoIP Anj29 HH
RF7} WiBro, BeNeljs Edido] fu)Fe A Hets Adsley ojulx] & 5= =g 35}

Abstract

Regarding a spam attack and the interception that a spinoff is largest among Vulnerability of VoIP
at these papers study. Write scenario of a spam attack regarding VoIP Vulnerability, and execute Call
spam, Instant Messaging spam, Presence spam attack. A spam attack is succeeded in laboratories,
and prove, and confirm damage fact of a user in proposals of a spam interception way of VolP service,
1) INVITE Request Flood Attack 2) Black/White list, 3) Traceback, 4) Black Hole-Sink Hole, 5)
Content Filtering, 6) Consent based Communication, 7) Call act pattern investigation, 8) Reputation
System Propose, and prove. Test each interception plan proposed in VoIP networks, and confirm
security level of a spam interception. Information protection of VoIP service is enlarged at WiBro,
BceN, and to realize Ubiquitous Security through result of research of this paper contribute, and may
make.
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Fig. 3 VolP Service Spam Attack
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