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The Authentication Model which Utilized Tokenless OTP
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Abstract

Is need Remote Access through internet for business of Ubiquitous Computing age, and apply OTP
for confidentiality about inputed ID and Password, network security of integrity. Current OTP must be
possessing hardware of Token, and there is limitation in security. Install a Snooping tool to OTP
network in this treatise, and because using Cain, enforce ARP Cache poisoning attack and confirm
limitation by Snooping about user password .Wish to propose new system that can apply Tokenless
OTP by new security way, and secure confidentiality and integrity.Do test for access control inflecting
Tokenless OTP at Remote Access from outside, and could worm and do interface control with
certification system in hundred. Even if encounter hacking at certification process, thing that
connection is impossible without pin number that only user knows confirmed. Because becoming
defense about outward flow and misuse and hacking of password when apply this result Tokenless
OTP, solidify security, and evaluated by security system that heighten safety.
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Fig 1. Conversion toward a Ubiquitous Computing
Environment.
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Table 1. Characteristics comparison between various
authentication ways.
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Table 3. Characteristics comparison between OTP
generation methods.
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Fig. 5. Sniffing through remote controls at LAN in case
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