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Abstract

In this paper, we proposed service security model and remote management service on OSGi
computing environment. The model is used to make access control decisions like permission-based
security inside the javaZ platform. In model, policies are defined using a flat text file and
include bundles. It method granted flexibility and extendability of access control of bundles and

services. Also, we proposed service architecture efficiently for remote management service.
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OSGi(Open Services Gateway Initiative)e 7§%
Al x Alo|ESole] EFS AFehe GAEC| BH o
EFEs @2, A AAALE HAYE AFE A7
S 739 sRAET AP dZste] ekt
AHIAE AT RS 5 YA st o)F FFI7] A &
Hog z2¥ aFo|tH1,2).

ol OSGI EUE 39 AMulaE 7189 WEH=Z
Auladhs gl MEolgle AA HAVt 7Hed ATHE
a2 AT=o] FHoZ wixEn, tE AMujxdel A%
AR ZF ot ol2id EAER sl WESAY
oA JFHR e eHHolEd 93 FAHA Au)2T}
x| A Aul2s) il g 93do] it OSGie 7184
oz up Bt 2d(3)& wan glon], Mulx FHRE 2
2]2 39X PKI(Public Key Infrastructure) 7]¥t A
vl WE AF WAYSEH RSH(Remote Communication
in a Secure way based on HTTP) ZREZS Al&3
AL Amsk= 712l Hel md Bake AAstm 9o,
AR g} ko) HFE 2L /AR ' OSGi A
v A ZPToA 2EsHe dole A% At ddgEt
456,7.8]

B =2dME 0SGi MEl2 ZHYgAa 700 B4
& 4 gle Het 87 Al FoliM ME Y2 HEY AH]
2 7o) 45 AL 2R 4 Sle HD Alol(access
control) #AIE AHelan o|& 9F A ¢ Y= AU
Mujx Bt BdE AN Stuat gt B8] HEou A
20 W H2 EAE FAXT Aol BAEE e
2 A2 & ¢ IxF HEd] T 1 PHoz wAE
Hel A (security policy)el P84S ongs A9
gt}

Tz A g8 i 0SGE Za|Y9=R] Knopflerfish(9)
& 7|Wko 2 Sl & AH|AE T
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Zg9 93 AAE JVM(Java Virtual Machine) 2ol
A ZAZshe o)Z] Aoldez Fd 4 9Jermg OSGl
o Ax=e Mulxd i HI Aole TAES FYAA

gl A Java AolE YEHZ oA o|F3l 43
He 2H Zs BES gRd FiopdElen,
E3] Java29] HSF ol|HA M= B3 =r 2 (protection
domain)® /Rdx 28 FAMstack inspection)ZnElE
& 7|¥te2 kg Heb #e))(security manager)$t &
A4 9 2 2d(class loader) & AlFstn 3t}
Java 2 Ht o€ (3] F4 AFE B FHES
FA4 de neRe B F(A - A aFs A
A, A9 4% F7t odm, HE GE AX M HEE
mald Fe 7k s 2hge] Bed Hek BAMEA] B
7Fed @S 72 Stk o)F SEI] st Alsd]
A AR, 8 AL EJY A AA, 71 A%
ZX (key-oriented certificate) & ©]-&% #3F 9, =nt
2 djo]-AE(mobile agent)ol] th3t BE HF A 4F
29 A7} 7189 Java 2 ESF oF|HA Adol|A o] Fe]
=3
ARSRZEE MulAet OSGIE R3dleld FAE 3
ghe Al AlgAt HAT WEe URL 93] thilel A
A BAR 2t de]E A ¥ 4 U=E HEoh Ay
2 AL wAD AR 3L dAZe Hdshe AAE
208 + e AFAM (certificate) 2] 7] AFA: YR &
E5= B (alias)ol dlF3it} WS Hel AL FFA
AA RS WAL JAASY principal 718t AAE
olg3le T fAlstER AMAA HEHe H&EE
Z2338(d: login applet)d] FHo= G ARgxle A
g dELE VRl AFE 4 k. A AFA
gske N7 (private key) & 283k lofof Fh}
(4,5,6].
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3. OSGi Ho|Mp 22| i

OSGi 294 Aejsla e Hrde v ZoH2].

+ AdminPermission : P& g 2ol Alo|& 4t
Y& & 4 JE=S 8] F= Permission®]t}. AEIH
o]~2% BundleContext®} Bundleol™, APIZ&
installBundle, start, update, stop. uninstall,
getHeaders, getLocation §°]t}.
ServicePermission : W& Mu|xe] 5o} &
EAE ¢ Y%=F qF= Permissionolth. APIZE=
registerService, getServiceReference, getService
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* PackagePermission :

not applicable 8}t}.

t}2-& PackagePermission®l F=olt},

HE import Y exportE & 4
AEZ 5= Permissiono|th. QEHo]2~} APIZ}

PackagePermission ppl = new

PackagePermission("com.acme.service.print”, “export”);

ppl-& com.acme.service.print W71A & export@d 4+ AE
A3E 7T A

HES do] Q7] 93l getBundle WAEE 553 w) 2
AL PR FEolt,

public void set(String loc){
SecurityManager sm =
System.getSecurityManager()
if (sm != null){
sm.checkPermission(adminPermission):

}

—_—

OSGi 2ot & gl

OSGiel e Bt A HA S A3l flat text
file(policy)& 233t}

-2 Policy THdell 248 B¢ B4 =299 ¢ B
oFr},

grant codeBase
“file:/home/Param/out/HomeService jar" {
permission org.osgi.framework.Servicepermission
"com.acme.service.param.”’, "register”;
permission org.osge.framework.PackagePermission
“com.acme.service.param’, “import,export”;
permission org.osgi.framework. AdminPermission;

}

grant “file:/home/Admin/out/Admin.jar”{
permission org.osgi.framework.ServicePermission
” . s n
com.acme.service.param.ParameterAdmin”, “get’:
permission org.osgi.framework.PackagePermission
“com.acme.service.param’, “import”;

permission org.osgi.framework. AdminPermission:

}
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* HomeService Bundle

HomeClient Interface : Client Bundle& o]-&3io
Wl JHZIZ1E Aol & 4 9tk HomeClientImpl
Classolq 8.
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- HomeAdmin Interface : Admin Bundle °]-&3f o] FHE #A¥ F e 45 & 5 Ut
o Z Zo FHE & 4 91, EF Al 7isdt
t}. HomeAdminlmpl ClassolA] 78, fomeAdminSener
- ServiceFacetory Interface : BundleZt®] $A 3 fgcg@”f\
[1eTat12]
=& I37] fstd OSGIL ServiceFactory APIE hse avd Bandiesl)
- ch s e ormy
]88l HomeServiceFactoryolAd 7@, ol ayiende i}
¢ B v ootor}
- HomeStore Class @ HI°JE]E save, load, clear
3 2~ o EOEE_% HE e AA] & Activator -
g = 9lo} HelHES WE IDZ YdE g4 ¥ Home Admin
Property filed] A% |t} *siamg) Bundle
. . - Hstopl)
- Activator Class : HomeService Bundle& A3} —
I FE T F U 72| 5. HomeAdmin #S Zalix 2%
Fig 5. Class Diagram of HomeAdmin Bundle
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Fig 3. Class Diagram of HomeService Bundle

* HomeClient Bundle
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22l 4. HomeClient Bundle Class #x&
Fig 4. Class Diagram of HomeClient Bundle

HomeClinetServlet Class : OSGI HTTP Service
g olgdlel Weln AN o] H&e] bssich el
HEE R & F gler @S dEol HomeService
BundleZ Agsly £}

* HomeAdmin Bundle

- HomeAdminServlet Class : OSGI HTTP Service®
ol &3l oA Client Bundle®) A& Aelse} zhi

SecurityManager sm = System.getSecurityManager():
if (sm != null) {
sm.checkPermission(adminPermission)

olf= Client Bundle IDE A% 3k &2 A= ojt},
AccessController.doPrivileged(
new PrivilegedExceptionAction() {
public Object run() throws IOException {
String id = Long.toString(b.getBundleld());
File paramDir = new File(dataRoot, id):

if(!paramDir.exists()) {

if(! paramDir. mkdir())

throw new [OException(

“Could’t create dir:” + parambDir):

}

File paramFile = new File(paramDir, FILENAME).
FileOutputStream out =

new FileOutputStream(paramFile):
rops.save{out, “"Parameters for” + b.getLocation()):
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Fig 7. Web Screen of HomeClient Bundle
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- ServerThread Class @ Thread& /4ol A3
A B3 glen R FoldEsL 8088 XEZ A&
7)E 71

- ConnectionThread Class : Thread& <o} A
& &)a 43 Fo|H ServerThreadClassolA H&
3 9% ZPo|dEst =y ddId] FE3ulee
HES] H2g ver.

- Facilitator Class : ConnectionThread ClassollA]
4P B AZYHES 1 WE] oIl e W
E57 AFrameworkel SE3Hch

s A HE AA
ol i AAL o]83led  Facilitator Bundled]
A43le urlZ 2ol wel Bundled install ¥

Bundle b = context.installBundle (urlstr):
visited. put(urlstr, Boolean. TRUE):
Dictionary headers = b.getHeaders():

- A3 Zo}

WWINDOWEWsyatem 32Wemd. exe:

38 11. Telnet HEF url 32 2 &M
Fig 11. url input screen after Telnet Contact
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Fig 12. Framework Screen after Bundle Install
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