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Profile based Web Application Attack Detection and Filtering Method
Young-tae Yun' - Jae-cheol Ryou™ - Sangseo Park' - Jong-wook Park™

ABSTRACT

Recently, web server hacking is trending toward web application hacking which uses comparatively vulnerable web applications based
on open sources. And, it is possible to hack databases using web interfaces because web servers are usually connected databases. Web
application attacks use vulnerabilities not in web server itself, but in web application structure, logical error and code error. It is difficult
to defend web applications from various attacks by only using pattern matching detection method and code modification. In this paper,
we propose a method to secure the web applications based on profiling which can detect and filter out abnormal web application requests.

Key Words : Web Application Security, Profiling, Web Hacking
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