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Design an Algorithm Matching TCP Connection Pairs for
Intruder Traceback

Hyungwoo Kang' - Soonjwa Hong' - Dong hoon Lee"

ABSTRACT

In the field of network defense, a lot of researches are directed toward locating the source of network attacks. When an intruder
launches attack not from their own computer but from intermediate hosts that they previously compromised, and these intermediate hosts
are called stepping-stones. There are two Kinds of traceback technologies : IP packet traceback and connection traceback. We focused on
connection traceback in this paper. This paper classifies process structures of detoured attack type in stepping stone, designs an algorithm
for traceback agent, and implements the traceback system based on the agent
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