= 2006-437C-2-4

QB SNAE HEE AT EZY ASYUFO HF AL

i
rx
r

(A Study on Hybrid Authentication Algorithm for Security
Channel Retention)

ol d &, A3 &

(Lee Seon-Keun and Kim Hwan-Yong )

dA3Y dzenaFe 249 dolg Mz 2 FEAY §olA
4 744 FHFsY. a8ez 43y d3dndFel dFvlE

a2 EFE AL

Agd ¢ndFL WA gxdudEa dhz FFde

2

ok
of

T A= E73tn U575 FAR Qs YEH
2 Y F UA=E MACS MDCE 8% E98 A%

Aol ol dEATAZ AA AZ7|5E 49 & Y=

& gozA Hoto] &RY FAAEY HAE HE F UXE Y

Abstract

Symmetric cryptographic algorithm is incongruent in network environment by absence of authentication in spite of
advantage of easy etc.. on data processing and implementation of high speed.
Therefore, proposed merging style authentication algorithm that use MAC and MDC so that symmetric cryptographic

algorithm can achieve authentication.

Proposed algorithm made security can wide of secure communication channel as to achieve authentication to
cryptographic algorithm itself not that act independently of symmetric crvptographic algorithm.

Keywords : Authentication, Security channel, Symmetric cryptographic algorithm, merging style

I.M &
NIST<:= DES9| 64 HIEd| tig £ FAAA
€ gl Bo ¢AFE FAALE FRE7]) 9t

20009l AES(Advanced Encryption Standard)2
Rijndael ¢2¢1HEFE ETAX0Z A} 1

T REHY, 93y AV ALY R FEE

(Department of Electrical Electronic and Information

Engineering, Won-kwang University)

¥ 2 dTe ARFARAA Ad3te 7xrvedT
APBAd o2 3.

H492:2005959319, FAHEEY 1200602915¢

(178

Y UHEAZ &7300A i3y dsdndFe] 5848
o mlefsith. 2Rz AY gigugEe vE
A3 B730A A" A AT AdE FAA R
of 3ol @S /XA ¢EEE Y7}

H3E d3dngEFE AHEE 9 dF5AE BR
o AMHE ¢xgEFsEe dA%sE £ MAC
(Message Authentication Code)5©] $lith

Ay oz AFAAFL AT =02 FYsHA
gom AZgneEN drLduEEo] A olFH T
ZatA "k ojw Unt HHTTE Ao T A4
dzEH HAgs BFE FEsob s wHe] 3
‘;}_.[3]



2006 28 MXZE

a3ez B =Rt dxe &g flo] AFVIE
S FPF AT AdE G 5 dE £FF
Z¢38]&Hybrid Authentication for Block crypto-
graphic Algorithm : HABA)E #|¢tstith

ArE HABAE ©wEo2 Alg£5™ MAC, MDC
(Manipulation Detection Code)& #4189} &3}
B3y EEgsdnEd 448 + UA=EFE UE A
ZdugdFoltt. 1322 HABAE Rt} ¢dd FAl
Ade Fro wE dF 2 433t AFE& B
718& Agd Aolth

¢

II. elsnz|

ol

7|1E

Y dxdndEd BPsq AHHE 7E
F¢nEEFL AATFG MAC == MDCot. 7|&
A3 L FL MACS MDCE ¥ aqste ALgshA] &
Zo] dukAolr},
HAFTE A&t A
AqME ATl AP ¢
nHlEQ AT ge #e
Ae, O F 7R 248
gt 3 ctAAS ZEE

1) 249 983 F WA

o] dAitol g

i) 25 A4dsked 2289 dade] e

oI 2 HE5E o B 79 23" Y
ol s goj2 &€ 717 &2 MAC 717t € &
2 t>ndu 270tk 19 BE pH]E MAC €18
Foll diste Fol7 APl diE MAC & evtEA
FE3AY Fojx MAC gtoll dig F4e HAdAdS
PARton 23 3890 97no] ®Hr}

HATF7E nHlES HH FFHE %Eifzt} & 74
+ 74]*}3%1% 2%9] dido] Thsditia & B¢ 4 JJ
HATFE A5 A TF s Hﬁﬂ/ﬂ% sl &
ol 96Xt 71‘#3}'11 FEAY AATTE birthday T4
S 2HE] HHEY] AT n ol 1928t Ao &
E]_'[SJ[GI

w21 A 64H1E9] 717} AHgET R 7HY
& A4 nd #6418 Aof gt

(nk,m) BE2L3E pHIES 712 o]83ly pHE
719 HEL mulEY ¢F3Fo 2 11 HEANI= 9
WP 7b5E Y5 Y@t ol £E BEIITS

A=
<

O
Z3&

= T
JIFzIC =

8l ==X R 43 HTCHA 2 Z

(179)

23

g 3d Bn)dal EEZ 5 Utk 11 MSo|nz o
o} 2L BSE n=molth

E5¢43d 437 AT dAAgFE g5 2ol
7} HE pHE, 4EFE nH|ES o] 111 MY F$
o vd Zole A% AYHE A% BE n¥lE]
U QEE md|ES HE A o] o|5olo
Fae Paske AANTEE v 4 Aok

h7t 4EFS FE e EELIEEY AAE 3§
A+ AS, B9 14 H&(Hr . Hashing rate)
1/r2 AoEw % 13 & Hrg e oY 45

& fE zZtzte] d&HQ pHE BE HAAE r ¥
ol5 3t B0 WoaA B IE
AL A4 B2gs = 25 Q47 2L

NEY ALY HJRES TA] o) 835A g1 34
e Exoz AAsE £ IEF ALY H4
garoltt.

olz|3t AL FHHAFFEZAME MD4(Message Digest
4)7} 329 E CPU9 S/W F@°l H3=& HAE A
£ AATFEN T2 AMES FFou) HAY FA
2 Q3o g g 71Fez A AL
AHLET g MD4o] 7|ure SHA-1& ®=
NISTHIA At A& s groln] MD4¢gt HlaLs}e]
160 EE ALg3td 4 g2 =g AMgsite Aol ¢

=
iy

;qo]q_[ll]

yole £a4e A28 71ZAREL ol §3td 4
A, A, AFHE ¢ AFHA g2 Yoz ¥
YA gdte A B Ag gugn. 2=
2 Yolg Fa4e w712 A 37t g HE
g qlele} Zojnd 7Y AkAl w2 WA 35
& F#7H0eAg PEshe ol
E 1. nH|EE U= ESAS0ML Hr
Table 1. Hr with n bits in block cryptographic.

g -
A8 | (mhm) | D S92
£(Hr)
Matyas-
(mkym)| 1 H,=E gu, )(x)Ox;

Davies-

1\2;[:;?:1. (n,kyn)| kin H,=E,(H; ) )®H ;-
Miyaguchi-

gregnueel (n, k,n) 1 H;=F yu,  (x )&x OH;_,

MDC-

%DES) (n,km) | 1/2 H;=2E yu, )(x )®x;
MDC‘4(DES) (n,k,m) 1/4 H,»=4Eg<y,._,)(x,-)@x,-




ok 8t

24

dolel $ANTH A dolE nf AFL BA

4510 7198 A2 deld A3 dag FE ¥

& yehdth dAR dZ2E doly Az s
HEHE gelelsl SIS S BB dele 9F
& TPIY. doly AFL Yoz AK dF 2

=, AAAY, d3Ed F7hE udE AFAY JRE
Tgaoh

AYAFL wAA AFd FrHHez dbolge f
47 AdE ABREE TS Aoln /AT Al
G o 2E WA AT A HFE 71
o2 IPANIE Rolk. ¢BSAAATE ol g3ME dl
olf] $24& BT 5 glok Wk el wAX s}
49 7o o8 £33t AL Bustd wWAA7L 9
mle Aojetd BEstd WAAE AZFH YHHA
te 7HAsle] 2 5 v HEY ode dusst
Hole] Zf AFTH dHolH FEAHE AT Aol
o A@doz @ A WAAES 2F7] A
A vg71g gotobdt @ a2y Agd wet 34
A7t BE dAAE A9 ¢ A3 W Bgele o
S AYE £ gfdE BTy 9EE avHes
23 5 Qo

I W|erE HABA RtEY1E|E

ety oz gAY s HFE AF71%0] Ut
2222 unsecurity channelolAje}l 3y sz
Z9 AHES YEYZA SAHNA ¢ S AHEE
4= ghol gtk HoiA Y dsdue HEY=Z 87
A 7] #a 2 Bul, QdFUlse] AstEHAte Hel
A ol AR&ETE 2y AZAIzke] UF Aa 74
o] oy goz A Ao HAHo2ZE BWol At

=20
= Ja

€9 21*1 goe 23ol dv. 2322 HABA ¢
s¢nFES dAY 7 dsgnYFolAT AT
TE XZFFoeA HEHI 84 =S AT

71E AR d3¢nFL AF7%0) W dE
o AF71%Fe] Bo¥ HEHNI FAFANE AT
EE MACS tEo] Abgdd. a2y it A

Agdlor ¢ A% dEE ANFF BT
okt walel gtk
HABA ¢3gmaZe #1484 MAC, MDCE
g} AgFoRA J1E AFV5E BRI
W48 4ELTYFS AN 23757 22
H 7% ARNN7) Astel AAFF A A5

g #3

Sy ] el

UMY &=2E AT EHY ASYNFH HE AP

(180}

unsecurity channel

MAC/MDC 88 o1& #+=
MAC/MDC hybrid authentication structure.

agl 1,
Fig. 1.

A Ee 48 LFoAs
blocked hand-shake S #43% MACS MDCE %
Alef} AHEEF o2 N1, N 283 NN JEY 3 s
AL E = HABA 43¢udEe HH‘%}%M
I3 13 2] HABA ¢43¥aglE9 AF71%
4719 HE AT ES o] &3ty AFTHEE

YehiA $EE SR

2 v
A%

o
T

£ 830k sHE MAC &
Az 7RA HE MDCE &7 Fode T2
Z #9 gl

MDC AAS 35 wie then 2.

AL =2 BE Zo] [=64t9 HAA go]H &
ge o g@ 128 HlEY s4gtold.

i) 28 64 HIEY W5E 7FoR
2 JFygy.

ii) 64 HIES] 2713 v, [VE O3} Zo] Med
o,

[s]
o
#
o

T =Ty Bgy Tys 715 Ty

IV =0X5252525252525252
IV=0 X2525252525252525
i) cFo cFE A7 o 9% 22F% R HE
BT e 17 29 2e FERAN 4 1F 2o
Aare F3sted h(z) = HIIH g 9354 "



2006\ 28 MAISEE =X M B3ATCHAH 2 3

T—
a8 2 MDC #=
Fig. 2. MDC architecture.

b =17 = )

k,“g(Hi—l)* ”%:71}:1)’

C =E(z,)®z; ; C=E.(z,)®z, ;

g=ctid - o

H=C|C

MAC At &3 2t

HdHge HE Zo] 32 ®lolE zoln 7oA
1< j=<10%|th 283 MAC 64 HEJ] tjg nvjdy)
z=211,22),--- Ziglolth. oWl &L zol ¥ 32
HE MAC7} €t

1) WA F@d 7] gk & 7] Z2& 6009
2 HERZ 749 XY, VWS T 2 3% oY X,
Ye 2718019 v, we F c8geln 5, 75 wA
Zlo] H7}9 = padding #kolch.

a) z¢9] "ol E Oxoout Oxff& tholl 23l 949
Hlo]ER AH3hsic}

P<0;
fori=1to 8
{P« 2P;
if(Zli] = 0x00 or Ozff)
{P —P+1; Zli| — Zli] OR P;}
}

b) J&% K& 77 Z9 MSB, LSB 4 Hlo|Egtn
& o g&s AL

a8y

25

Xe-J{mod2? —1)® J{mod2¥ - 2)
Y—[K¥mod2® - 1)@ K (mod2* - 2)](1 + P)?(mod2¥ - 2)
Ve Ji(mod2® — 1) ® J{mod2¥ - 2)
We—K(mod2¥?~1)® K(mod2% - 2)
S—J mod2¥® - 1)@ JHmod2® - 2)
T—KYmod2® -~ 1)® K (mod2*? - 2) )
o 379 A3 & (x5 1), (v, W), (5,1)AA a)dllA
¢} o] 0x007 Oxff& AAET
d) AND-OR 44§ A3t

0x00804021
Ox7dfefvff

A= (0x02040801, B=
C= Oxbfef 7fdf, D=

ii) 27189} paddingS TRt
a) 2718 vV, H— X, H« Y

b) 5,78 =z padding®#tt. old z,,-2,F
padding® 32 HE WA EZolzgtn E7|F
122
i) E8& Agch
Zt 2 HE AR BF 1, & theF 2ol At

v —(vel)
U—@waw)
t, —(H ®z,)x,((H,®x;)+U) OR A) AND O)
t, —(H, ® z,)x,((H, ®x;)+U) ORB) AND D)

H <t, H <t

A7|A 2,5 mod22—idlA]
mod22o| A9 AL —& PZOE | HE rotation
oJn) i,

wv) vt Zo 2 MACY ZAAg

FAALE, @

rr

L
T; o

H=H, & H,

otk

o434 Zo] MDC, MACE 7& ¥ 7 7 &5
e #E AEstd A % 2] 3t framedl H
g,

2

2 QM r(z)E 71FLZE WAA & ¢33l
F3A MDC &% h,(2) & o83t +8 MAC @&
gate sl dloleE TE Ao YIFE cFel E
o} o]z MDCeF MACH] 93t B8 @FEL 4 Q)
I o] Y el FUE XA & AHEEAE

C= Elzl hi(z)) & El(zll hlzx))



26

F4 A5 YL Ak St
E(z I h(z)) = (B(z), E(h(z)) 3

wek A (3)9) 2AL FASAY MDCS MACTH
2&9742 XA H9 paddinge ST st
= dlo]E Wi MDC, MAC 3¢ 7% 4 & 7
Zol AlEA 2EsE 53 & QA Dok

A (9% ol £8% & 97) WEo] HABA ¢35
2z 7@ AF ¢nZH T

v.d &

71E WY dsgaFEE AF7IFel s7] HE
o HIEHA #A ALEH7] Hdtd YutH oz 34
39k MAC & g W3t ALg3A gt o
o AFAES g5 @ volE 9} AFE volE o
5980z Adg grstd AesiA Bk ol @
4 AR dYEE F7HAIIY o|R st HEE o
A= e didol LASA el

a3ez B aAFdqME e dgEes A8
o gzstE Holgd AF715E EFAINI Yo
MACS MDCE Z%3% HABA ¢3¥uzlEe Aletst
At

Ad HABA ¢3¥ngFe 7|&EdA AMEHY
MACS MDCE e AF 822 A3 93
A5 dnglSolng HABAE B} A FAH)
de] o weg 9% ¢ ¢33 gy BPgse 7
& AFTY Aolth, 13nZ FF WEYZ FHA
HUAE dsgudEe veo2 gAY ¢3gdae
Z& AH4E 749 HABA ¢3¢uaEe
g dudFoletn A€t

e f

ol 4 2(Y39)
W AR FEE =8, 4423 SDH A0E F2

OHE SAMY HRE B EBHY QFAIIF0| BB

X X} A

(182)

@3

#u1E2H

[11R Anderson, “The classification of hash functions”,
P. G Farrell,- editor, Codes and Cyphers:
Cryptography and Coding 1V, Institute of
Mathematics & Its Applications, pp. 83-93, 1995.

[2]1 B. Damgard, “Collision free hash functions and
public key signature schemes”, Advances in
Cryptology-EUROCRYPT'87, LNCS, vol. 304, pp.
203-216, 1988. oo

[3]B. Preneel, “Cryptographic hash functions”,
European Transactions on Telecommunications,
vol. 5, pp. 431-448, 1994,

[4]1R. C. Merkle, "One way hash functions and
DES”, Advances in Cryptology-CRYPTO'89,
LNCS, Vol. 435, pp. 428-446, 1990.

[5]H Dobbertin, “Cryptanalysis of MD-4", D.
Gollmann, editor, Fast Software Encryption,
Third International Workshop, LNCS, vol. 1039,
pp. 71-82, Springer-Verlag, 1996.

[61M. J. Bach, “The design of the UNIX operating
system”, ISBN 0-13-201799-7 or ISBN 0-13-
201757-1 (international ed.). Prentice-Hall 1986.

[71]. J. Bae and T. Suda, “Survey of Traffic
Control Schemes and Protocols m ATM
Networks”, IEEE vol. 79, no. 2. February 1991.

[8]Colella, Callon, Gardner &Rekhter, “Guidelines
for OSI NSAP Allocation in the Internet”,
RFC 1629, IETF May 1994.

[9JATM Forum, “LAN Emulation Over ATM
Version 1.0°, af-lane-0021.000, January 1995.
[10 ATM Forum, “ATM User Network Interface
(UNI) Specification Version 3.17, ISBN 0-13-
393828-X, Prentice Hall, Englewood Cliffs, NJ,

June 1995.

[11]M. W. Garrett, “A Service Architecture for
ATM: From Applications to Scheduling”, IEEE
Network May/June 1996.

[121G. C. Sacket and C. Y. Metz, “ATM and
Multiprotocol Networking”, ISBN 0-07- 067724
-2, McGraw-Hill 1997.

7
2 & 28I
W@ dx2ste) =2, AdA SDA A0z =



