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VENA AF Hebg $3lMe F71x19 mdoe] A
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end-to~end R.eko]x, YHx|&= YEY =9} F4 #
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g9 MTUZE #4A s #4727 ded
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28-S sttt Zlo] felshe Foial Aokl A
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IEEE 802.15.4 WEYZES £3 IPv6 shzle] A
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EUI-64 MAC F22%E eso]lx Adas
FEsles whe 7sE 24U fUAL Basol
slA|uk mole oFE YZ3 AHolER] 7o BAER
B9 B3E Erh5sich

IEEE 802.15.4 == wWe NDC(Neighbor
Discovery)= RFC 37560614 Aox $95<
#4% 4 9c}. w41 eh$elo] IEEE 802.15.4 V&
HzoA Qb Aoz diEsed, Ve gaj
ad hoc 258 W2 271AQ $ige] Ty,
IEEE 802.15.4% 27149 = =] Hgks A
Fahed AHRAbE a3d FA S Jbestm AAA
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F¢ AYSL AL 5 9k

IEEE 802.15.4 A9 @& Rre Az
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43 A 4z #2® 738 g4 IEEE
802.15.4 "Reduced Function Devices(RFDs)”
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23 [EEE 802.15.4 =#ge) o2 == ¢
38 Aste] AES 2=rbe Aoshd 53] 7]9e
e AL AHA e

o} o|frE2 HAF FA o Aol FHE AR
Ao HE WEER o]F WEEE AR #4
ok sl ZAEeltt. EE FED(Full Function
Devices) ZHE% AgstAY S5 +dE ¢
gletl o] 2233 [Pv6 peerdt H7IHoE EA
& 4 k. o]#F IPve AXEL AR HAUE
(IPSec, TLS )3 end-to-end ¥Al& <HAeA
& 4 9l Aot

RFC 37560 Aejd A8 ndz) notk 98 84
= o3t Zr

IPv6 ND(Neighbor Discovery) T8 EZd]| A
A3 Bt wiekE AAsEW HA AR JEHF
AL 7hedt Al 2dE Aosia 1 A= 29 #7
sloll 4] HERE 4 gl Bok 913 84F EAsleo}
g}, o] 20049 59 IPv6 ND X2 &Zo tjst
Alg] 2d(Trust Model) ¥ ol o8& Ht HY &
A (Threat)E A=3 “IPv6 ND Trust Models
and Threats(RFC 3756)'% &£3 shsich?

A7 24L& ND9} RD(Router Discovery) =
2EZY 2158 Y oFel wet 2A YA 2R
=Bl

@ Corporate Intranet Model: EE X 50|

shte] Fe] mwal st £A3H, vlFH 1F
S YAshe BdEA BE L] [P AZd
A AR Algsled AR5 NDY RD #AAE
AF3A ¢t o] 2d dleAEs vEH I
EEAH 22 AV B A Al G5TA
22 dgle] AFHciA Fo] IPve NDE 1%
Boko] Fo3lx| vl zeu, EejHoE kA
sHA] @AY g3 ASe] Bake] HEFNUIL ¢
Fo] A Rgivpd, [Pv6 NDol| tigt Hglo]
Fasl},

@ Public Wireless Network with an
Operator: =¥, 33 7}9 442 A LAN
7} o] 35 FA M EYaE FEshe 94}
7b sle 2loltt, WEYA e BE kEFo
A= st HEl7L s o] EA31H, o] AlF
FElE R vEYzYY P& %S 5
et zev, FEolAEE Zhelle 42 Alg
8x] stor] ZEE NDu RD ®AAE A
g 7hsAde] Stk Feto]d By fA~ 29

2
B
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7holl 73EF Bl MulaE AFghezs X
WA BegE = sl

@ Ad-hoc Network: A#Z & e F49xc
EAEA) g BE krogo] MR A=A &
w224 Adue] NDY RD HARAE 4
g3lA] derh YA R rEEo] A kT
3wt A8 AAE At YA Pot 7]
E9] AFAQ AF dAAYEE o] 8% 5 gk
m2bx . CGA(Cryptographically Generated
Address)® & A227h AAYE s
£ 7 e dWAUES ol §3too} &rt
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25L& A g 7HA FeE duksd 4 9vh

@ Redirect Attack: FAAF #F E47] k=
U oaksE e sizlg Hade] o 499 x
2 gdeld EANde 34

@ Denial-of-Service(DoS) Attack: ZZz}7}
BA oyl g8 BE xeu B BAA] kT
o} FAEHA] ZFHEE e ¥

® Flooding DoS Attack: 437} ot ==
E9 A3lg B4 xi grloldEAAA 1
54 k=o Bogus EHFE A= 34

Qs A LATE F o A4 A
289 ® 59 2o

(F 5) ND =Z2EE0]| Cist Y 22

Threds Aok WO | BD | Mss | 1 | 2 [ 3
Mo Pt NYNASosfag | ND | Redved | NANS | + | + | +
N NUD Falwe ND | Das | MAKS | - | « | +
DAD DoS ND | D& | NANS .
i FD_| Rediedt | RARS ~ | ®
DefaitFoberKiled | BD | Redod | BA | /R | /B | R
GoodRoutergoesBAD | HD | Redrsct | RAS | R | R | R
FovteyRooting SodedRedred | FD | Rediodt | Fedred | + | + | R
InvdsingThredts ™ poe s orlukPrefic | RD | DS R [ R
Boens Address Config RD DS RA + R
Prefic

Parameter Soding RD DS BA - + R
Ferlay Abtecks Feplay Atacks A | Reed | Al [ .

S P s | PemomDDsS | WD | DS NS | o+

ND/RD : Neighbor Discovery/Router Discovery ~ R/D : Redirect/Dos

1 : Trust Model 1(corporate Intranet) 2 : Trust Modet 2(Public operator i network)

3 : Trust Model 3(ad hoc network) + YO TN MOIT SHA HFMO) BAHA
- R0 U ol AS A:AAG0 ANL HAB2 2 SHY

@ Non router/routing related threats:
ND, NUD(Neighbor Unreachability Detec-
tion)*} DAD(Duplicate Address Detection)
o} 22 ND Z#9 715& 43 o ¢4
F e 98 2424 A L3 7he] EHI
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~ Neighbor Solicitation/Neighbor Adver-
tisement spoofing
- Neighbor Unreachability Detection
failure
- Duplicate Address Detection DoS
attack
@ Router/Routing Involving Threats: RD
o2 2heEe B3 vAUST #hE 9
H 2424 A g3 el Ei¥ 5 glth
- Malicious last hop router
~ Default router is "KILLED"
- Good router goes BAD
- Spoofed redirect message
- Bogus on-link prefix
- Bogus address configuration prefix
- Parameter spoofing
@ Replay Attacks & Remotely Exploitable
Attacks: $19] ND9 2§ 7)5°] 2H5e 9
#A" 9% 24F A9sieigtz NDY RD
AlZ] A 4 Replay &4old 944 ND
DoS &4d xZH] qr}.

v.gd B
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