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Abstract

Generally, network attacks are based on a scenario composed of a series of single-atfacks. As scenario atfacks are launched
over a wide network envionment and their targets are not apparent, it is required to analyze entire packets captured on the
network. This method makes it difficult fo defect accurate pattems of atffacks because it unnecessarily analyzes even packets
unrelated to aftacks.

In this paper, we design and implement a simulation system for attacks scenario, which helps packet classification connected
with attacks. The proposed system constitutes a target network for analysis in a vitual simulation erwvitonment, and i simulates
dumping TCPDUMP packets including scenario aftacks under the constructed vitual environment. We believe that our proposed
simulation system will be a useful tool when security administrators perform the analysis of patterms of attack scenarios.
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