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Abstract

Low Rate WPAN (Wireless Personal Area Network) designed for low power and low cost wireless communication is
an important technology to realize ubiquitous environment. IEEE 802.154 and ZigBee Alliance recommend the SKKE
(Symmetric-Key Key Establishment) protocol for key establishment and management. The SKKE algorithm has security
weakness such as the absence of authentication process or electric signature in key generation and exchange when devices
join the role of coordinators. In this paper, we propose new key establishment and security algorithm based on public key
encryption to solve low rate WPAN security problems. Also, to improve PLC AMR system’s weaknesses in

communication reliability and security, we propose a new AMR system model based on IEEE 802.154 and we apply our
security algorithm to AMR profile for security enhancement.
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(1) Profile Identifier
- Name : AMRP - AMR Profile
- Code : 0x15A0
- A AR 9] AMR Profile Identifier
(2) Device Identifier
+ Name : ZigBee AMR Coordinator

+ Code @ 0x15D0

» Name : ZigBee AMR Device ( AMR End Node)

- Code : 0x15D1

- Name : ZigBee AMR Monitoring Device

- Code @ 0x15D2

- A9 : ZigBee AMR Monitoring Device & $]3}<d
A el3

(3) End Point
- Name : ZigBee AMR Coordinator
- Code - 0x01
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Fig. 8. . AMR Data Format.

Attribut| Data: IR
Profile|Cluster R Tove Attribute Data - - ) Noté '
: Byte o Loop
LoopBack . 0 1234586 | Back
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Byte X
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0x14) LoadData Payload

L1 L2 L3 L4
) 5—byDt:taLoad - 5byte 5byte |  5byte

a3 7. HAAE Z=zu
Fig. 7. WPAN based AMR System.
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Fig. 9. Load Profile Data Format.
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