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ABSTRACT

In this paper, we present a novel authentication and key exchange(AKE) protocol for inter-NSP(provider)
roaming in IEEE 802.16e networks. The proposed protocol allows performing both user and device
authentication jointly by using two different authentication credentials and provides user anonymity and session

key establishment. Also, this protocol requires only two round number message exchange between foreign

network and home network.
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ment) 5 2 7FA| olfFEe] vk 53], AdARE
2xloiM= AR A5 Baad s =il o
o] 7HE 5 e AT JHAE AFske A}
A Zeto|H A)(privacy) & Zeistoiof ek

IEEE 802.16¢ 32 AH&AHuser)2} sHZ(device)
=4 95l EAP(Extensible  Authentication
Protocol)' & A 908H= PKMv2(Privacy Key Man-
agement version 2)& 7RI =l AR &
o QlFe] BT gefEofol & P&yt e APl
+ Double EAP X Z(Authenticated EAP-after-EAP)
EL single EAP LS AMSSIEE Aelslm oich
M olukg o2 pouble EAP XS single EAP &
ZHr} MS(Mobile Station)2} 315 A ZHe] vl
A 23 o) wolAA =of Qi A A ARt
o] ZloJx|3 BAl dAFE wo] AN = w@
g 7 a 9ok oleldt Y FE2d 24 34
M o A o] @ 4 U} =8k single
EAPE ANl ARgAte}l whds Al UFshe
EAP methodut HFEE 742 dA7A A9 ¢
= ALZ g ek

mahy, B =Rellxe ¥4 dEd TAHESR
YAzbr] Hsled & W] S scheme(single EAP)
22 AR} g M AEE 4 e AEE
2 905 2 7] AA ZREFS AL o] =2
EZLE F N9 ol credentials, &, 29 e9) o
(s, 2nEFIS)C] AR AT (symmetric
key)E AH83le] AMgale} s @A ARt =
g, w ek} gAo® wA=lE AID(Anony-
mity Identity)Z ARgsle] wulal algale] olwiryg
AFdt, 1% RAdA7Kdelay time)S FHA3s)r)
Hsle] 9% vlE9 = (Foreign Network: FN)9} &
Y E$]3(Home Network: HN) 7k2] wx]=x] &l 3]
S5 o 9] round tripe] P R3EEE AdAIST)

2 =39 742 2%ellA] IEEE 802.16e Y| ES:
| 2 F&F dotra, 33X = AldE 2
A% TR I FAE SERAS BRiels oA
2 ubro] ARtk 43eliE ZeEZe| by
S BAskn ekrRte R sAelA FHEAQl AEE
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o] Aoll= IEEE 802.16e WES)ZNA Algix}
b BRE AlFE] AF Alad 2ds dF B e

of iste] olirt
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2.1 Ala" =g

WIiMAX ¥#ollA%= IEEE 802.16c AlA® T2
Z 27le] A 84 = ASN(Access Service Net-
work)®} CSN(Connectivity Service Network).2.2.
Aostz e ASNS  BS(Base Station)o}
ASN-GW(ASN gateway).C.& ©o]Foix] glowm A}
BRPAA FAHES ATk o= 7 A5 ES
7R AL Qlrk. CSN-2 <549} HA(Home Agent)
502 o)Folx glow ALgxlolA IP connectivity
£ Agste 439 vENz JeES 7 9
ot 7% 12 IEEE 802.16e WES = MS7}
Home NSPell*] Foreign NSP2 ©|%5A] E& BS]
FAR2E Afete] ¥ YEYI] Q4=HE 2
W& vepd Aotk oligt 2x) Au|AE AlFs)
7] ¢lsiAE ApAell MS7F Home NSPell Aulx 7}b
gjo] o] glejok 3l Home NSP9} Foreign NSP
78] 2% ¥A(roaming agreement)o] A= o] 4]
olo} o).

Ags

MS: Mobile Station

BS: Base Station

ASN: Access Service Network
CSN: Connectivity Service Network

NSP: Network Service Provider
)
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IEEE 802.16e WESZ A< =8 Alx}
() Y AFE 878k glek v Q1SS Af
$8= whio) IEEE 802.16e 73L& Fshes
A]IR|, el o ] A A E A4
shedl ARSIk ARERE A5 7RIARIA Al
Ap|2Eg AgsA aF AT sl 7zt
£ dFsed ARSIk vEYa S TS A
A&k EAP method® AH3le] Algd 4 9low
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—Single EAP/User-only - Authentication : single
EAP 2Hg3ed e A5skA] o AMgxbt
AFE

—Single EAP/Device-only Authentication : single
EAP AR83lo] AMgAbs <l58hA] b it
A5

—Double EAP/Device and User Authentication 3
Double EAP AM83le] whitst AMALE BF
U5E

—Single EAP/Device and User Authentication :
Single EAP A}&3lo] whds) A8xE 25

Sl
. ®MokE 29 21 Z2EE

Akl ZEEZE meld AMAL MS(mobile
station)?} & vlE9=z2] 9l 8] HAS(home au-
thentication server), ZI2]% ¢J% JEH39] <
#{8] FAS(foreign authentication server)”} =]
32} 7N A(entity) 7]HFe] 2] Q1S 9 7] A Z2
EZo|r} AgkE Z2eZol AR e 53
(registration) ¥ 2% <3)Z(roaming authentication)
AR Esle] At o2 ZEEFe] o%
A F3=EEAE Hehdc

3.1 7\ #He

—IDm/IDg/IDy : Mobile Station/Foreign Network/
Home Network®] AlH2Kidentifier)

—PW: H=9|= '

—Kvw/Kerr : 7] b3 dze]Fe] AMgde
MS<} HASZHFASS} HASZF HiA71E

—AID : anonymous identity

—FAS/HAS : &% Y|EH = QA5 u)E VEY
ER L

—Nu/Ng/Nu : MS/FAS/HAS7} AA%E ale] Jo
{nonce)

—Ex( )/Dx( ): 7] K& 283t ciAly] hasy
= 53}

—H(): DY A

— @ : eXclusive OR <94t

—PSK : pre secret key

—MSK : master secret key

AR MS) ¢t & U EH A Au] 211 XHH-NSP)
= FAMux 7S B3l AZ AlE BAl(trust
relationship)E AAsly t3sAog RHghdE
237} 28 AT Kvn, AHEAF AEAKIDy)/ 2
2 =(PW), AID=h(IDy, PW, Kym), 12]Z & W=
)z HNS A8x IDpE M2 3F ek AHEA}
= Kumn, AID, IDyE 28l o = 2wlE 7}
o A& & 4 gk

HN3 FNS A2 o} NSPol| ofsix] Zej=ls
2v #AL EslA HekdA(Security Association)
£ A glem Aze] APEA DDy, 28|32
A7 Kens €2 Jokz 7P ek dbdel MS
o} FN-& Ao ojudt A= A= x| &
oha 71 gl

3.3 2Y 25 Bl

el HAAl 85 Axle ZeeF] AFAL
2 PGS el oAFA AE A AFF 7
o] o] FeAEAE Auith(2d 2 AD)

(M1) MS — BS — FAS: AID

T v=gad) S22 ASAMSE 9 e
=z ol%3td vEYHa AL AulaFE A8y
2 k= Al Alexis zRk1e] AIDE NAI
(Network access Identifier)3AIPe- o] -23]od(ex :
AID @homerealm.com) FASE H®yit}k o|71& FN
2] 7)A]ZHBS : base station)= 7A-H3l¢] FASE &
ol Ak

(M2) FAS — BS — MS:IDF, NF

A2 M1)S BRE FASE MS7F Ao Al
el 559 7IAbE okele s 4 =, Ak
Alo] @Y W] NpE AA3st] MSelA D2} Nr
£ @A BNich

(M3) MS — BS — FAS:El, Authwy

MsE HAIA M2)E AR F, El=E, (Nu,
Np)3 AUTHMu=H(PW, Ny, IDy, IDp)S Alitsh=
d E12 A7) KvuE ©]83t] Ny & NeE &
%313} Zto]li AUTHww: PW, Ny, IDy, IDrS
sk sil4] Rt greloh o1 ¥, MSE FASOlA
El, AUTHwE E¥ich
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(M4) FAS — HAS:AID, El, Authug, Authpy

WAz (M3)S A3 FASE  Authge=H(Kry,
Ng, Authuy)E AlAls1e] AID, El, Authuy, Authes
7} Z3= WA (M4)E HASOA By o)

(M5) HAS — FAS:E2, Authgr

FASZHE] wAlA] M4)E 41 HAS= 8A4H
AIDS} AXFhe AID7} ARAlS Q1% dlole{wlol~

(DB)°ll XS il e, dx|gh= AID
7} ¢lvhbd, HASE FASelA fail wAX]E 2ct
e YRSk AIDZEF Sl Aol dlolEiHle]
20|24 MS® Dy, PW, Knu 52 7FH¢ ElS
23531519 Nu#} NeF PSHL(D, (ED=(Nws Ne),
Aedds] NgE AL HASE A1E Authwest
ZMile] AAKEE HPW, Ny, IDy, IDp)7} 2R E,
a3 4138 Authe®t AHi10] AXFE HKm, Nr,

Authyi)7} ZLAE ZZ3cH Authys — HPW, Ny,

IDw, 1Dg), Authm;H(KFH, Nr, Autham)). o] A%

o] n% AFE 7ol PSK=H(Nm, Np, PW,
Kw)2t E2=E, (Nu, Ny, PSK), 2|3 Authye=
H(PSK, IDy, IDpE AlAlslo] FEASeA E2,
Authgp?} ZFE #WAx] M5E Bk 3l
HASE AH-E AIDE Al2% AlDnew=h(IDy,
AID, PSK)E 7§4l(update)dled Q1Z dloleiuo] A
(DB)ll AAgHet

(M6) FAS — BS — MS:E3, Authmu

WAzl (M5)E 4413k FASE HAS7F MSet
FASE AFAoz qIgsigrle #AE oA FHoh
FASt E2& %33}3l Ny, Ny, PSKE 3k
(Dy, (E2)=(Nm, Nu, PSK)), ¥ ¥ ReS AN
th. FAS+= $A1%l Authyr®} AHile] AlXRE HPSK,
Dy, D7} ZLASE  71%3cKAuthyr — H(PSK,
Dy, IDp). ©] ZZo] 42Y 7ol E3=Epsc(Rr
®Np) MSK=H(Rr®Ny, Nyv), I3 Authpy=H
(MSK, Authyp)E AlAksle] MSellAl E3, Authpm©l

FAS HAS

.16
2R3 o5
¥ AID = H({IDpg,PW,Kun) (M1:AID)
(M2 : 1D, N}
e
v Ef=Ex,, (NuNs)
v Authyg = H(PW Ny IDw.1Dg) (M3 : E1, Authne)
(M4 : AID, E1, Authygy, Authry)
v ADSS HETSR
v Authun= H(PW,Ny.iDy, IDg)
v Autheu H{Keu Ne , Authye)
¥ PSK=H(Ny @® Ne, PW, Kuw)
v E2=E, (Nu. Ny, PSK)
v Authy = H(PSK, IDy, 1Df)
v PSK % Authye i & {MS : E2, Authir)
v E223
v Authws JH(PSK, 1Dy, 1D¢)
v E3=Epsk(Rr® Nu)
v MSK=H{Re ®Ny , Ny}
(M6 : E3, Authr) v Authey = HMSK, Authye)
v E3ES
¥ MSK=H(Rs® Ny , Nu)
v Authey 2 H{MSK, Authir)
v Authye = HMSK, Authry)
{M7 : Authyr)
v AID ZH(MSK, Authry)

T2 7. Ake 2e % E 7] MY ZeeS
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ZgE AR (M6)L Hick

(M7) MS — BS — FAS: Authyr

MS= ARl (M3)S FASAlA 2 $3e] w)
A2 M6y& AlE] A7tz AlzE <t
o PSK¢} Authur s vVl AWtsl & 5 ik o|
AL AdF AR ARE =5 AAFD HAA
M6)E 413 MSE PSKE E3-3 B33}sle] (Rr
® Nu)T FUH Dpe(E3)=(Re ®Ny)). MS= 41
= Authpv®} 2Hle] A4S HMSK, Authpp)7b 2
225 73%Z8cHAuthpy — HMSK, Authgr)). ©] 7
Zo| A4FF 79, MSt Authyz=H(MSK, Authpy)
£ Axlslol FASOA it MSE AHE AIDE
A28 AlDnew=h(IDy, AID, PSK)Z 7§41, 3}
of ohy ¥ QS ZREF 8 Ao AMggl

A2 (M7)S 418 FASE 445 Authwe}
AAlo] ARG HMSK, Authpy)o] 22315 7%
i Authyr ZHMSK, Authm). ek, o] ZZo]
AAeh, 20 QS 2 7] A Z2EFe] 43A

o2 skgdl Zolr}

4.1 2l=(Authentication)

—HASol| &J8F ARgxysbet okxl 91Z(Both user
and device authentication by the HAS): |3t
H Z2e3.2 [EEE 802.16ellA] g3l A}
LAk} s Qs mE AlFsked), AR
Aoz AR 713l AaH=PW)7L
a5, ©E [Pl "E(Es 2rtE 71
off A& AF)(Kmu)7} credentialsE A%
) Z2eF i, HASE AR (M4)E
44 % E1%3 2 Authvu—HPW, Ny,
IDy, IDpE AEToEA AHEA 9 s
BT IFE 5 9tk

—AHg2lol 2J8F HAS )1Z(HAS authentication
by the user) : AM8Ak= HAS®} APHel 2§53
credentials 3 HAS7} & glcke A& 29E
228 HASE ds3th & AR AR
M6) 41, Authpn ZHMSK, Authgp)Z 7
22 H HASE 4% € 4 9tk

—FAS2t MS9] A& QlZ(Mutual authentication
of FAS and MS):FAS2} MSE AFddl] ol
%} credentials’ = TF3FA] 8t7] wiEel A=
7V ZAHeE AE s A "ol F
FAS= AZ]¥ 4 3l HASZF MS9 Al
(identity) & BZFslw, MSE A& 4 e
HAS7} FASS] A1%1E REEly] o] MS
2} FASE AuthpmZH(MSK, Authpr)®} Authyr
ZHMSK, Authpy)S A2 ZHZs}e] MSKE
AF3 Soke AS SN AS AF
aA

—FASS} HASS| AbE QlZ(Mutual authentica-
tion of HAS and FAS):FAS%} HASE AR
o] FF= credentialsql A7 KE A =27}
da gloke As FETeEN s AFg
a7 "ok & HASE AR MA)S 54l
% Authgy ZH(Kpy, Nr, Authyn)S A2
# FASE <5 & 4 sz FAS= A%
M55 4 & E29 Authge ZH(PSK, IDy,
IDp)E #HETo2ZH HASE Q& 3 < glck

4.2 7| ME(Key establishment)

Aokl Z2eFo] AFoR = A, ¢
I3 o7 7 2R 7} % ®o)h shs MS
2} HASZll AA=l= PSKol#, ©]712 E3=Epsk(Re
SN2} Dpg (B3)=(Re®Np) S AWBl=Hl ARLE 1
AIDE BAlsk=d] AR¥Ic) = shies MSe} FN7E
o] A== MSKelH, o7& FATRe v
BAE Al=seed)E AFEE 4 itk MSKE
HAS7}F obd FASelA] o] 718 fxsle o] bE
A=z 584 SHolu AMSAL Zelo|A] SiofA]
o] wlskdsief. 27le) 715 AT AFAE
Agskedl ol 7 A FH 4o
A"l 7213k},

4.3 AEX Z2lo|HA(User privacy)

ErA] mutel AREARe] AIU(IDM)-E ZelolHA]
Zdol4] F83F ARo|l gBug, Az} Z
Azlgo] AMgAle] AlYE Al EsiA v §
Asledol g} Ak TR eI ARgAle}
HASE A3 o= w12 & 9% F3Ex
(attacker) & T}E A}El AM8x), 12]3 FAS %
A% wuld ARgxle] AlA] A(UIDWwE & 5 ¢l
32 AR o]F WY H &% d| = 43
F glok v, MS9F HASRP] fi=d 4 gl
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o) QFcht gEsdes I gl wWake B 1R oeE A
ephemeral AIDE AHS-3l A AY(IDw)-S A= A== IDF Acdgd
wAR| oA 2T APEA] 9] wEe|ch (128¥]E) | (1288]%) | (1604]E)
w412 (M1 1
4.4 AH(Dictionary) 34 « replay 34 HA1%) (M2) : .
of et o T o i
i 2 ezt g e HAA (M6) 1 1
d(Dictionary) 3 2L 7 HE e A (M7 1
=& o] FA ekt £ glovt A Za FA | 4612018 | 102891E) [ 46400 E)

EZME dE2drl 22 A7 AHES
2 H29=es vhE H[EAENy, IDy) 5%
A AMSEER o] FA A3t F, F
e Aaf=Ra ohzl tfE rIEAYRES
A 53] FAsIo} gt

—Replay &7 : o] 34 FAA} A8 A
2S5 AREst] o)A 718L opA AAslEE
Aol Agke T2 EFMEe MSe}
FAS % HAS7} ®f <1Zwic} lole] 4= Ny,
N Nu, Rr & 77t A3l PSK9} MSK&
AAs7] wEol replay FAel FA3.

4.5 524(Efficiency)

—FAS®} HAS #lo]¢] 41 vESa 34 22
W Zulollx] FASS HASZ| wA)z] 23k 3)
FE AF AAAE Hi3shed $8% 8
29 4 glrl. FASS} MSE Ag|Ho2 st
ool 9lo] o] 57| wAlA] wRE A AF
7 |(latency) Al Ztell 933kRS FX] 9X|=F FAS
9} HAS 7+ A2lAoz dojx gl & &
2 F(hop)S AHAM k=] wjEel AT of
1AM 2A F7F A 5 UTH9). wEbA,
FASS} HASZEY] wiAlA] & 3= F 48}

slodo Fhth Al EZREFA  FASY
HASZH] diAlx] 2% 35 dR] hiHe

round-trip MAJX) 23t (A2 M4, MS)7}
Rk 2

W HE HEDS} 119 4 2 vlE S
(Authy) )22 WAJA] M6olA= 1719 g
B H[E E3)} 149 4 €Y HE
(Authp)o]Z WAA] M7el4E 1709] si4]
%% 8|2 PAuthwr)olth 194 2= wf
9} 7o) 4] &3S 1284 E, IDFE 1284 E,
g Y2 1608 ER e A AR
B E4E 1280 B|E HEE [ 5K H|EE X
o)1-

otk

—34F 23] BA . T Z Sl MS &
o] AL o] wolAd A Q) HuEle
AR go] Ag=w wElE] ART wWolzlth
2]y MSE ¢ Al(resource) S 7HX X
917] W&ol 713t MSe] A4 k2 F4s)s)
oo} Frh AlkE TREZ] MSe AW
P F 29 o] UiA7] = 1 g B3
Wt ] 78 So] Basic) FASS AL =k
& Ay 5 2 2 B3 1, 223 6
59 So] #asle] HASY At 2 By
oz 1M 2 B3 1w, a2l3 4] s Sol
asje) olefdt 4t Rk 2 AASe) &
3t 5 gl At Aot

E 2.7 A5 o4 e

— 74 N3 F(bandwidth) 73 : ¥k o2 [EEE
802.16¢ W|ESNZNA] muld 282} 24 el
Z 7] Aol AMgal = gl A dYdEe &
Axle] 9l& Zoltk Wk, MSe} FNo] BS7H
A e E Ale-g #Hasshl el HAF|
M1, M2, M3, M6 2]z M7¢] =7]& 7}5%t
2t sledo gt AR Mield AIDE &4
(hash) &3 B]E(bir) Folx, wAA M2eld=
179¢] et 1Re] AP @ Neo| H|E FF
7R} 223 WAA] M3ollAE 279 gl
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MS FAS HAS
34 7 5 5
WA7) ¢33} 1 2 1
A7) B353) 1 1 1
Ay A 1 2 1
eXclusive OR 2 2 1
V.28

IEEE 802.16e Al~®olA AL&zHuser)t =
(device) 155 AF3] SAsixe oIAE AFA,
w8 Al 8§ H|Y(preshared secret), AMEARE-




=+ /IEEE 802.16¢ WE=el4] <

AL Agshe AWARL 29 15 2 7] 44 ZRES

AR Ff v]Y(preshared secret) S ZHS of#]
7}A credentialsE<] 7<]° Eojol & Flolth £ =
FollA At Z2EZL 2712] thE credentials S
AMgste] whdat *l—%zl*é— A AF3peh AR
4 AP TR ouEe s ARSI AMEAE
& AFsn g AP R vlEE el A
A9 7S RSl 2R <lEEisick et
o}, 219] EAP(Double EAP) 34 & 28 glo]
1Me] EAPGsingle EAP) $3jo2 AMgxle} i
10| 7hestAl =ik

B =72 IEEE 802.16e WIES|=Z AMulx Algdz}
7o 29 /1% 2 7] A Z2EES Alksla
Asldedl o)zl TRIAEIA S8 29 A
H2E AFs] Y 2e ﬂ%‘%ohzh_
5 oek AAR Agkyl ZEEEZS IEEE 802.16¢
HES = &) Hsix= EAP 2 AAA(Aut-
hentication, Authorization and Accounting) ZZ %
E A2 AR o) Beaka v @
Y42 ALL TP 7[HE] 4G 2H[d Ala"olia] gl&]
41 "‘J'_‘Q(Elhpnc Curve Cryptography) 714ke] <l
T gl v Zlolc) '

[¢3

I

BLEE

Igk

(1) IEEE Std. 802.16e-2005, “Part 16: Air Interface
for Fixed and Mobile Broadband Wireless
Access Systems,” February 2006.

(2] WiMax Forum Network Working Group Draft,
“WiMAX End-to-End Network Systems
Architecture, Stage 3: Detailed Protocols and
Procedures,” April 2006.

(3] WiMax Forum Network Working Group Draft,
“WiMAX End-to-End Network Systems
Architecture, Stage 2: Architecture Tenets,
Reference Model and Reference Points ,” April
2005.

(4] B. Aboba, L. Blunk, and J. Vollbrecht,
“Extensible Authentication Protocol (EAP),”
IETF RFC 3748, June 2004.

(5] B. Aboba, M. Beadles, J. Arkko and P.Eronen,
“The Network Access Identifier,” IETF RFC
4282, December 2005.

[6] U. Meyer, J. Cordasco, and S. Wetzel, “An
Approach to Enhance Inter-Provider Roaming
Through Secret Sharing and its Application to
WLANS,” Proceedings of The ACM Workshop

on Wireless Mobile Applications and Services
on WLAN Hotspots(WMAHS’ 05), September
2005.

(7) C. Rigney, S. Willens, A. Rubens, and W.
Simpson, “Remote Authentication Dial-In User
Service (RADIUS),” IETF RFC 2865, June
2000.

(8) Guonin Yang, D.S.Wong, X.Deng, “Efficient
Anonymous Roaming and Its Security
Analysis”, Proceedings of the 3rd International
Conference on Applied Cryptography and
Nerwork Security(ACNS2005), LNCS 3531,
Springer-Verlag, 2005.

(9] L. Salgarelli, M. Buddhikot, J. Garay, S. Patel,
and S. Miller, “Efficient authentication and key
distribution in Wireless 1P networks,” IEEE
Wireless Communications Magazine, 10(6),
2003.

(10) A. Menezes, P. C. vanOstschot,andS A.Vanstone,
“Handbook of Applied Cryptography”, CRC Press,

1996.
gt o at (Young Man Park) Rk
g 1982:3 2% gekistn Axlg
AgE (FEh
| 1998 9 gk AdAbE
b AlEE(FEAh

L 200433 8% FefiEtm ARE
At (FEhah

1990La~§izH KTl Zejed-Fa

<PAdel A BAL VENZ ¥ AR S

8} M 77 (Sang Kyu Park) AEd

T g | 1974929 W FY

‘ A ' 19803 59 Duke Univ. 1%
g (FEHAh

1987354€ Univ.of Michigan %
ALFE} (s

197610 7€~19783 104 =4}
e} A7

1990+ 84¥~1991d 8 Univ. of Southern California
AR 25

1987\ 34~&A)| gefliehy T st AR ZAIRF
Eﬂ%—#—‘i‘— g

ARob 74 B4l Tl BAL, W ES = vt

1029



