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Authentication Protocol Of The Read Only RFID Tag Using Partial ID

rtt

Li Yong Zhen' - Jeong Yonn Su" - Seo Dong II™ - Lee Sang Ho

ABSTRACT

Nowadays, low-cost radio frequency identification (RFID) technique, is recognizable without the physical contact between the reader
and the tag, has been attracting more and more interests from both industry and academic institutes. however, it causes the serious
privacy infringement such as excessive information exposure and user’s location information tracking due to the wireless characteristics.
The security problem of read only tag can be only solved by physical method. In this paper, we propose a low-cost authentication
protocol which can be adopted for read-only RFID tag using XOR and Partial ID. The proposed protocol is secure against reply attacking,
eavesdropping and spoofing attacking so that avoiding the location privacy exposure

Key Words : Partial ID, Low-cost RFID, Location Privacy, Authentication
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