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An Efficient Checkpoint Protocol in Wireless Sensor Network
for Reliability

Dongwon Jung' - Changyeol Choi™ - Sungsoo Kim™"

ABSTRACT

The reliahility concept of wireless sensor network is essential to get exactly actual data from the ubiquitous environment. A rollback
technique for the self-healing helps to increase it. However, a fault can occur in wireless sensor network when to use a previous rollback
technique because it is designed just for the local system. So, checkpoint protocols are suggested in order to use a rollback technique in
the network without the fault. However, there is trade-off among performance overhead, power consumption, and memory overhead for
each of protocols. Hence, we suggest a novel global checkpoint protocol, so called address log based protocol(ALBP), based on an
asynchronous protocol. It is a platform based protocol to reduce power consumption, performance overhead, and memory overhead which
are the most of consideration in wireless sensor network.

Key Words : Wireless Sensor Network, Indirect Memory Access, Checkpoint Protocol
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Application

Memory Management

t |

System
|

Ar

Order Queuve

Processing Queue

N

Message M[p/,

Backup Data
Integration Functio: 3 G

| Reference List Rrl, -, rm]
Delivery Functio

Reference Table

Y Y

[ me ]

P
\\_/ Receive Function

Communication layer

(2%l 5) ALBP AHIE<

AxY MMS7F 838 %g drir} o|RAE A3ty
Aol -’Fé, 3 A (modification request)Q A& #AdstE I
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A 23 AR WAA(hormal message)E SANE F
Al we Ao}, waEkAM, Processing ol ol HAAE
T 2ol AFH FAAY e F HRE ARTOEMN,

BT 2o Bd 70y vimg HE B8 T e
AAAE cANRE 4 7 Ao

4. ALBP S%

o] ol ALBP A9 TAHA ATIeg F4
(operation)S A#Er}

41 ALBP A& T

(18 5% ALBP AZY UF 722 7[EHe2 3 7
o] F9a ¥¢Sol &A%} Delivery I<F, receive T,
integration < Eol ARSI FA ZEA2IF HAA
£ 2 duith delivery 571 3&5HY, A HAIR AF
F AZLE gJste] Z4 L2 qro $A 29 #
e AME FH, AR ¢hel £ AH 347 Zéi% A7
ste] AEgrh FH, receive Fo Fo FAL B AF

BackLog Buffer
v
| LHR =
SRRE LHL AAMRE FA ZRA 2 HALslE Ao
th o]Zl Y&, WARE &7} FA A2 & TA
Z A Antecedence ZjZo] A A st
Integration &5 RMEZHRE doja HE A2EY FH 9
ET- AAAE H4g gejule Yo R BFAA F2

[e:]
22 g, wed derinee oA e daxz 2

A F= 9 3t

42 712 &%
ALBP Z2EZ9] T34 8L AR $FA8T
oke} delivery &4} receive 48 B34 ZLBAE

function Delivery(Ms {pi, .., Puls Rs [L1, o, Inl )
// Ms; is a message, with n parameters

// Rs is a reference list, with m references

// s is the identification of a source process

// d is the identification of a destination process

SIIsender - SII [d]s‘H’

save SIlsender; Sy and d in Osender state

inesrt a new dependency relation in Antecedence graph[d]s
With Osender state

deliver a message with S5IIgenger to d

If (M is not null)
for all parameters p; of message
if (pi's reference r is in Ry)
save pi’s reference r in the Reference Table[d,
SIIgender]ls in 1 order
else
save p; to BackLog Buffer and get reference r
save a reference r to the Reference Table[d,
SIIsender]s in i order

if (the sensor node is RME model)
deliver the Reference Table[d, SIIsender] s to RME
else
save the Reference_Table(d, SITsender] s in BackLog buffer

(2= 1) Delivery functionel SAE0l S}
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function Receive (M, SIIsendger, S, d)

// s is the identification of a source process

// d is the identification of a detination process
// SIlsender is relative the Sender SII

SIIcurren: — Max SIT from Antecedence graph(osi:®)
save s and STTsender 1N Ocurrent_str

save osrr in Antecadence graph and modify SII++
Pass M To a destiaation process d

(RAE 2) Receive functione] EAE0l =2t
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Ago] BT A2 0F T A7 ] FARA H)
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c}'° 3171 4

%K}Ei SHOF 5“3} a ‘4°
FTRE Wisfel @ dw *‘i*ﬂ’\—i % A Al
A7k MMSe] wZed W23 B “’_}7“_’3} A A
gtk AN MMS Z2A 270 Aol EAsty E9g F
gt d = 31 ezt A *‘ﬂi iR A et w}a}/\i
HAl Fau BA dHol g 2T ARE uEe o
AYslA @tk olzd TAE ”‘7] AafhA Tt MMS
ZA 27t Aol FAAGHE BT F2E AAE7] Aol
Al HolHES BT Wy MUR {3 F Az HA F4E
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Eipd %ﬁﬂ*‘l Order 7oA AE" EF wAA7 248 ==
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function Reéovery(p)
// p is a failure process

disable the delivery function of p
SIInax « max SII from Antecedence graph (osir’)
SI Irecovery - 0

if (p is a MMS process)
transfer the content of MMS memory which is
indicated by the well-defined address to backup
server
re-calculate the well-defined address

start the recovery operation of p

broadcast a failure request to the other processes
if the identification of a process b is in Antecedence
graph (os::°)
if (the sensor node of b is RME model)
send the failure request with (p, SIIsender)
to the RME of b
else
send the failure request with (p, SITIsender)
to the ALBP layer of b

while (SIImax > SIIrecovery)
wait until p receives the rest of recovery
messages

while (The Frocessing Queue is not null)
for all source process b in the Processing Queue
if (the sensor node of b is RME model)
send the failure request to the RME of b to
get recovery message
else
send the failure request with (p, SIIsender)
to the ALBP layer of b

enable the delivery function
end the reccvery operation of p

(2= 3) Recovery function?] &3¢ &
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function Receive (M, SIIsengers S, P)
// p is a failure process

8ITprocessing = 0
if (p is in failure state)
if (M is a normal message)
drop message
save sender_state and the identification of a
source process s in the
Processing_Queue[SIIprocessing)d
SIIprocessing T+
else if (M is a recovery message)
save M in the Order_Queue
else if (M is a failure request)
call the delivery function to transfer the
recovery message by the Reference Tablels,
SIIsender]p

(2= 4) Receive function® =7 S=¢

function Integration{p)
// p is a failure process

while (SIInax > SIIrecovery)
if (the SIIgencer and the id of s about next message
in the Order_ Queue are equal to o,ecweryp in
Antecedence Graph®)
convert a bit stream in the Order Queue to
a proper message
deliver this message to applicatioh
SIIrecoverytt

(ZE 5) Integration functionel 2+ =&

(Z= 5)= Integration <9 B4 FFL 7|&stz 9
t}. Integration s BT WA E &M Rols B3
AL FYPFY ZIAN2E At 9T o]9dx RME
g B3l A w2 ulE 2EY Yo KT WAAE A
A gEvlE BYeR WEANI FF AL AA st
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