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IEEE 802. 1i EAPOL—Key (P, ANonce)
 —
EAPOL—Key (P, SNonce, MIC, RSN IE)
_——

|IEEE 802.11i 4-Way Handshake
EAPOL-Key (P, ANonce, RSC, MIC, RSN IE)
—
EAPOL-Key (P, MIC)

EAPOL-Key (G, Index, GNonce, RSC, MIC, GTK)
—

EAPOL—Key (G, MIC)

Encryted Data (default CCMP)

IEEE 802.11i CCMP Cipher
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[EEE 802.111 #5229 A4 7] gk 4]
H=4|0] 2 (4-Way Handshake) WAOZ
T 715 ARk il wheb A 37FA] AlA
7} 243t 2= 9lon] o|2 9J3k Zkzbe] 7] Wt HpAle.
& Ale 4= oot A WA= shuhe] A T A
2 EQIE Apo]9] A (unicast) 54l HIE A
(PTK, Pairwise Transient Key) 23+ 9J3t 4-tHA|
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Ao Aol T HAl ol 29l
o] LA kbl Atk (broadeast) SA1E f
1% 71(GTK, Group Transient Key) .2+ $J3t
& 7] d=F 0] A(Group Key Handshake /5,
Al HAE Y 7)E Au]A AIBSS) Stol| 9l 279
U/q D]_uko] 5/\]“6]— UH /\}B_o]_ Ul— EH I/}U" 7] (STA
to STA key)& ngst7] 93k @ 7] H=4o]=
(STAKey Handshake) 4]0},
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54 7] S Yot 4 dEAolas (3" 2)
¢ & EAPOL-7] A & # (EAPOL-Key

Descriptor)& ©]-8-5to] 23 ¥Eltt, EAPOL-7] A&
= 40 HE4o] A Bk ohjet 1% 7] Mol
o} ¥ 7] Aol Ao E AHgHL, A th )
(PTK)E A#sh= A3 v&o] IEEE 802,111 4-HH
M= o]A= MAC Aol A o] Kol o4l Akl &

« WY 5 Qe 715 E Alwsit) 4-9A o]
29 7 A, Al WA wAAl= EAPOL-7] A=Ak
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(RSN IE, Robust Security Network Information
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BO B2 B3 B4 B5 B6 B7 B8 B9 B10 B11 B12 B13 B15
Key Key Reserved Install Key Key Secure Error Request Encrypted Reserved
Descriptor Type Ack MIC Key Data
Version

Descriptor TyW

Key Information — 2
octets

Key Length — 2 octets

Key Replay Counter — 8 octets

Key Nonce — 32 octets

EAPOL—KeylV - 16 octets

Key RSC - 8 octets

Reserved - 8 octets

Key MIC - 16 octets

Key Data Length — 2
octets

Key Data — n octets

(23 2) EAPOL—Key Descriptor
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Pairwise Master Key (PMK)

PRF - X(PMK, "Pairwise key expansion)’,
Min(AA,SPA) Il Max(AA,SPA) I
Min(ANonce,SNonce) I
Max(ANonce,SNonce))

Pairwise Transient Key (PTK)
(X bits)

EAPOL- Key EAPOL- Key Temporal Key

Key Key Encryption TKIP: L(PTK,256,256)
Confirmation Key CCMP: L(PTK,256,128)

Key L(PTK,128,128) (TK)
L(PTK,0,128) (KEK)

(KCK)

(23 3) Pairwise Key Hierarchy
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Addict 1E 7|(GTK, Group Transient Key)S 44
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data) BEo] AojA HUH FAl e ApAlo] B
31l ¢l EAPOL-7] ¢33} 7|(Key Encryption

V. IEEE 802.11i 59 ¢35 ¢1g&

A 37 doleE wEshs] 9w WHoR

Key) 452 o]&ao] Belg) Wi}l (12 3)9] W &t WEP(Wired Equivalent Privacy) o]¢]o] %< 1A
o] & ¥z oot} of Al A eh} WAL SEQIE AfoloflA HYH %
715 AH8-3t= TKIP(Temporal Key Integrity

AR s 7] E 4l o] A (STAKey Protocol) ¥32]&# CCMP(Counter mode with
Handshake) 415 4 24 chaat 2o & 7] CBC-MAC Protocol) 12| %] itk TKIPS: WEP
2o Z0] HA O Eolgh i Aju] A AM(BSS) ko] = Aok WS ARERORH, 7|29 shEgo]
S Al e HelH S al s o ARl § A7t Aaglol @} 4 QlEE A9y TKIP
T T 1S EER Y] Stelth, RAY VI P2 4 WEPS o83t Q1B s} ool o) 7] 44 3
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AL 7X7 sto], WEP]| 285+ 7|7} 2t glojg] =
Flouict WAEEE shgle), i wAlA] RAA =
Z9l MIC(Message Integrity Code zg| oo 23}
AZA, ofefgt Wi o8& WEP 4ie|59] kS 3
selch (1% 4)= TKIP Yae]&o] JEse) 714
HolEr,

o

=

Temporal Key

CCMP(Counter mode with CBC-MAC
Protocol)= CCM HEE A8l AES(Advanced
Encryption Standard) % 4ire|ES ARESiT:
(719 5)= CCMP ¥ire]&o] oM od) dg& Hoje
.

TSC WEP  |—» Ciphertext
MIC Key
Payload Payload + MIC
Encryption
Temporal Key MIC Key
Key mixing
Payroad .
WEP seed l M\C_|—> Plaintext
; MIC’ . M1~
Ciphertext ——»|  WEP p MIC=MIC" ?
MIC
Decryption
(ag 4) TKIP 2=s3t b
MAC header ]
Construct
) AAD
Plaintext MPDU o Encrypted
A2 Priority Data, MIC
Construct . ceM ’ NI Encrypted MPDU
Nonce encryption
Data N
TK >
PN Increment PN >
Construct >
Keyld _| CCMP header d
MAC header ]
Construct
AAD
MIC >
Encrypted MPDU, o 7 !
— A2 Priority Plaintext
Construct data
PN »> CCM >
Nonce decryption
Data N L
Key N
N Paintext
PN Replay check M
(O3 5 CCMP =53t 1iy
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uj 7! MS (PN, Packet Number)t= A< 5715k ApO1E Alab o] EFF 4r 9l 7] RS E ThE
FUSE A 7I(TK, Temporal Key)ol SHE5A] ok pA|ofm K gdE AHIAE A5 v|g 7]so] H
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Additional Authentication Data)E& CCM 4.3} 7}
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