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System based on Java Card Using XML Digital Signature on
Wireless Internet

Chang-Bok Jang' - Eui-In Choi""

Abstract

As wireless network was developed and Capability of Wireless Phone was increased, M-Commerce was activates in Wireless network
environment. User Authentication and Security in E-Commerce Environment is very important, so Authentication Technology, such as WPKI
and Hermes System, XML Digital Signature in Wire Network is studying. But if authentication systems was implemented heterogeneous, WPKI
is difficult to implement the system, it's not interoperate with authentication system on wire internet, not support XML digital Signature. Hermes
system also not interoperate with XML digital signature system. So our paper designed System that can interoperate among digital signature
systems and XML document to apply XML digital signature technology on wire network to wireless network, and then implemented system
that can XML digital signature to use Java Card.

IIYE - RMOIHU 0I5 (Wireless internet Authentication), WPKI, XML EXFMH (XML Digital Signature)
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r = (g mod p) mod g
s = (k (SHA '(M) + private_key * r)) mod q
Biglnteger Sign_Result_R = G.modPow(k, P).mod(Q);
Biglnteger Private_key_R Plus_h =
Sign_Result_R.multiply (private_key).add(h);
Biglnteger Sign_Result S =
k_inverse.multiply(Private_key_R_Plus_h).mod(Q);
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public void process(APDU apdu)
{

byte[]l Temp_p = {(byte)0x&d, - ,(byte)0x91}; //
A4E P #k(64byte)

bytel] Temp_q = {(byte)0xc7, -+ ,(byte)Ox5f}; //
A48 Q #20byte)

bytel[]l Temp_g = {(byte)0x62, --- ,(byte)Ox02};
//RARE G #h(64byte)

Biglnteger P = new Biglnteger(l, Temp_p); //
Pzt& Biglnteger 322 3

Biglnteger Q = new Biglnteger(l, Temp_q); //
Q7L Biglnteger @22 A%

Biglnteger G = new Biglnteger(1, Temp_g); //
GZs Biglnteger 308 A%

bytel] Temp_k = {(byte)0x35, -+ (byte)0xbf}; //
g8 k g

BigInteger k = new Biglnteger(l, Temp_k); // k
e 2R vE

bytel] Temp_k_inverse = {(byte)0x0d,

- (byte)0x17}; //k-1 @

Biglnteger k_inverse = new Biglnteger(1,
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Temp_k_inverse); (E 2) BXME ZHZ ofE2iAH0/M dlolE
//k-1 %% Biglnteger o g2 M

BigInteger h = new BigInteger(1, Temp_Digest);
// Signlnfo JHNE A3} AAFE A2 HE
bytell stored_private_key = {(byte)0x20, -,

LERE R T

PP, QQ, GG A el ALEHAE 7]

(byte)Ox14}:// 74€17] % public_key AL S 7128 § ALLEHS 289
BigInteger private_key = new Biglnteger(1,

stored_private_key); W, ul, u2, vl, v2, v| AAAFEe] AFA 44EE g

/A E 2AR AE

Biglnteger Sign_Result_ R = G.modPow(k, Hash ?ﬁj‘;ﬁ‘:?a‘gég Canonicalization 72k
P).mod(Q);

// R g A

BiglInteger Private key_R_Plus_h = 32 MX} M HEAt
Sign_Result_R.multiply(private_key).add(h); B E=EdA Ate Ax"da XML AxAEH HXe
/AR + (R=74Q1713h) AL e 2t

BigInteger Sign_Result_S =

NEO 2
k_inverse.multiply (Private_key_R_Plus_h).mod(Q); O AH&A7E B3ES
/'S g At @ XML 7ol £XE Mediatorel] dd

® XML A¥ 4 24
- Reference AW E, Signedinfo d#HE A
- Signedinfo Canonicalization Z3& ©%7] #$
- 4 dEvle A4k AE
o 7217 & o]&3 SignatureValue A4+
o SignatureValue®} KeyInfo %-& Mediatord] A%
- Signature AYHE WA
@ XML A% X9 7 #A4E 5§ 71l dAF

@ HAME HF AELANA

AAMEE EME dFe7] AsiMe ABA 444
B(r, 9)F AH8E 7] AH, FEIE ol &3 Hagge
24 o]FojAn, AL DSAY HF ¥unEFL gy

£,
= ® F&71#NN = MBEAY FHEA EAF
- 322 A%
w = (s) 'mod g o o] £AF transform ¥ ¥ tie|AAE g AN
ul = (SHA ') = w) mod g o XML A% ZA4uel tho]F2E 3} vm
u2 = (' * w) mod q - Ny A=
v = ((g" * public_key") mod p) mod g ° e
e Signedinfo Canonicalization 232 74t
o F7l ?]9} SignatureValue® 7MAx B33}
B mBoldiz AR ek 1= ofEZalAold A ® 1= 92 T A4 98
Java Cardoll A A|¥38Hz APLE o83l 7A5A 423 g @ AHgAA HA 95E BB

& A QRS st Lol TES
34 XML HiAIX} RE

g (2 2)v B =AM AEd XML dAAME &
Biglnteger W = Sign_Result_SS.modInverse(QQ):
e = o3 A clraly o. cluly
BigInteger ul = Verify_hash.multiply(W).mod(QQ); 1ol el A& ECI}TJ_ ek A “‘ 271 B 97
Biglnteger u2 = Sign_Result_RR.multiply(W).mod(QQ); 9] Aol 4 749 dEvBY XA FolA 7]
BigInteger vl = GG.modPow(ul, PP); 7 ] (1% 2)9]_ e XML @X}-/\']Dg 5"‘1‘3‘ = %‘j *Ji A 3]_
Biglnteger v2 - public_key.modPow(u2, PP) R
pa [ W E =
BigInteger v = vI.multiply(v2).mod(PP).mod(QQ): 717k ot wekA <SignatureValue> 2R E] Z

tjol A A E FHEBlwx3RVEPSOvKtMep4NbeVusnk) #H&
=R FEF A GE o Eg Aol A garz A$st ole]§ tholAAE gL B o=

o)

Z AA M &g Aderl A8 XML A" 4 F
e 7

EF 2 ¥
AHgE T8 dlolEh: <E 2> Zth M= Aut FEA M ABaE APIS o &3d £33



42 FEHNeISSEEX C M12CH M1%(20052)
o2 A#F F Mw gh(79738777230..) AMNSGEE T

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmins="http.//www.w3.0rg/2000/09/xmldsig#">

<SignedInfo Id="Example">

<CanonicalizationMethod
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010
315"/>

<SignatureMethod
Algorithm="http'//www.w3.0rg/2000/09/xmidsig#dsa-shal” />

<Reference URI="http://larkspur.hannam.ac.kr/example.htm”>

<DigestMethod
Algorithm="http://www.w3.org/2000/09/xmldsig#shal” />

<DigestValue>E6lwx3RvEPSOvKtMepdNbeVudnk=</DigestValue>

</Reference>

</SignedInfo>

<SignatureValue>79738777230...</SignatureValue>

</Signature>
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