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Interface of EDI System and VPN with IPSec and L2TP for Speed
efficiency and Security Level

Byung-Hun Choi" - Gun-Ho Lee™

ABSTRACT

Electronic Data Interchange(EDI) between a number of companies goes on increasing on the internet. Although a conventional EDI system
reduces business process efforts, time, resources, etc., important information is easily and frequently exposed by well trained hackers and
crackers, which inflict a severe loss on the company and even put the company under a crisis. This study integrates the conventional EDI system
and Virtual Private Net(VPN) to maximize an overall efficiency of speed and security in data transferring by the level of importance. The EDI
system interfaced to IPSec and L2TP of VPN allows us to select two modes : the one focuses on a high speed with a low or a medium level
security or the other does on a high level security with a low or a medium level speed. Both the company and the end users get a lot of tangible
and intangible advantages by integrating the EDI system and VPN,
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EDI : Electronic Data Interchange
VPN : Virtual Private Network

VAN : Value Aided Network

¥4 9% : Public Switched Network
SA : Security Association

AH : Authentication Header
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ESP, Encapsulated Security Payload

LZ2TP : Layer Two Tunneling Protocol

PPP : Point-to-Point Protocol

ECP : Encryption Control Protocol

CCP : Compression Control Protocol

TACACS : Terminal Access Controller Access Control
System

RADIUS : Remote Authentication in Dial-Up User Service

PAP : Password Authentication Procedure

CHAP : Challenge-Handshake Authentication

Protocol : CHAP

IPSec : Internet Protocol Security

ICV : Integrity Check Value

MAC : Message Authentication Code

SPI : Security Parameters Index

ISAKMP : Intermet Security Association and Key Management
Protocol

NAT : Network Address Translation

IKE : Internet Key Exchabge

DOI : Domain Of Interpretation

Z HE

e-mail : chothuni@naver.com

2001 BAostn [A-E AT (EAD

20043 A Agriedrustd
A DA 285 8 (A A}

20001 ~20039 (FTIYYAE /S V1ed

20033 ~A A Al B QAR

Aok 1 EDL, VPN, IPSec, L2TP, ARRE

o d =
e-mail : ghlee@ssu.ackr
19864 diohstal A EstF(EAL)
1991 It gtal A& st (M A
199613 U. of Iowa, Dept. of Industrial Eng.
199713 ~1999d S hshul ¢35t
A
1999 ~2004\d s A WS T Ay - HEAIAEF G 2y
2004~ @A FANGR A - ARA AT Rug
A EF: 00D, AR KBS E-business, Al, Manufacturing
System, Product Design



