Design of Traffic Metering System using Embedded Linux
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Abstract
Increasing network traffic and multimedia application services need realtime analysis of network traffic for

improvement of QoS and effective management of network resource. Because difficulty of measurement based
on software method, study of meter architecture for efficient capture function is necessary.

Therefore we design and implement hardware metering system for efficient packet capture using embedded
linux. And we analyze required bandwidth of system bus and memory for 10Gbps traffic through simulation.
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Fig. 1. Architecture of meter

N
)
4B

F-to-F A2
38 Z8S A% e g Axge] dd3s) &)
YESA 2kl QI H o] 29} nEE A28 Alo]9]
il S astth 1071712 99 slE dolH e /9 Hst
Tk o] Poltk, ojw WHstE o]l wlolE 1
AAEE e Fo| e & A7t Aotk 1] F
= EAE Astr] 918 7159 shit=z 10 717}
HEe] Y ESA Al2glollA 21l Qe o]~} Al2~8] QI
wo] 2 Atole] 1d A FAIE s|As] A HE| AL
FPSC (Field Programmable System Chip)ol] thal 7]<3ic).
g E]2Ake] ORLIIOG FPSCx YHlt]= ASIC Fo] bl
XSBI(10 Gigabit Sixteen-Bit Interface)E& E&AI1Zl Ao & @
A7 Alz®l Atole]l fA|Et= 16HIE QlE o] o] tH5].
FPSCE AF&3he= ol Adorslal Ed
o]z Zh-H I B34S © &aAol7] wiolt}
1% 29} 7ol 10Ghps®] ©lolelE ¥/ EstE Faatm th
Z deolg #eloz FAFo] = LVDS(Low Voltage
Differential Signaling) /O AF&-3tth. 7|2 o] Z2]A o] Ao
A 7+ dlolg giele] Hat w4 622Mbpse]th. & =&
A& LVDS J/OE o438 161 E $5=41 dlold kel 17)
Aoy 424 gkl Zig]al Zh whako 2 dlolE 9t d E9d H
SE|Ho] AR HEYA
10 717 E YESY =
Al z=glo] ol Al o] A

o =%

R

ERES

)
o, o g (m

=l

= B7e

i

X,
lo

I~ Ay
e



= 2l5AaE

ag 2

10Gps 291 SlE o]~
Fig. 2. 10Gps Line Interface

M. olez AAR dA

L Wy A2y 74
wER A9 A3 shEslol2At PXAZS Z2AA
(400Mh2)$k 10Mbps oIt Abkg 7 ule)= A2
& ol8sjel AL sk sEgelze Yur=
g5 719 24198 29 6}213111 ﬂH?A AAE SR AZE
9o 2+= libpcap 0.8.3 WA Atk PCY wm2e) o
s gsske) wat A 8 52 sto] BloR
sk steslolst gl 2 2 A A 3
WHAste] Ads sk w3l ﬂr:z €13} libpcap 0.8.32
et = gEzoA #-d8] 5 @ W= E}Ol‘ﬂﬂme
"XJ@].O:! ou:] libpcap% Al Zﬂ
2ZELE T ST Trﬂl 7¥Fsdt ¢
A vIE R MRS A A 5 n)g 1
S5 FolA Ak, et AMTIE AT ol £34el
HAL AASA AW QT 2527} S XIfLQ w5
2 AT 22N T ToR wE AR
Al At uhebd vEE Algo] AXg Hle 1
TS AX B Alzglo g Rl Bk

ek

S‘i

ol 88t EaiZ o|Ed AlAH H7 3

a9 4 EY AzEs B A2

Fig. 4. Metering System and Traffic Analyzer

a9 5 7EE 1EHY st

Fig. 5. Implemented metering hardware

a9 5% 79 v sedele e, a9 4
= EY AxRd B4 Axge) JESA T2 R
Fi= agolrh

2. libpcap #olE &

libpcap(Portable Packet Capturing Library)e | #
AAE 918 &9 AA FEHHA Fe gholHE ol
o} libpcape 52, FH s, 5o &9 AA
TAGle] AHEE e APIE AlE gt whebA] o
3k g A A 2] o] =] A o] olelx libpcape] APIE ©]
|35t st oEFg Al AE AT F vk A
ojw| gk},

libpcap ErolB.elzlo] < s|lA AA7} H A= 1
EZE4] RS AA olde] ol tHE =

o =
Aol HA ke g FRAY EAHE dARY] u

Al



a9 6 XE &0

Z B0+
Fig. 6 Packet dump in port 80

S AR R B |

libpcap2 o] &3l ZR2EEQCR ZHA

Aolde] e 54 TEQ 80 TEJ s

WAz = AAE HoF= 1go|t) ofF

P WA, sy Zel, TTL, A¥Aty e

&= E/\]f% —'F Rom AA e deolHE
=

115—1,

)

il

AA W **LE(’JM” £5E5 9
ato] A ol tigh oW g dHolHE RolFA] G=
o} e B4 A|age] AZEgolo] o Aol up=
= A zrador Aol it

O 72 MEHR A2=dge] AZEYlst o]

28 wolFi agolth sEdlolt 10M olHule 7
A w 128Mbyte9] SDRAMS 7}7 PXA255 A]2=#lo]
S U1 LRl S5 FYE 3ol 24 A0l

W 5F Hol B A Wtk B A A% A
B & Qe MEE Fasty] A717] Astel W

o] 3 Ao & 1024 vlolER A AsAT A v

3 ARe vHY B4 Azde gaa gel7t sof
Ak MY Azl A B

E;:%Lg_ B A2
=]

32
HE A4 stel 1024 vl £ msiel 4%
vy dolE st ol B W of HelA o]
Ze g TCPE ol 3t} A% s o @gg T4
o o] gtk ol WA o] A Azw0.
deld: 19 83 2k,

=2X|(Journal of IKEEE) Vol. 9. No.2

&8P ! t
el A i
@Q R

IEARIE]
‘ W3 =2 A F-»‘ ‘
32Bytes
2A
ag 7 "EHY Ax" 7

Fig. 7 Structure of metering System

e Ty TF D

|.-';:.-I--|:. ':_:I"l"- ..,_;.r\:: AL h;::.'
r -
- ——
-~ R
E 1 Indeu -
-—_..'II = | ri _I s i
n ll - |
T 2 ! : :.'.
I ]
) L4
Iy 8 7hed doly £
Fig. 8 Processing Data format
2. B4 N2de 74
o] mE g A

AAA 2



AdC = Bl 525 0

o0
_<')l

tlolE ot} Hg WEHY Alz"or dojxl HolEE
v Al xglo A A3 FAshE AL vEHE A2FE
o] 7k Ase EAVF dA & Q). upgha mEY
Alzgol X A g deolEE 24 Alzglor Rifr
HlolE & A eHA Hrh
e 8 A 2Flol A HlolE & Wrol R ke A Al
g2 Intel Pentium 2.4GHz, 512MB # 3} 100Mbps ©|
Gl Abke] PCE AMR-SIGITH 24 A9 2203
Visual C++ 6.0% MFCE Ab&-3te] @3t on, 4l
® dolE & #A]ste] AREATE SolrR T A AT
o2 foHE =AY FHIES s A &
ZEJol= WA vEY Alzgde] AARA S A A of
B AT 24 AZE VL MEE Alxdd dZ2HE
g A e Alzge] Hajof & A E A
Hrh 29 9% #A4 A" B4 22l A4 st
A HolFs TFo|th 1§ 904 ®A] wEE A~
do] EAst= P F4E AASHaL, 39 Aod Eol
£ dolHE duivhE ws AQIVE 24 oA 2
A% % 49 Make Ruleset M ES ©o]&3lo] v]EH A
25l3te] 27|18 AAS AXA Hrt

i)
o

Oy 9 B Zzoad 44 3w

Fig. 9 Configure screen of analyzer program

a9 99 el M dgsar &4
e Al=Ele] Aol A E
I sl GAs] Bol3A | E
Al Alxgle] HEE Hastels Aol TadnE =
asUE HolFe AL v @A & F glvh =3 3
M= PlE Y Alxgogiy ke ZAF g B
oFm 9 119 12+ "ER A2=Hozy
olElE &7 gt AE PAHo R HoFEr 1
a9 129 JE AL 7 T2EZ w &
o] SAEA FAow RojFE} ojm Kol = HAlE
A BUAR FAEAM, F =A HFle] 8 HAEY

= HoFE= Aol

Ezfiy o5 A" dA

=

HREfciiFsE g E
gi:r-c.q,-f.s-:'-.x': At
;i'gi.ﬂ H
o
e
725

- e sl im

9 10, WA AlzE 203

Fig. 10. Log screen of analyzer

- [

sl WEET ]

== —1 . b ;I T
! B J‘ - - mm g o

a9 11 vk (E gkH
Fig. 11. Bar chart screen

A= -

% 12, go] AE 3
Fig. 12. Pie chart screen



3. B4 Nxde AF

B oEEoA A B4 A"y vy Alzgle] A
o 5ZS shEvtel didk AFe] desith Alxd PSS
k] vES A 32ue|ES] 7F 22 EZ EdY 64,000
N EY S BAste] AT nEY AlAdE) B4 A|xE
o] 443 wAsE A& AT Ak AR S S5t
A oy Z2aPe AAolA  AlFo] 2 El(Engage
security)AF9] rafaleXE AHEsHATE A AAG7IE LE ]
ol HTTP =7, UDP, IPX, FTP, ETCS wHAyslAl A3}
Ark 27 132 B mReA 7dd 24 Alz"o] A
AA dHolHE HolFe agoltth szl BT ofsiA L
Ak 7S 100% AAS A& BT, F £ Hol=
T} 2048000 vlolEQ)S HofEL)

wll

ﬂ':l: J — P T =

2% 13 B4 Zzad 97 24 s
Fig. 13 Packet analysis screen of analyzer

program
V. Al 28o|Md mEld 3 24

Hold ZdH

oA A EdE ZUHAES Aste] 74
dlel ek Az E o= 10 W7 E Y E F A
HAE T4 SFolrh & =EolA FEE A=l
9 Lﬂéﬂiﬂw s stEdlolE AEet] €
T Aage] 29s AAefol drt waka] A
ol ¥ HoXE FHEHM ALHS 10717 U E
Aae Hgety] A Do Ang A0S AETY
old dtt 10 7]7HHE HESANA W A F3
Al &7 Mg Bae v qgEs £45
71 918 AweSim& ©]-&3dte] AlEe A& ST
# 14 10717H E v E A S5l A S 913 A

Eeeo]d Rl EExolrt

5

=2X|(Journal of IKEEE) Vol. 9. No.2

10Gbps«1 AE = UEgast vHY A=H9

Qe A o 2= 2 E 241e] LVDS VO w49 el e
Moz 1% AR PAL Assgon, A7 AL

10Gbps¥ o] # 2 IPG 9.6nsE #&3te] A3 D]’
gk, A 7l 27]90 40Bytes?] 7ol A PG
Zoz Soj2rha 7Hgs . CPUE v 79l
ole7] Hel d HAAE AHP & e ol Uk
7Hgstlon, CPUNA Aelsl 372 640 E Al =F)
Hag Fa dxgel Adwd. webd 96nsvitt
40Bytes®] A& Asto] k= A om Hof =
AA Aol dsl AEgold st

Ll r“

10Gbps
Rx CPU E
Q2
£
2
0
s
Memory
Metering system

9 14 AlEYold rd EEL

Fig. 14. Block diagram of simulation model

oA Medt 7|2 AlEHolAd mdd 93] 10
7“”5 e 2elA A7 AAE FAT 9 278
A o MR g EE EA487] HEl Al

£ 37 &4 ¥stE =4 et
=
& aridfgres ¥
o = Ar2VDEsD L
T, & FlVHpEn =
e 5 VR Lo
N
| | ®
gt ] v
5 .
10m |-
= tmE 2 i
E = | ) L — .
.:': - - " . =
ool |- ek e iy
o "'." P
sl I I_l T - S Y

ST (o= L=t L= 0 3 T

Farsier ol lgal Pachpl

23 15, Al&E Hs g Ee] e 7 &4

Fig. 15. Packet loss vs. system bus bandwidth



b= 2l 525

26 W29
Aol dojut= AL g
9 =04 A7 Az
920MBytes/s ©]/<] o Zo] =
Art. dolE AFe 7|7t 64HIEY w] B F
115MHz ©o]’¢o] sofoF skl m e} a2 Am% z]
2 869%nsec ©|3t7F Hojof st} ulElA] wmg]
Ao BrEET W2 A7]E 1280 E o]l Q
ok ® 12 Al=d B2 A el 920MBpsd 7
Alz=gl W2 dlolE HE Av)ek W E9 HEe

Az Bds vERd Aol

32
i)
—
(e
N
_\\I_‘

—

ol
oF
o
°
ol &
ol

E 1 Al2=E W2 A2 3 (920MBps Y
Table 1. Data processing in system bus (case 950

3%)

MBps)
w R g oA 2~
) =9
Al 2=d] H 2 W &Y A7
32bits 203MHz 4.348nsec
64bits 115MHz 8.695nsec
128bits 57.5MHz 17.391nsec
V.2 E

RO T1Ee) 2zmEglo] J]uke] Eeju 24
o] ohdl QulEI= 252 Fuke] Bh=slo] BlE NS

A8 10Mbps®] VIESALA a7l HAE F3sh=

U= 2 vEE AlagT) 24 Alage A7 " T
Fatoiek

TAR MER AR 718 nE FRelA R A B
B g B RES B AAgeRA w7 A<
&7} AR AHe Ak E8 2 =Rl 10 717
HIE Y| Ef] 0] 1 A AAE A L7 HE Alad m

o} vxe] Lol sl AlEeold stk
AlE ol ﬁx} 10 717HE Y EYAeA EE 3

Z19] &3 AAE 9)dl = 920MBytes/s ©14d<] Al
28 W29l 460MBytes/s o2 W2 tgZo] @

?&1% &421 T E A FF
st=slo] PEE Al

e
Wetel B A7t de

frj o] Eefjgo] A3}
SoC(System on

'—‘,—_x

.

_O‘LDE OH

il

22

[1] S. Handelman, S. Stibler, N. Brownlee and G. Ruth,
“RTFM New Attributes for Traffic
Measurement,” RFC 2724, October, 1999.

[2] N. Brownlee, “RTFM : Applicability Statement,”

2721, October 1999.

N. Brownlee, “Traffic Flow Measurement
Experiences with NeTraMet,” RFC 2123, March 1997.
[4] N. Brownlee, C. Mills, and G. Ruth, “Traffic Flow
Architecture,” RFC2722, October 1999.

Semiconductor

Flow

RFC

[3]

Measurement :
Lattice

http://www.latticesemi.com

[6] TCPDUMP/LIBPCAP, http://www.tcpdump.org

[7] Intel, Intel PXA255 processor Developer’s Manual,

March, 2003.

[8] Thmas Lindh,

Monitoring in IP Networks Combin- ing Active and

Passive Methods,” Proc. of PAM2002 Workshop, Colorado,

USA, Mar., 2002.

[9] MRTG, http://www.mrtg.org

[10] FlowScan, http://www.caida.org/tools/utilities/flo
wscan/index.xml/.

[11] CoralReef, http://anala.caida.org/CoralReef/Demo
s/cerfnet/link/.

[5] Corporation,

"A New Approach to Performance

ISP

ol & A ()

1968 29 27 A.
1998 Fhrofeta =g ot
A (F3HAh

2000 g o st o
sh3h EF D
20023~ A s osta o

i

1

o
ro,

2

vl

o

)

2

FORARS )

<—?—1V;j‘ o> Embedded system, Ad-hoc U E



8 M7 M Aretz] =& X[ (Journal of IKEEE) Vol. 9. No.2

A 3 A (F3)

oHl

a3}

i

2003 gt izt
A (F A

20051 ghgoHsta diskel HAE
g3t E{(F AN

<F A F-oF> Embedded system

27 7F (439
19808 mdta AxEE E
A (FHA))

1982y m Uit ojstY AxE
83 2 (FEAAD

19879 mHdita ojsted AR

19871 9€-19901d 8¢ WA-Fdu =g
1999 3-20001d "= Oregon State University &

AW ezt gAEAzE A,

1980 AEMa HAAFTH =
A (& A
19829 ZAEUEn et A

gt Y (FEA AN

199813 The University of Gent,
Belgium, B X/ e Fstap(Fst
whAL)

1986111988 v = AIT Inc. A+¢
1983084 B2 AAENATAETRD A 479
<GB 1EHAHY A%, P $87% 145
vegazzais, 24% B8 7%



