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Abstract XML (eXtensible Markup Language) is recognized as a standard of data representation
and transmission on Internet. XPath is a standard for specifying parts of XML documents anda
suitable language for both query processing and access control of XML. In this paper, we use the
XPath expression for representing user queries and access control for XML. And we propose an access
control method for XML, where we control accesses to XML documents by filtering query XPath
expressions through access control XPath expressions. In the proposed method, we directly search
XACT (XML Access Control Tree) for a query XPath expression and extract the access—granted
parts. The XACT is our proposedstructure, where the edges are structural summary of XML elements
and the nodes contain access-control information. We show the query XPath expressions are
successfully filtered through the XACT by our proposed method, and also show the performance
improvement by comparing the proposed method with the previous work.
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<order num="5392-323">
<customer._info>
<name>Jeon</name>
<phone=>016-211-2815</phone>
<addr>

<city>Dagjeon</city>
<zipcode>301-754</zipcode>
</addr>
<credit_card type="Master"
exp_date="2006-12"/>
</customer_info>
<order_info>
<title>DATABASE SECURITY </title>
<publisher>Addison Wesley</publisher>
<price>25.00</price>
<addr>
<city>Daejeon</city>
</<znpcod e>>301-754</zipcode>

<forder_info>

<order_info>
<title>Data on the web</title>
<ISBN>1-55860-622</ISBN>
<p§§re>39 .95</price>

<city>Seoul</cit: g'
<zipcode>435-651</zipcode>
</addr>

<forder_info>
</order>
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2.1 XML

XML #AMe F$HE dEUE(element)EY W&

(sequence)® FAHD, Z} JLHEE U § JdIHUWUE,
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94 1. 29 19 Jelds XML &4 Egd o}
3, &9 F XPE p; = "order /customer_info//” 9}
p; = "order/customer_info/name” & AH&-3t 9] 1o
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1. pi U p; = "order/customer_info//"

2 pi N p; = "order/customer_info/name”

e o

3 p - p = ”order/customer,info/phone, order/
customer_info/addr//"; "order/customer_info/credit_
card//”
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ca &€ Ar A€ XPEol Wig HZ Aotk F A4 =
{read+, read -, write+, write-} O
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btk shutel XPEE = g A2e 20& 7
3le ZYUIERZ FEE § Jth XACT9A XPE
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«C € == ndl g s HT BF ¥ (scope)E
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L T k= chide 3T =t A xTE
NA, recursives F =t BE & REBE
NAE Wl EFAIZITh
s Fe xE pd thd XPES ZHHIEEQ] Hio]
o ZHUIIEEL AREAEC] == nd HI2E
F e 2AE #AYD 48 E9. F = {price>
30, name = “Bob”}$} #ol ZHUIEE F3] 4
2 2748 9AE £ sl O
XACTe 9" XML E&9 HZ Ao FH= 7
Aeda & 4 3tk aFgltkeE guje S5 BRE
AAsAHs D& ou)dich wEkd, XACTS ZF =&
= FY8 A2E AUA ok FJS Ao BRE A9
2014 MWE ACLE V|¢d AHRERH Fdth
ACL ZRE s XACT =E=d 337 93
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AAZT ZleNE x=o ARsA Bk 39 39 59
At A9 201X S & A9l FU3H, e 39 Ck
ACLY Sl= XPES] ¥iglo] whel ZA ") ©d XPE
7V G SRR BUE AS, CE A7) ‘recursive’ e
‘child2 AR, 1 v BLA ‘localolth. B 3
9] F= XPEY =ZIUJEE =E n9 ZEZo] At}
XACTY #A=Z+x dvz=e] wigs 9vstr] d&
HEIHREY €2E F9o H-AAUEEL XACTY]
reg g4 EIoh gEbx, v-dIEHESS
XACTAA 25& LFshe dHEY g Zt)y)
EEE y3slo AFdct
I8 32 XACT 84 #3838 vehdth XACTY 9
AL XML JWEEE o|FojAttE HE& FE3
2 XACT9] oA Eo] ghEold g, ACLY U= 7
XPEC s} wjA=HE AASE Fo} T ACL 4R
& I AL AETe == ARF§TE. XPE) =
gyEZE EgEe] Jed, a1 ZHYIES) /Y HE
2T AeR ARE AR F XACTY AAES
AuEte] /9 w7 g THUIIERZ WA F =
Zof ARk /e W 2R AZHE HIE A
e AW oAl AASA Hok //SE ‘recursive’Z, ‘¥
= ‘child® A=, YA B9= ‘local’® FARA
ACLY &A5le 28 XPEES w3ty 4 #AHE v
B3 XACT7F 4880,
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(1) (Bob, read+, “order//”)
(2) (Alice, read+, “order/order_info//”)
(3) (Bob, read-, “//credit_card/”)
(4) (Alice, read-, “//order_infolprice > 30}/addr™)
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Algorithm XACT_Constructor
Input : ACL(ID, right, XPE), XML document

Output : XYACT
(€)) Build X4CT edges of XML document
) for (each X4CT node which is matched by the XPE)
3) if (the XPE contains predicates)
) Current_node.predicate := Predicate_Search(node, XPE)
) Current_node.ID :=1D
6) Current_node.right := right
Q) if (the XPE terminated with /) Current_node.scope := ‘recur’
(8) else if (the XPE terminated with *) Current_node.scope := ‘child’
(€)) else Current_node.scope := ‘local’
Algorithm Predicate_Search
Input : node, XPE
Output : predicate
1) for (each predicate)
(2) if (the predicate contains *//” or **’ )  // search exact set of predicates
3) for (each path of the predicate) predicate_path := predicate_path U path
@) else predicate_path := predicate
) predicates := predicates U predicate_path
(6) return(predicate)

¥ 3 XACT 44 gxnas

ID | right {scope predicate

Bob | read+ [recur

| B [Alicelread+ Irecur

“t C J Bob ,read- (local ‘ ,

% 4 XACT == W2 A Ao A5

o] ACLe] ¥i#s]o] A" XACTE 19 4% Zth
L), (208 W-&L2A, BAY B3so] == ‘1'dHa 109
o ztzt AARA. olw XPEV} /2 W] W&,
A2 Ao} WAL ‘recursive’2 ARAHE (3)2 CY 2
o] Wizlslo] ‘¥l =Eof AR, ()& D9} Zo| W
gxo] ‘15 k=0 AREd. ZTHUINEE T =
o] Az ug} 0] o|FAEH, o F E°] (4
A “//order_infolprice>30] ZH7)E7F AAE ‘15
xxo] 2 ‘order/order_info [price>3012 +HHL
& & Ao (]

XMLEHoA] ZFEZRE dHUHER ol2& 3h}o
A7} XACTIAA AAE W= yg=ed, &
A7 2% AA"Y g2id XACTE v3ae
AEE et

54 1. =447 EE X334 &= XPE p’t XACT
oA AAEL] HEES YHEPE AT, pE XACTY oA
& Fete XML 249 dHE J&FS vepln, 1
Az APk O

ox J

ZYUFEE E@sh= XPES Z$, XML EA{oA
poll g AAHEEY 7ol XACTA pll g3k
€ dAEe] YeEl= XML dg9E #A¥y dE
Slth

EA2.pE ZHY7ES 235l = XPEE 3
& 23, nxmlples XML 4 EdA poll Wig
x=29 Afoletal 3T, nxacr(p}E XACTAA pol
3 AR EC] Jtel7le =289 JAPelztxn AL 2
A, nxmelp) S nxacriptelth O

54 2& XML £4 Egdi 24 ==89 wde
2AE A2o) e T ks So] EXEe AS Jehd
o A9 39 "}, XACTIANE FE== F2E°| A
A=z e A2 FHEY M F A ko
Aol XACTANE ANZE A ==80°] H7] #&Fo)
o oAE AWux, ¥ 594 EW ‘order/order_
info[ISBN]/publisher 8= XPEE XML E4<] oj#
xodE FEALETh AT XACTIME ‘12'd
oo sFdEt o] de nxmilp) C nxacplA73¢
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Algorithm Query_Filter
Input : [nput Query(ID, access mode, XPE), XACT
Output : Authorized Query(ID, access mode, XPE)

if (current_node is access-denied) A (current_node has a predicate)
ancestor_result := Ancestor_Check(current_node, ID, access_right)

not_predicate := Predicate_Comparison(current_node, Input Query)

= concat(‘not(*, not_predicate, ‘)’)

(1} for (each node of XACT € XPE)
)
3)
g) if (ancestor_result = ‘grant’)
)
6) if (predicate_XPE != NULL
7) predicate_XPE
(Si else if (current_node is access-denied)
9

—
o —
N

else if (current_node is access-granted) V (current_node is access-undefined)
if (current_node is access-undefined)
ancestor_result := Ancestor_Check(current_node, ID, access_right)

12 if (ancestor_result = ‘grant’) V (current_node is access-granted)
13 if (XPE is terminated with *//* or ‘**)
14 descendant_XPE := Descendant_Check(current_node, XPE)
15 if (XPE contains predicate)
15 for (each descendant_XPE)
17 predicate_XPE := Predicate_Comparison(current_node,
13 Query(ID, access mode, descendant_XPE))
(19) if (the XPE contains predicate) A (predicate_XPE !=NULL)
2) Auth_XPE := Auth_XPE U predicate_XPE
(1) else if (the XPE does not contain predicate) A (descendant XPE !=NULL)
22) Auth_XPE := Auth_XPE U descendant XPE

Algorithm Descendant_Check
Input: current_node, XPE
Output: access-granted XPE

1)

if (XPE terminated with *//°)

%) ifl (all descendants are granted) grant XPE := XPE
) else
4) for (each descendant of XPE)
(5) if (descendant is granted) grant_XPE := grant XPE U descendant
6) else if (XPE terminated with **)
’é) ifl (all child nodes are granted) grant_XPE := XPE
) else
9) for (each child of XPE)
(10) if (the child is granted) grant XPE := grant_XPE U child

Algorithm Ancestor_Check
Input: current_node, ID, access_right
Output: access right of current_node

1)

ancestor_node := parent_of_current_node

2) if (ancestor_node is access-granted and scope is ‘child’) return ‘grant’

3) for (each ancestor_node)

4) if (ancestor_node 1s access-granted and scope is ‘recur’% return ‘grant’

5) else if (ancestor_node is access-denied or scope is ‘local’) return *denied’
6) else ancestor_node := parent_of _ancestor_node

// when ancestor_node is access-undefined

Algorithm Predicate_Comparison
Input : current_node, Input Query(ID, access mode, XPE)
Output : XPE with access-granted predicate

1 ant_XPE := path of current_node
2 or (cach predicate of XPE)
3 if ( predicate contains ‘//* or “*’)
4 for (each path of predicate)
(5) if(path is access-granted) predicate_path := predicate_path U path
é6; else predicate_path := current_predicate
7 for (each access-granted predicate_path)
(8) node_predicate := node_predicate U predicate_path
) if (node_predicte = NULL) return null
10y grant_XPE := node_predicate U grant XPE

(11) return grant_XPE
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