290 FEAFI=EA 2ZEHO] D & A 2 ¥ A 4 L2064

5% 2 JuIE ol 8% ¥5Y Tz

$AA
(A Program Similarity Check by Flow Graphs of Functional
Programs)

Mo wtEl "

(Sunae Seo) (Taisook Han)

2 o AFHY ATEo] Algol FtEPHEA, ZRIY 429 = &(HA)o] ALFAHC) FEAE B
Ztg 3 gle), ol EAE sjAstna zeaNe B FZE vasled BES Fohfe wyEo] AgtH
QAT 7t T2 o $ANE BH-E FohA EIe IAE /AL Qlth o] AFdMe, BY 72
el AR # ohld), =2 Zhe] £3Al 92 IAE Dyl JYZE o4 oy ¥E 7
Al Al&ES AR o] HHEL By HH B olyg}, 34 AE AR Hlm dAtd] Yo EN,
FYPA) 9 AAE HSAA B z2ad $£R gEiaE T2 3HL wEg £ Qg ®
g o] AFeME Bd ZT=aYolF RAWIE YA Fosla o] EH ZeaYP o9 dFoN
Aty Bz d gz #AE Bk & F TEaYPo] FAolgE AL ¥H 7d ad=st o
e Zn e 22 WAV 388 FHSQT 13 Agd ¥4 2 WHES AAFHd Zead
B ¢ojal 1ML o M AU FEY ETE SN dA) FA9 Z2aPEL 4 2y, A
ZE9 Wold F7) g Z2a¥ AL AUR PHEC] dE § ASE FNSHh

195 Z2O¥9 fAM, B3 Z2aY AAL 25 84 a9 Z2ay B4 343 9

Abstract Stealing the source code of a program is a serious problem not only in a moral sense
but also in a legal sense. However, it is not clear whether the code of a program is copied from another
or not. There was a program similarity checker detecting code-copy by comparing the abstract syntax
trees of programs. However this method has a limitation that it cannot detect the code-copy attacks
when the attacker modifies the syntax of the program on purpose. We propose a program similarity
check by program control graph, which reveals not only syntax information but also control
dependancy. Our method can detect the code-copy attacks that do not change control dependancy.
Moreover, we define what code-copy means and establish the connection between code-copy and
similarity of program control graph: we prove that two programs are related by copy congruence if
and only if the program control graphs of these programs are equivalent. We implemented our method
on a functional programming language, nML. The experimental results show us that the suggested
method can detect code similarity that is not detected by the existing method.
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R(P)~R(P') = Irell = (I-+n) € R(P). (' ') € R(P').nrelv.
(2) dolE I3 I'dAM Yrie d24es d4dd ==
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end
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val ¢ = 1
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