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Abstract Among finite filed arithmetic operations, division/inverse is known as a basic operation
for public-key cryptosystems over GF(2™ and it is computed by performing the repetitive AB’
multiplication. This paper presents a digit-serial-in-serial-out systolic architecture for performing the
AP operation in GF(2™). To obtain L XL digit-serial-in-serial-out architecture, new AR algorithm is
proposed and partitioning, index transformation and merging the cell of the architecture, which is
derived from the algorithm, are proposed. Based on the area-time product, when the digit-size of
digit-serial architecture, L, is selected to be less than about m, the proposed digit-serial architecture
is efficient than bit-parallel architecture, and L is selected to be less than about (1/5)logz(m+1), the
proposed is efficient than bit-serial. In addition, the area-time product complexity of pipelined
digit-serial AF systolic architecture is approximately 10.9% lower than that of nonpipelined one, when
it is assumed that m = 160 and L = 8. Additionally, since the proposed architecture can be utilized for
the basic architecture of crypto-processor and it is well suited to VLSI implementation because of its
simplicity, regularity and pipelinability.

Key words : Public-key cryptosystem, Power multiplier algorithm, Digit-serial, Systolic array

1.ME 718 A4l GF@M)dAMe BL T2 JIAES

228ty AdEoA fed, 2 d2 FF(normal), F

d(dual), EF(standard) 7]A(basis) EFYe] Utk =1

Z A4 72 3y F2EL 449 S L

Z WMol 1A HES sjof ke HE Adoh ©

tu g9 ARy Argzes A, B =RdAME 714 ¥Fe] dg Qe EF 7IA
knyeun@hanmail.net TZE AR}

W 20359 Adigtn FFE TS as 5 - °

yook@knu.ac.kr AB° @48 GF2MAAA F07) ¢ A2"EE 9
wEY4 20033 99 15% 3 BLZHQ diatolth 4 Y, & I2E ozl
Arrgs ;200493 129 289

& Y=Y @ue dg-wy 3=, ¢4
H1-3], tA Alad Z2AAE] T EoklA 35
€ 23 3tk 23 3T €5 A2"346]94 9

N




GF@™ AN M2e UAE A2Q AB A28 oglo] A o 24 161

& w AB® Aate FA% F49) 4UA/B - ABHE
ged agdos 2t
"= B = (B(B(B-

o
oo
&
I
e
je2
2
o
o,
(g:::

S
g2} gazzes e Rold.

194 R = B;

294 : For i = m-2 downto 1
394 1 R - B-R%

494 R = RS

ol w, ds}= R = B'olx, AB® dito] & 33} 4
A AHEHI UL ¢ 5 Utk

GF@™ oA SAWMAB+0) AL 4317 Y&
EE 71A AI2EY ofglold] tfdt A7t o|n] o]Fo]
A seH1] Weil7le #98 A2E8Y 724 MUXSH
DEMUXE 34 Qg AR 71X o g9 a4t
L 3 F UEE Y, Weil6ldAds 97 vhea
< 93 725 At drh Wang[8l& GF(2™) A
$9% ke FPE] AT BIF FERE AL
th a2y oy gt AIAEY ofdle] By FRES
=4o] BF=rt 231 A Aol "ol gE A"
S-gol= AjYsiAl itk 28R F8FH dild)
03 A7t dasic

YAE Agg 72e A4 dolg HEESE 74 ¥
HEES] YAEERZ el HojglEe fRE 9=
A= AEEch ef dolete] A77l m o)x, T
ANE ZZ7} L HlECW, URAE & N=(m/L(o|th
HAE Alglg 722E N Azt 2deo) shve) 245
A=kl

2 =fdAe EF 71AE AT GFET)A 9
: 3t ¢ duES Fotsin, o] g3
& B3 YAE Algld AN2EY 72E =30
duelEe WANS AFs7) Y8 MSB-first
AHEER T stEdo] BR =S Ad AL AB

Eol 3 EgHo|t}. QEY o] +FEE VLSI
Asly G 72 GA F-go) sesith

b
R
re
o
2
2=
o
=
fu
Mo
e

S U VR A )
e N2 oy
_Q_.ﬁmlmrsi',nalo

2. ¢4ng|EF

+¥E= GFEME 2" A9 YAE ALY B =7
lMde GFEZ™ A9 g 2"-DA9 09] ofd A4 &
EZE 714 ooz FHFPTE GFQM A9 F 94
, B7} ltkm 71gsta o5 thake) x& Jehid o
)

> o

do

m
&

A(x) = Eaix" B(x)= mi:bixi
i=0 , i=0

o] @ @, b€ GF(2) (0<i<m-1). GF2™%9 &
g "= Y2EL GFRF m A9 94 BEy
22 RHEH FE 719 d@d4ez #HPsHd

m—1
F(x)=x"+ X!
() =x ,-Z;’f'x 9} 2t} o] W), £, € GF(2) (0<i

<m-1)ojt}.
21 AB? 4Ta|E
AB Q3o tged 2L 3o f58 & gioh

m—1
A(x)b x>
R(x) = AWB(x) mod F(x) = ,25 )y

={(++ (- ((AGOB- DX+ AL B4+ + A GO by )i+ o+
+Ab1)x*+Abo} mod F(x) (1)
9 cEAAM HE B T2 FEE W W
9] 30| &t LxL Z7|9 OAE Add F#
2 F=F 7 Qth B =FAe o] ZAE si2
7] 93t AB® @aREs gy M oz
Belsld gdmelEe fEsigth

[228F 1] AWB () mod F(x)9 A% 18 &

L o DN ot

¥ AW, Bx) and F(x)

29 :  R(x) = ABx) mod F(x)
Py(x) = 0

Step 1: fori =1 to m-1

Step 2: Dix) = (Pia(x) + AX)bm-1) X°

Step 3: Pi(x) = Di{x) mod F(x)

Step 44 R(x) = Dn(x) = Pm1(x) + Alx)bo

¢1EE 1L HE dZ oA 29d = Jled, 2
3 AR GF2) 49 AFLE A m+1 3 m-1%
9] ga Dix)} Pix)E 24zt A oJ3idet
Dix) = drin—lxm+1 +drin—2xm +'“+d1ix3 + déx2

1<i<m-1) (2)
Dulx) = dn X" wdy x4+ d I + d]

(i=m 3)
Pi0) = P+ D" 4+ pixt + g

1<i<m 4)

G EF1oA Ui = 1 to m-1)2 (5)d} o]
HE gz Jeld & dx o8 288 94 )
A8 B (ML o) &3sdh
Di(x) = (Pia(x) + AX)bm-i )x*

m-1
(P +a,b, )x*x7]
= k=0
X" mod FG) (™! + frnax™ 2 + oo
™! mod F(x) = x™ x mod F(x)

= (fn-1fm-1 + fin-2) P (fm-1fm-2 * fm-3) xm*Z +oaee +

(5)
+fix + fo (6)



162 AEHI =R A28 € o] A 32 A A 4 E(Q0064)

(fm‘lfl +f0) X +fm-1ﬁ)
= f’m_lxmil +f’m_2xm_2 4 oeee +f’1x +f’0
where, fi € GF(2)
&, 9 6)F (NS NYstd 57 2o &g
9 Guy Aue T+ A
Plo=(dnx™ +d, x" +di X"+t d{x +dix”)
mod F(x)
= dp (ST 4t XA f) 44, (Frrax™
Fek fix + fo) + o+ XA
= m—lf +dm Iy 1)}
t (AmeiSns + dpafuca Fdg )2
+ oo+ d:n—l.f;‘ +d, . f; x + (drin—lf()l +d, . f )
m=1 -
_ P ®
ot BE #d 9=l to m-1)& 4 2
o] FE 4 Utk

dl‘: = pli_l + akbm—i
=d, [y td, fi tdis
(i=12 - m1l k=m1 m2 - 0 9
ol W, s} =0, (k=m-1, m-2, ---, 0)e]3, 4" ,=0 (i

=1, 2, -, m-1)o|th
o} g WMo UG = me
Ueiie gew 2

HE #hiz

a; 2 fiJe
bm—l
dy
d,,
dl
d ,"_ |‘ dis
P
(a) PE1

m-1
k k
X +Y ab x
- P B

k=0

Dm(x) = Pm- 1(

m-1
(pr' +a,b)x*
i Z v+ ab,) w0

@3 (104 Hasid Ges ge vE §ae 4
& dg 4 Uk

G =p"+aby ot meg - 0) (D)

oA, [A)B(x) mod F(x)] Gibe (9)9F (11)2]
& AHgEle] BeHog ojFold + Yt

2.2 XI=29E Jgx

9 dueFe #2749
¥ 13 ZuH15).. o] wj, m=40]x,

BRel EAT a9z
7 a9z 3

. kaofify a0fify @0ffi @0/fifs
F LI T T T
by 3 =l i
EPE12PE12PE1,—_’PE1 o
, A3 i 0
e pe1 [ PE1 (3 PE1 3 PE1 |,
,_ '_HH HH""O
"E = PE1 ::8

T

a3 1 GFEHYAe AB2 A % g 4% ayg=

a,/gbm-\fk'\fk

AT I

(b) PE2

Iy 2



GF@M A4 A2 UAE AL ABF A2EY oy

(index point) (f, kK}2-1 =1, 2, --, m and k = m-1,
m-2, -, 1, 08} 2ok =3k 18 2(a)9} PEI(Process-
ing Elementl)& 71EZ<l dE9 =7 JZE HI3}
3, 29 29 PE2E vhA T o] $Ag AE9 =
2 52§ HoFTh

vhAEt o] AEE By H9M #Ffle] 2F
dit AtETE AL F=EE 9tk 23 164 B
€ A oA ol fxF A9 27} ksl
el olde] yFREY wus] & of A 4 i

g 29 4 gtk
3. OXIE Al2|g AASE 4T

B =BAME OXE A5 N-[ m/L] & ;§-"r“’4'
itk UAE 2771 Ll "HAE Agd A=
sy Y8, Yutgo s ANEL LXLE BE

H

s Mo mu e

714
Tz
WS AREFTL o]3F Wb g 2¥1Y AEE 27
zo Hes A4 £ Wgo g P dHolegt 1ge)
Q7] Wi, e&Fog BEQAH F gk o]a«]ﬂ.
A HAsr] 9 HA, vpxE o] ASL A9
UrAl dEe dig gdi9 AMEED g 2]] LR
2 Bty 298 A8 o9& agze) Quas
g3t & oda Hgy AgoE a9z E UAE =

ir& fo rt Ho

ol 4A % ¥4 163

gt dlelel 558 HEy] A8 49 AsRE
ph AMEEoE Ag 28 F 48 ANdE 5L
A QEE (G, BE (, -2i+k+2) LR, 28I pig AL
e AEL (G, KT (G, -2k Udga HEe &
ot Q42 ¥gE AsE adxEe I8 19 AR
E A= 5YF 71eg PPk 18 12 £E§
o Qg2 WL g AxE 19 37 2o

g 3& (M 2m-2)/270e AE2 FARFE, 2R
2 (3m-2)/2709] PE4 cells, (m*-3m+2)/271¢] PEg 4
E 83 m-1749 PEc BAEZ FA49 Aoy 139
A PEa, PEp and PEc AEL 7}Zt 9, A2y, 448
og FHHAL

PE4, PEp, PEc AE9 A2 v 22
vepd & Q)

Hoz

d=p"'@®ab "
PE, { 1’; Py 100
d;

42 =P ®a b,
Py = drin-—lf; ® d,in—sz ® dli—z

PEy d;—s = Pi_—ls Da, b,

P;—l = drirhl./;—l @ drin~2f;l—1 ®d, ,

=pa®a. b

m—i

‘=dl f®d
2 o 2esgs PEc {”', o odma)
Z 1% 19 AuojE aPmdA £3 Wgkoz o) po=dn i fo®d,,f,
a3 play  piavfsh playfih 2 o ok
by ! >
< Q)| u % Eéb N
Nl 1R it @ it g
7 P} 2 2
by ~
(V
: d} LAYy A
» r%g m
by : z —
(& ?b‘> ?El_ %&_ N
/%J/ D;é\
by = 3=
d, d. d} ¢
A A —T

a4 3 992 HEd AoE ay=



164 AR =

region | region 2 region 3

Sihi foho

a0 a0 a1fahio aogle 0

=
by =

N
\e il

i

b,

n

Ny

Biock 6

b, 5§
A\

by N

Block ¢

nn
region 4 mg}oﬂ s reg,iun%

a9 4 a9 38 [=22 B3t A

5 — 4 N—
Ly —> @ —>
nE *— >
Sfy —— *—> W
aa, ——y | o—» —o—
a8y ——> PE3 |- — PE4 —e—

o —> —o— o—» ryr;

o — \ d @ 702
b by —» — ——
byb, —> ° | o—
o1 —» Fe—\__ —o—

19 5 GF@Y) oA [=291 AB® 448 9%

HRAE- AL A2EY T2

39 45 m=4ol3 =28 B3l JHL RoFc)
HAE Z7|7F LY GFQ™) 49 UAE A A=E
Y FA7IE AAB7 98, 94 18 3& FEWEe
2 m/L FEo8 FET o W, & FES L /A9
g1 (m+2L)hg oz FAEk a2y, wixE &
22 L A9 €3 (m+2L-1)7/he @2 FAAL o
Loz FAWMIEOZ | (m+2L)/L] 749 Fdgos BEyS

S, A 9L L/2he] PRy Az X (L/2-0)
PEs 42, FHa 99 L249 PEs A3 (L/2)%

Yo Wi2-D)spe) PR, Az, mRTe)N THA G

e 1/2A49) PEc A3 (/2 + Zem LI2=D)5g
PE; A%, 183 whA% 9de /279 PEc A%

2i<k

2 LI2-D54) PE; Az, Yol RE AEE 1Y2
M) PEp A2 FA4®T)

[8le) $4 Axel me} ee®os 1Y 49 Ame)

A Al2d 2 o]& A 32 A A 4 F(A064)

E a2 E FIAFII Z-A Al=EHY3} 7H(cut-set
systolization techniques)[8]8- ©]&3}f, 19 59 %
2 YRE AFL A2EY ogels: =8 4 Sith

of wf, ‘-'& 1 HE &8 Alo]E A4Q aiko|th o T
= %? 67 o] N-1 A9 7247 28 73 e
2 7A€o

ol e 7‘01 N €1 10000(((08] PDEE A|f20) 95
AEZETh Adgte] Al rse F8T L-HEY ¥
E2 PR QEEZEYFOT AL LY A BH
Z pis®t bis S 18 59 BE AE9) broadcast
olof stm=z Y 69 3L /N8 HE|ZAS} 3L A9
g HE X7} 37t Ham, 2y 79 1+3(L-1D)A e FE
E4Ae} 1+3(L-1)709] 8 ¥IE A7} F71 Holok &
th AEE Alade) 19 o, LAY AA BAZ pisst
bs ol AATTG Y, Pi=dpfi+d,fi+CSx
=d:;l—lf;+d:;l—2fll'+0=dr‘;lvlf;+drin—2«fk ArbA REE G
x9) Aol sl 0zke FAS7) Qs 29 69 L7 A
] 2-918 AND Alo]2¢} L’ /)¢ NOT A&7} &7}
Hx, 3@ 79 LIL-D7RY 2-9%¥ AND AolES}
L(L-1) NOT Ale|E7} Frlsoer Fiu)

29 59 UAE AlFYE ALEY Fxo) e, Ho)
DAEEE Tmax = L (Tanpz + Tvor + Txorz ~ Txors +
Tuux)9], ©) ®, Tanpi, Txor, Tnor and Tuuxe 4
zZt i-94¥ AND HAlolE, i~948 XOR Al°}E, NOT Al
°|E i 2-to-1 BEEAME FZ Jehdvk 19
v, ORE Z7] Lo] AXAWE, YABREE Hojve &
Aol ornz o)F FEI7] 3] Z Al gejmeel
714 & AE3A). gdabA, Hod JARZRE £4, Lo
Ad vx & 9 ¥&S FASESE 9

(919] A oj&& HE&3d, 19 67 2@ 79 FHA
e ztz} 5L+171¢] 3 BIE #HAS FIlE A
golZal AT I 2, A (Gm-4)/27} H
A3, A AAANTE Tmaxe = Tanve + Tvor + Txorz
+ Txors + Taux ©) 2.2, Daniel[12]9] 714l wel, gfo]
il CiAE A ANZEY FRE 2¥A F&
Fzo wE F-AZ BFET} m=1600]T L=8%1 7
2 109% ¥

4.8 4

B =2 HE #Hd F2E UAE AHYY FRE
wEksle FEsigo tAE Alﬂ%! Tz FHe A4
57 sl=do] BT Alol9] trade-off BAIE A
ZITH1).

HRE 98ty B =gdMe gL 713 nar:
1 3-998 7 4-92 XOR AlClEE F% AHe] 2-

AT



GF2") golX A2g UAE AL AB A2EY oj#o] 44 L 24 165

AL

o

- |-

L,

58!

]

3

R

:

I
Y

o

a9 7 19 59 PE4 =

42 XORE M-8l A= ACHIL] 2) 2-943 AND
AlelE, 2-98 XOR Al°9|E, 2-to-1 MUX, 1 HIE &
A 6, 14, 20, 8 Mo HA~HE ztzr AL 3)
2-98 AND A°E, 2-38 XOR A°lE, 2-to-1

R 1 GF(2™ 2o 7z un

MUX, 1-HIE Latch+e ZtZ}t 2.4ns, 4.2ns, 5.8ns, 1.4ns
9] AlelE AGATE 7HATH12].

E 1L A% AB° AE AHY 729 HE H
g FR([13], ¥E Alg214] F72E vustn Slch

Circuit|| Wang et al [13] Kim [14] -
DSPM Pi
Item [Fig.3] MPOM ipelined DSPM
Architecture Systolic LFSR Systolic Systolic
Irreducible Polynomial General AOP General General
1/0 format Bit-parallel Bit-serial Digit-serial Digit- serial
Number of cells m/2 m [ m/L] [ m/L]
Function AB + C AB? AB* AR
Throughput 1 1/(m+1) L/m L/m
Maximum cell delay Taxve*3Txor Taxv+loge L (Tanpz + Twor + Tanpz + Twor + Txore
(m+1)Txor* Txorz + Txors + Tarux) + Txors + Twuux
Twux+Tier
Latency 2m+m/2 2m-1 |‘(m +2(L-1))/ L'| (5m-4)/2
+ 3(m/L-1)
Circuit Complexity
0,2 _
AND gates 3m 2m-1 [m/L_I . (4I2-3 f-m/L-|(4L2_3
2 .
XOR gates 3m 2m -2 [m/L-] . 31%-9 I—m/L-I(SLZ 9
a 2 +
Latches 8.5m 3m-2 [m/L]a251)-2 [m/LY71260-3)-a1-2
(Registers)
Mux m+3 [m/L] .51 9 [m/Llr -2
NOT gates [m/L]2g [m/L]p2.p

No. of C5

1

1




166 ARAGI=ER]: A2 B o2 A 2 A A 4 50064

Wangl13]e] A|etek 29 XAA7Le 2m+m/2 °)i,
wee] Agtd Fae) Aanzte [m+2L-n)yL]. 3
(m/L-Dolth. wala, m=160°)1, L=29 = At
Z9 AFAL Wangd Fx9) vl8) 20% A% )
%%, Kim[l4]9) LFSR +&9 AIZt 2&5E O(m
logz)E24] ©] 2] Aotd HYAE Algd 24| 83
¥3, broadcast EA7F Ao A A AEY Fxo|
Hlg) wiggdo)ct ® 1] 931, Wang F2 A
4 B3%E 3m® AND + 3m® XOR + 85m® Latches
ool wksl, Aetm wa=  (m/Llar?- [AND +
(Im/L1312-20)x0R + ([m/L1(31%+51)-2) Latches +

(m/LlL-20Mux « ([ L12-DNoTels. o ),

9 FuA 714 W=, Lo} ok 142m ®h AL o)

A FRE Wang®) 72 Hls) A3 A 2@ws}

At}

E 2= AgY Fx9 Wangd Kim 7% FZH-A
ERx=E vmstn ok 9o L& mET Je &
ARSES W, AgE FRE Wangd FZd uis)

E3o]1, L& (1/5)loge(m+1) B} FL 2 ALEF

, AltE FEE Kim® 720 vls) &3 |t}

TE 94 Y 2 o, go|zald UXE A

4 A=EY TRE A @ 7o HE F-A

7+ BRwrl m=160012 L=82) 7% 10.9% itk

o fob o

B2 A-F BT HZ (¢ 0 ERAXESF A
AolE AHAZY (ns) by Daniel D. Gajski [12])

Item
Circuit

Wang [13] |128m% 6+ 165mA = 2112m° ¢ A
(114m+62) ¢ * m(32.4+84 logs (m+1))A

Area-Time Product Complexity

Kim [14] |= ((3693.6+957.6 logs (m+1))m’ + (20088 +
520.8 logz (m+1))m) ¢ A
(90mL+100m~46L-40) ¢ * (65.6m)A

DSPM 12 ((B904L+ 6560) m®) ¢ A

Pipelined (122mL+100m—78L—40q1/L'40) ¢ *(41m-32,

~-DSPM  |8)A= ((5002L+4100) m°) 6 A

58 E

ERAME OAE AHY A2EY AR 72
ARk AL TR FH-AF BFEE blw
o, gAE FA7|7t mET & o HE Hf]d 72|
Hlg] E&Holx, (1/5log2(m+1) Brl HE o H|E A
2l (bit-serial) = HI3] TEAHoIUT: FE3F AL
E HORAE A2d FR4 Fol=Zgel 7PESs H43H

1

82 e P2 B8] m=160, L=8 @ o} FI-A|Z
ERA=7t 109% A}t &, A9 st=dolz nE I
By T2 HE AlgE FZ His] 5848 By
mabd, AgE FxE 4z TN F ol B
T2E o848 £ 31, =T daA, 7 WEAy
22 s} VLSI 7do st

{11 W. W. Peterson and E. J. Weldon, Error-
correcting codes, MIT Press, MA, 1972

[2] D. E. R. Denning, Cryptography and data securit,
Addison-Wesley, MA, 1983.

[3] A. Menezes, Elliptic Curve Public Key Crypto-
system, Kluwer Ademic Publiers, Boston, 1993.

[4] R. L. Rivest, A. Shamir, and L. Adleman, "A
Method for Obtaining Digital Sigtures and Public—
key Cryptosystems,” Comm. AC. Vol. 21, pp.
120-126, 1978.

[5] L S. Reed and T. K. Truong, “The use of finite
fields to compute cvolutions,” IEEE Trans. In-
form. Theory, 21, pp.208-213, 1975.

[6] S. W. Wei, VLSI architectures for computing
exponentiations, multiplicative inverses, and divi-
sions inGF@2™),” IEEE Trans. Circuits and Sys-
tem, 44, pp.847-855, 1997.

[7] S. W. Wei, "A Systolic Power-Sum Circuit for
GF(2™,” IEEE Trans. Computer, 43: 226-229,
1994.

[81 S. Y. Kung, VLSI array processors, Prentice Hall,
Englewood Cliffs, NJ, 1988.

{9] Kung, H. T, and LAM, M., "Fault tolerant and
two level pipelining in VLSI systolic arrays,”
Proceedings of MIT conference on Advanced res.
VLSI, Cambridge, MA, January 1984, pp.74-83.

[10] J. H. Guo, C. L. Wang, “Digit-serial systolic
multiplier for finite fields GF(2™),” IEE Proc
Comput. Digit. Tech.,, Vol.145, No.2, March 1998.

[11] N. Weste and K. Eshraghian, Principles of CMOS
VLSI Design, A System Perspective. Reaking,
Mass. Addison-Wesley, 1985.

[12] Daniel D. Gajski,Principles of Digital
Prentice-hall international, INC, 1997.

Desig,



GF@™ Ao M2 HRE AeEd AR A2EY ojdgo] 44 & B4 167

g d

1995 diruSdidn  EA(ZHE
AD. 19999 A¥ st wSisd AL
W8 E(AS3HEAL, 20044 AEWE
i AFEFH EAFTEHEAD. BAR
ok Arithmetic ¥x8lE, 94358, VLSI
array processors 47|

71 %
19763 AEdgn oA g Ew{H
(o]8kah), 1978 =A&red HiTE
3t (F8AAD. 1993 New York
Rensselaer Polytechnic Institute ¥
Haga(o]3hatal), 1978d~8A A&
* ety FAE PAFE Ty we @
Aol ALt HEAe, ¢3s T2EF JRESF




