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In the present internet environment, various traffic flooding attacks and worm attacks cause
economical loss. If IPv4 is substituted by IPv6 because of the lack of IP address, it will be more
serious. Therefore, we design and implement the traffic analysis tool which can detect attacks
by expecting them encountered in the IPv6 environment . Proposed tool is composed of packet
generation module, packet gathering module, discrimination module, and display module in
X-windows. As a simulation result, it is proved that it can effectively detect DAD-NA message
attack, TCP SYN flooding attack, UDP flooding attack and ICMP flooding attack in the IPv6

environment.
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