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ABSTRACT

In this paper, we implemented an Elliptic Curve Cryptography(ECC) processor for Digital Transmission
Contents Protection (DTCP), which is a standard for protecting various digital contents in the network. Unlikely
to other applications, DTCP uses ECC algorithm which is defined over GF(p), where p is a 160-bit prime
integer. The core arithmetic operation of ECC is a scalar multiplication, and it involves large amount of very
long integer modular multiplications and additions. In this paper, the modular multiplier was designed using the
well-known Montgomery algorithm which was implemented with CSA(Carry-save Adder) and 4-level
CLA(Carry-lookahead Adder). Our new ECC processor has been synthesized using Samsung 0.18 um CMOS
standard cell library, and the maximum operation frequency was estimated 98 MHz, with the size about 65,000
gates. The resulting performance was 29.6 kbps, that is, it took 5.4 msec to process a 160-bit data frame. We
assure that this performance is enough to be used for digital signature, encryption and decryption, and key

exchanges in real time environments.

* Aol A ~#l(check95 @explore.kw.ac kr), ** F-LHstil ¥-T5(yjjeong @daisy.kw.ac.kr)
= F  KICS2004-10-252 , AUl 2004 10Y 29
e o P Bodistw At A4AlY 2 IDEC/SIPACS] R[Yog o|Zoldfmir)

176



=2/ A2 L5 E ${¢ DTCPE s34 ¢3(ECC) d4l7]14] 74

sk ey A el YRE Auio
A 2 {2t sl dieel A2 A
o} 22 BE EAV} YA 9tk ol E siAs]
2]8] Hitachi, Intel, Matsushita, Sony, Toshiba 57}
At 2o oA Az 23S 97 FFO
[EEE1394 <lej#lo]~Z 7Mleg DTCP(Digital
Transmission Content Protection)E A|A )
DTCPE 244 A= 2355 ¢jsle] iyl
7k} QlF A|28lE o)8Eld B BA 2 iz
£ WA 93 S22 s gl

DTCP= =L 7]%°] AKE(Authentication and
Key exchange), CE(Content Encryption), CCI
(Copy Control Information), SR(System renew-
ability)®] 4712 F2 FALF o]Relx gJr}. o]
7}2dl AKE+ Full Authentication®} Restrict
Authentication 2.2 J7oIzlt} Full Authentication
< DICPE A¥shs di-e] tA™ 7= A
i AMEEH, AF 2 7] 2§ daelFes o
A GF(p) 7]ute] EC-DSAS} EC-DHE AM&g)!l,
Al 2pde] A Al2"olie dile] HiRE
EC-DSA¢} EC-DH7} ohd wlg] Ao 7] Wy &
0]-£-313= Restrict Authenticationg AR}

DTCPoA A} Q13 B 7] w5l AMSH = e
A+ GZECC) UE|E2 RSA(Rivest-Shamir
-Adelman)e} A A AEEHT glE HFAHQL F
A7) 3 GuFolr) el FA 4E daEE
2 RSAd| H]E AL 7] A|AE JRIE T
PFAE 2= AHe) Adrk dE B0 10249 =9
7] A)=Z2 7l RSASH d1Ed AL TR
7] 93 ECCE 160 H]EZL] 7] Alo)2uke "o g
gk}, z2{B2 ECC9 RSAS] 7] All= u|go]
117 Hxoln] 7] Azt AXMSE F5 w49
AL RS AT T dzelEe 7] A=
&2 v Ak 3o g ks a7
£ Bges AdE AFESE Folz] Wi,
15 £ A FANA Q4ade] == RSA &

1

d

T daelENcke e A B A AlA
dabe] F3gsle BH FA okE daeigel #F
A

14 |=lsta vle] Askzele} & 4= glch
B 4 o5 dueEe 3kl GFR™A A

o] 2z} FA daE|Fe] FIAFLE Lol
wjFol] o] 2k fiHAle 23} dae]Fe
735 stesiol= A Al SlA odake] XOR <dAbst
7] el Az E$AEEA ool AAT 45+
w2 A4k & 4 gl7] WFelct. sA|% DTCPS
A4 A GFp)elde 2zt F4 da=lE
S ARgsil fRbAlel el g BlA AabllA
Ael7t GAste] REel F4 2 Al dibedl »
£ A7k 98E ok zE2 4pA GE(p)dl
Aol 2wl FAl ik 283 wEF FA4
o} WAzl A AA A F5-8A "ok

B =Folx= DTCPlIX] AKE =4 71-H] Full
Authentication2 $i3 GF(p)ollAe]l 2zt F4 o
ANE AR BIFAAY A4t HAF TR
o YAl dakg AlA] fsle] 7o A% wg
S olgslaled, wE 27wt FA A4k fjEto
el 2Ee] FA dze|Es olgsllch A&
) Fade] 2EE] FA 4R $iste] AAe
g 2 Faz] wEhs olgslglon Affine HIX

A ik BEE TS AR

& 4 9l A2vt o] & ol83igicl FadE =
B FA7 AHEEE ©Al7lE CSA(Carry-save
Adder)®} 4-level CLA(Carry-lookahead Adder)S
Akl

B =] AL oe ek 23 B
A GE e disle] AHue, 3=
TavlE 2B FA dae|Fel st s
4 e 2z FAE AT A Q4R AR
o, s =] TS 3 T2 ATE
o} 6ol e AARE 2=t FA71Y A ¥AE
3 7AeA AES derh

A o
o

kR

0. B SN % gnalg

B s dwEEe RIS ojatZa F
A(ECDLP : Elliptic Curve Discrete Logarithm
Problem)ell 7+ F3. 9lcl. ECDLP+ bl 34
Aol qlejel 7 A poll AL kE F7 Fel Q=kP
d o, A Q9 PE ¢ duiElE AT kE AAE
7] J5e-& vk} =3 BE ECC & A~
Hold] do @ s A e 27 34, &
Q=kPE T3l Aotk

&5A GEp)delAe] e Al (r, 3l AE
2 PR T, yeay=x'+ax+b o FEF 71A
¥ 3714 4, bEGF(p)elH 4a’+276° =0 (mod

177



G2 A18}3] =8A] "05-3 Vol.30 No.3C

p) °olth &gl el FAE dAks] $lsted
Double and Add due|&e] AMEH, daejE
et

Algorithm 1 : Double and Add

intput : k=bp12™" +bp.22" 4 +b12+bg, by = 1
P(x, y), where b;€{0,1}, x,y EGF(p)

output : Q = kP

Q=P,;
for i = m-2 downto 0 do
Q =209, //doubling one point
if b; = 1 then
Q=P+0Q,; /fadding two point
end if
end for
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Algorithm 2 : Point Addition
(Affine Coordinate)

input : Pi(x;, yi1), Paxy y2)
output : Ps(x;, y;) = P; + P
if P; = 0 then P; = P, and stop
if P, = 0 then P; = P; and stop
if x; == x; then
if y; == y, then J/doubling one point
X=(yr-y2)/(x1-x2) mod p
else
P3 =0
else //adding two points
N=(3x"+a)/(2y2) mod p

x3 = XNexpxz mod p

¥3 = (x2-x3) N-y2 mod p
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Algorithm 3 : Point Addition
(Projective Coordinate)
intput : P1(X1,Y1,Z]), Pz(Xz,Yz,Zz)
output : P3(X3Y3Z3) = Pi+P:
if X; == X; then
if Y] == Yz then

//doubling one point

M = 3X/ + aZ/ ;
Zz = ZYIZI N
S = 4X1Y1 N
X, = - 25 ;
T = 8Y1 N
Y2=M (@S -X)-T
else

P; =0 ;

else /fadding two points
Uo = XoZi* ;
Ui = XiZo' ;
So = YoZi’ ;
S = Yz ;
W = Uo - U1 y
R = So - S] N
T=U + U;;
M=S5 + 8 ;
Zz = ZoZIW N
X, =R -TW;
V=TW - 2X; ;

2Y, = VR - MW ;
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Algorithm 4 : Montgomery Product Algorithm

input : x, y, P
output : S = Monpro(x, y) = xyZ'k mod P
,where k is the bit length of x, y, P

S=0;
for i from O to k-1 do
m; = So "~ xyo ;
S=(8+xy+mP)/2;
end
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Pre-Processing
A* = Monpro(4, 2%) = 4x2¥x2* mod P
= Ax2" mod P
B* = Monpro(B, 2%) = Bx2%x2* mod P
= Bx2* mod P
Main -Processing )

Ax2*xBx2*x2* mod P
AxBx2* mod P

§* =

Monpro(4*, B*)

Post -Processing
S = Monpro(S*, I) = AxBx2'x2™*
= AxB mod P
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Algorithm 5 : Modular Addition/Subtraction
intput : A, B, P
output : C = 4 + B mod P

if B > O then
C, =A+ B ;
C:=C;-P;
else
C=A+ B ;
C,=C, +P;

if Cz < 0 then
C = C} ;
else
C = Cz N
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Elliptic Doubling Elliptic Addition
Mul. Add./Sub. Mul. Add./Sub.
T:1=X:1X; T,=2,Z;
T;=T+T; T,=Z,T;
N T s
=TT, Te=Y,T>
T =aT2 Ts =ZaZo
T3=7,Y; T4s=T3+T T1=T5X,
Ts=Y,Y,; Z,=T;+T; Ts=TsZy
T5=T5X; To=T;-T;
T,=T3+T3 L=TsY; T5=T;+T;
T;=T.Ty Tr=T,+T, To=T5-T;
117, |74 |nemery
X,=T;-T, Z:=T4T,
To=TrX; =TT,
T,= TsTs T4= TOTO
T,=T;+T, To=T.Tp
T3=T.Tp T1=T;+T; Te=T,T;
T;=Ti+T,; X,=Ts-T4
Y,=T;-T, T=T>Ty T=X,+X,
Ts=T4T;
T3=T5T;
T,=T5-T
Y=Ty/2
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Normal to Montgomery 12n+16 4(n+2)
EC doubling 36n + 38 10n + 29
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+ +
+ mJ2(EC point adding) m(57n+66) m(18n+48)
Projective to Affine 3n° + 16n + 16 HW(p-2) (n+2) +(n-1)(n+2)+4(n+2)
Montgomery to normal 6n + 8 2(n+2)
Montgomery Multiplication |3n + 4 n+2
Modular Add/Sub 2n+1 3
Critical Path 2Tpp+Tua = 10T, Tcra + Tea + 4Ty = 25T,
60n*+105n+40
Total number of clock — 1.552.840 clock 19.5n2+60n+18 HW(p-2) = n/2) = 508,818 clock
Total Area(gate) 115,520 .164,539 (Samsung STD-130)
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