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ABSTRACT

Privacy enforcement has been one of the most important problems in IT area. Privacy protection can be
achieved by enforcing privacy policies within an organization’s online and offline data processing systems.
Traditional security models are more or less inappropriate for enforcing basic privacy requirements, such as
purpose binding. This paper proposes a new approach in which a privacy control model is derived from
integration of an existing security model. To this, we use an extended role-based access control model for
existing security mechanism, in which this model provides context-based access control by combining RBAC and
domain-type enforcement. For implementation of privacy control model we use GRBAC(Generalized Role-Based
Access Control), which is expressive enough to deal with privacy preference. And small hospital model is

considered for application of this model.
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B Alzglee] AT FEA, v, ¥ F
< AT ¥ T o=l Al sHQle] ZelelniA)
B3 AFEejol g}k e Jel rled AR
B3 wrke AR IRE 5HoE FHAIEP] A8
AR 3lel, AR aFe] Bk AFIA Esla
Ak 0BT Ae BekE wExEle FFEoE f

AJ3p7] A7 229 k¥ Eo] s APHw e
o, o]5 oy FAY] ¢E3Hpublic-key cryp-
tography)ell 7|8k S Qlck 37|14, F747] 74k
T3 (PKI: Pubhc-Key Infrastructure) = AH8-A19) Al

4l 59 A sl AHe= 2, A
Gisie 7]‘!}-_["_1_(PMI : Privilege Management In-

frastructure)= AHERFS] U, A9, ¥ 5o &4
HEE AFsp) Ad AHElch elst 2L PKI,
PMI 37ollA] Z7gte] AE=idl S8 A 5
o] Hokn Fxje] melolHA] HES AFEr] s
A= PKISH PMI 3H3elX 3EF 5 e Zejoiy
Al R3S Ze s E'-‘%l”‘é’ﬂ"] abE]oo} Fich

Zelo|A] BE A9 MY A Zejo|uA]
AAE AL o 2 o]FolA £ gt AlxEle] A
45 Zalo|wA] AAL dojele] nlUAF FAHA
L AlgEche oA HokAlal 2EEE Wol
WA vk et ZejoviAl R HobAS] A
ZA1E #Ashs Ao 2t A wBeAA
3 AZ=olol Fo] FuEHeA A=z Q)
=3

AEHQ AZA] Zdells AR AIA
(MAC: Mandatory Access Control)™} ¢12|& A
AoYDAC: Discretionary Access Control)®! 3} 7
< mdEe] glov), o] & EelolwiA HAE A
£317] $lsl AA=EA gl FmEatle) was
A deiAl Hel 2ol digh Zelo]A] ) goF
oA AEA Hat wdEe 53 HiNpurpose
binding)(3h1e] FHo2 £AE dHeole: 249
9 glo] ok FAoz AMFolAw o Hrh)el
1y} = 9] A= (principle of necessity)(Hlo]E]S] Hal
o} HEle A8 48 s ¥ o 2 385
of gtha}t 2 7lEH EEP’]‘:‘V] 2Ee| 87
AeHe A4shed v BEAEE A9k ok

Il AHZEA(RBAC: Role—Based Access
Controh)™ & HZ dojd AIZAelel 74 HZA)
ol9] fuigh digke R FES Wy glck RBACH
A dirole)e) BAS ZelelwiA] el F3Ft
849 E&(purpose) @ FAS 23 glrk RBACH]
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Fal719t A ZA|o)(context-based access contro) S
gt st F3E ARt

#ate] ZelolHAlE MIslof she 2 &
A 2Ee] B HIPAA Mot EF%) ms
A& Axn A Hed, o] ZFeA A7 &4
A £EE AHgAL K user-based) Ao, G&7)ut
(role-based) AHIZAle], zE]m  E97]¥Kcontext-
based) A1 AL 7Eek e AL 3l
ok T/ A2Als doled I AHAE
o} HTshe delee] §3e 2E® #¥7 o,
Alz" Azle] AR Edch ZolwAlE
WA F sle WA ERE GFe) A, A
4ol s 5«1 g dlels M- A, a2 o
o] dlele] AL AT FA S0l E 5 ok
7%k Zd%xﬂoié AFshe ZHWZ DAFMAT
(Dynamic Authorization Framework for Multiple
Authorization Types)”! &= RBACZ DTE’} Z3}€
A7kge] $4 Axdg ARl DAFMATS]
71 F97 5442 FUyt Ay, I d3dy
ool 22 o f3e] UIAE RSk ZlolH,
= W3] QA& AAzS] 249 AIAE 2
A7) 3 =8 = HIHe RS AR
Zolek. et 97 AIA L] 7R AlSd
A% B33 DAFMATS| 3= ZelolviA] B
ANE A5l 3ol EAZA 3 purpose binding) 7
B 29| 3 (principle of necessity) 52 Zd% 3}
2] FEkaL Qoke ZAelch

£ =9 BAe zejolwA] He s AlFs] §
A, FaERleA Akt 744 Zhol, 71&e] B
grde ZejelwiX] AlE Friste A2y 2l
2 gl Flojrk o1& 93l 7|Ee] Birds
49 g3y A2Ale] 2ol DAFMATZ} AHS-
Ha, Zejo]HA] AlolE $13l9] GRBAC(General-
ized Role-Based Access Control)®¥ 2 dlg- A183}13)
ct.
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2.1 @79t M2X0{(Role~Based Access
Control : RBAC)

RBAC= HSF Popoll] AFA]] 9lejx AA
oo} FAA AZAY] F43 dARY FEE W
olgit}. 19961 o} & ACM RBAC/SACMAT
Hel YIFL o] AT Ago] FEWE ST B
ol ololtk #T RBACE NIST EFo 2 AQkH
AL,

RBACHIA AHgak= AAldl A2e] 4% 37t
£ 7K dol FENS A4S & AAe A
¥ 4 itk RBACH %837 o]3 %= RBACY &
do|o}¥ RBAC96-S 7] AHEALe} o8] =1 A}
o]9] Bkl Alxglollx] WIS Fejsh= RBAC
24 familyS A3t RBACY dd9] /gL
zA9 7154 A¥H fAlsich o2t RBACS
A9 EAS mddgsl=d ARHA W
Ak Fol RBACS A Fzel malglo]
d5sled ol RBACO] o= EAF Bt AL
ke dil 2 AAe g8she whdelr|k &t
£ Aok =3 RBACE AEAS] ZAHelx ¢
olxjel HZAS] AAE Fsh= AL /M F
il g3 RBACS o8] & «d=ixl mel 43
9l A w-Ld(information hiding), &Y A FNleast
privilege), 2% 2l(separation of duties), Hol¥]
ZAk8H(data abstraction) 5-& A&l RBACY =
o2 AL dgte] AR WAt de A g
o uls] z&Holmz WML Fzlrl AFAHel
Hgt mdd w3 foke Zlolth RBACHA £3
el A&l 718 IS A, Blg, 2R
7FsAE Eoled 7lesr|e gk =3 RBACS
A Aol mel AL A43] A3 AMEE
P, oE Eojel FA6Y M- sl
szl el

2.2 zojlel-R8el HME(Domain-Type En-

forcement : DTE)

DTE™E 818 $29] 74 AZA i (low-level
mandatory access control) WFHUFLZ FA =
vel 2kl 2|3 AAd {38 2dE AMEhe AR
o ofal Al digt FA AL A3k DTE
st RBAC Ale]d] ©1& A2 RBACE AR8A1et o
o] o] glo], Age] oA ARgAlA 7hs
3 dakg AgtsleAE A3l ¥bde] DTES

FAZ woeld] AFAY, oJ9A mmgle] FAq)
7HRE QAARE AlRsheA]E A9t o] @ RBAC
2 DTES} Z¥slo] HIPAA Bk FFo| AQkgt =
gl A4 AVES AT & e WM
HaAlels 54¢& 2 =d2 4% 4 gk 2
& DAFMATIA % 4 Sich

2.3 DAFMAT(Dynamic Authorization
Framework for Multiple
Authorization Types)

DAFMAT!"':= RBAC# DTEE Aoz A
7] -8 AlxdlolA] Fuirk Wik, 209 d
ol 2EE o 30 AN E AUt =
DAFMATE H3Hgo] 938 FA8slr] ¢fa 28
3 839 elPAS AA] Yl wElhE H-
o} <lxl(logical-driven authorization engine)2 A&
gl DAFMATY] 7F¢ 583 4L #2474t A
o, g Ao} 2 o5 #3e Ao
£ AQshs Aelth. a3 o) 7|k A’MYo
F ARSshe ZefoiA] AAS AL 71E
T%Z AFgct 231E DAFMATOA dihi
AAE Alele) FAE 2AH e st gk

e —

OBJECT
TYPE
TNil

OBJECT

SUBJECT

3%} 1. DAFMATSI|A T3 A Ai7ke) 3A)

I3 10049} 2o} ZelelwA] HEE AHLsh=d]
9lel DAFMATY] 3Hle A doe] 4
5 mdYIA Fcke Zelth SXAYI I8
9 93 %2 zalowA] A F(privacy preference)®
E3d & glel, AxH ez Aualgaie] Al 2
T ArRAlFA] ARE PliEe A 5
DAFMAT-Z 48317 Eshs Aelck AHle] AHE
s $ig ArAlgae A & =ZeleA] A
3= oo oA L LIk

—¥ellA AR FANE AL
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— oAl TN AW
~ oA G Ak

AuAgAe] ZelolWA] AZE FHI] s
B =Rdxe Zale|HA] o] mddlA GRBACKE
d& A3, ol fskd 71839 HekEdal
DAFMATE #Afslgich

2.4 GRBAC(Generalized Role-Based
Access Control)

GRBAC®& F33 AZA0] AL A3tz #
A e AR dHecsleltt ol AHIAY
AR  FAlge(subject r1oles), AAF(object
roles), 22|37 #7] ¥ environment roles)-S EJH3}
o024 "AEH] RBACY FHE AL o] &
d9] 47 718 FA8 e T 2

—F A9 (subject role): FASL EFs= A
A vl AU,

— A& (object role): AAEE EFRske A
A oA wAUYE

— 3749 (environment role): 7] thZF BeH
4 ARE 53] Hs A8k

— ¥ (transaction): *&]+& <S8, O, E, op>9 W
Z Feold, o37]4 s shle] FAYEE, O
£ shie] AAQGEE, Ex shhe] 3EEEE,
a8]3 ope 4Koperation)S TFEICE 2fH
gHoz AHfe shie] Q4itez FANY S

£ W3h= shbe FA7L Bl o A @

Az el AAGE 0gke] shie] A

3 A4l opE L ongi}

=

3hte] 9% AlZ(ole hierarchy)-2 WHFY W] &
3 agze oyl RE k=i shie] 9% 1
23 BE Hl(edge)d F =5 Aol Fr 21
FASE Jehlch =i r= RidlA] Azbsle] px=
RjZ Eve of¥ A Z(path)’} EATCHE, A¥Ri
£ 9% RjY shie] AFl-S(super-role)olth
W & Rel] digt AEe] AHiHentry se) ESr =
{R} U {R: R’ RY 31} A g&}oelr)
sh}e] GRBAC AA dloJejuo]xe A FAE
(policy rules)®] HE-02 FAE, AH F3L A
2l(transaction)24] AHJ¥ck F R = <§, O, E,
op>, 937]4] S € SRset, O € ORset, E €
ERset, op € OPsetolt}. sh}e] 3 R = <S,
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0’, E’, op>< W} §* € ES,, O’ €ES,, E’EES:
olwl A2 T=<S, O, E, op>2] %3} 7% (matching
rule)o] =k
7141, 7HQl AR dle|ejHe] 2ol oiE 2E o
FEH A Vg A"y A
~SRset = {S1, Sz.y Sm}S BT FANGTE ¥
ik
—SRHset = {.., <8, §p,..}-> 22 @A
BE S I3, 2E FAYEY ASHA
Z #eoJgict w|==3FA] ORset, ORHset, ERset,
ERHset 12| OPsete] &A|gic} o] BE A
FEE AH o] Hold + sle ddL +
A3, ZE GRBAC AlZFHIEZ o] <Yy
2w ej=Ic).

. Aok ne

B =RdA Aglgk 2de zalo|wA] AlelE Al
Fahe e 937w AZAle] 2d24, RBAC
3} DTES Zgsle £97uF d3kreiel 173 H3t
Hool ke ofF WINIE A|4dsl= DAPMATY
-z Zelo|A] A5 E 125171915 GRBAC
& o]83t majolnjA] Ale] =g Agtslgrt

3.1 Hetgl mdlo| 2M 24 Y HZ Hof 9
AREY Exie} odTelE
AR 2dE A F FRoE ™Y sy
£ Zlo|dA] AolE A4 Bl Ry,
E dhies 2 ¥k ndo] H4E= ZeelwlA] A
o] mlojcl ARExl, A&, FAl, o, AA, AA
3, Zalo|wA] Alle], ZajelA] A F3 DBF
o2 PAEch 33 2+ Agd 2de FRE R

o]z et

PRIVACY
ONTROL | N:1

I

PRIVACY
POLICY
RULE DB

PRIVACY CONTROL
MODEL(SECpc}

SECURITY MODEL(SEC ryar)
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EE/EAE A7 AAle] el GRBACE o] &1 Zajoln|A Ao

Ard wde] AT 8A43L ¥t mdla} zZejoly
Al A} B kel BF 37} F welzt 381
o} AR mde) AZeAe) et A oA
A A we dweiEe g 2ok

(Algorithm)

BEGIN
Receive an access request
/* Validate this access in SECpamar */
FIRST VALIDATION:

Formulate the authorization request
predicate using some session-related
functions.

(This request is designated as one of
the three types of authorization (Normal,

Emergency and Context-based).)

Using the validation conditions for each

authorization type, determine whether the
current authorization request 1is
valid.

IF not valid

Deny Access
GOTO END
ELSE
GOTO SECOND VALIDATION
/* Validate this access in SECpay */
SECOND VALIDATION:

Transform the access request to a
transaction T = <§, O, E, op>

Search all matching rules R' = <S§',
o', E', op> for T, where R'ESECpcu

IF no matching rule is found

Deny Access

ELSE FOR each O'€ES,, there 1is at
least one R’

Allow Access
END

3.2 Hol 2Y(SECURITY MODEL)

3.2.1 JHHE Zhel A

Akd zdel vl 1y 2)ol4 AMAE 7
o e WAt E-AA Aleld] ot
M:N), tHldMN:D), LHleLN), = D)
DAY APHE e i

—User_Role(user, role) : thic}h

T ARzl ofy] dgTe] Hoig 4 Ql3, =
shie] gt oz A} = 4= gl

—Role_Domain(role, domain) : v}l

shte] xrleld 23 A9 3§ 715 ok v
ehjict, meli ofe] o] § Ewigld] AFtE]]A]

=, shje] d%e st B4 Tri]lel] &3k

— Subject_Role(subject, tole) : Theic}h

FA= AHARE dAlste] 54T dtask)y S 53
gk wleby o] AL oe] JEEe o &
4 & ook = e 92 AR 4E 3
7] 98 oJ8 FAE 525E 4+ gk

— Subject_Domain(subject, domain) : Thid

2 FAE shie] 54 =sidla dztseix)d,
shte] mrQle) ole] FAlEe] dAHc

—Object_ObjectType(object, object-type) : Tl

shte] AAH-8(object type)s FHE AHRE 7]
A= AAEY] etk webd 7k Ade 5T
ARG A=, shie] AAGE-E o] AA
= 3L

—DTE_Entry(domain, object-type, access-modes)
: ok

Eoel-§3e] =of’l-f3 A ¥ HE(Domain-
Type Access Matrix DTE table)ell ‘jehdich
DTE table®] 72} 35l 38 & & e HITRE
7} Ak

3.2.2 x| 7b TiAlofl THEE XIS

MAE 71 A= A o8 AR &
gich AgE RBACIN 71 583 A F9] 3}
o], o] FF-2]|(separation of duties)®} 22 H3t
878 Fdshed AMEG oo Aldeld vV
“for any”E, I “there exists"E, &= “logical
and” %, 182 =% “implies”S tepich

AR . FAZE BeYodE BE 95 A
o} AP 2 FUT Erislel Y eIAo} it

V (subject, domain, role), Subject_Domain(subject,

domain) &  Role_Domain(role, domain) =

Subject_Role(subject, role)

3.2.3 ofzf Aekeol FYo| tiE 215 =A
Belmdle 37k {89 AdFE AP
25 gt AFEAL g Aok

— AT B3] 2 A digt AF =4
Subject_Role(subject, role) —
Normal_Auth_Req(user, role, subject)

—Z1F Wil a6 T AF 24
ER_Role_Map(role, mapped_role) &

M
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Subject_Role(subject, mapped_role) —
Emer_Auth_Req(user, role, subject)

o}7]4), ER_Role_Map ¥ 27 AlgelA |
AP ALL vz, wdle) F o_:]:;_} ]/q Pk
ogazel AR 71FAE Slske] kg Aol B
Bt

— W7 A 24l a7t AF =4
IF cv = 'CTXT_VARI’
THEN
Subject_Role(subject, role) & <Context
Predicate relevant for CTXT_VARI> —
Context_Auth_Req(user, role, subject,

cv, cv_value)

A7 APFA g AFEALS 7Y
(context variable: cv)oll &J&3&ln zhzhe] F
o met ke dEFAe] a9

3.3 =2jojHA| M| ==(PRIVACY
CONTROL MODEL)

zefoA] Ao} Rl ZelolHa] Ale] AlsE]
< 93 AAeln 7]&e] Mt wiAVSH A T
A £ gtk olE 93l i AR B
o] FR3F GRBACS AH3M)

zloltiA] HAelA] AR AFTAN= AR1Y =)
oA AEE AAT Par) s, ZelewA] A
£ ohgg 3kl

—7b A2¥ 4+ UE7HGRBACY FAAY
(Subject Role), S)

—oA HZE 4+ Ad=7HKGRBACY #H39%
(Environment Role), E)

—ojd AHRre] HIE 3843 ZUA7HGRBACY
A7) ZHObject Role), O)

—ojgA AHTE ZUHGRBACY <I4HOpera-
tion), op)

o7)4 ZejolA] A5e] st shte] GRBAC
2313 (policy rule) & A2 <§, O, E, op>¢} &
Ad3E 4 F ook WM Ar AFRL] Zelo]
HA] A3= GRBACS A 3 (policy rule)>2
E¥2 4 gtk 2= GRBACY YL 249
ZalolwjA] AAS odele] GRBAC AY FAER

172

el A ok 13 298] ZelelwA] AA 43
(privacy policy rule) DBoll&= GRBAC A2z
239 Ay AR Zelo]HA] A3t A3k,

3.4 =2lo|HA| & 73 HE
ZelolH Al AA FAEE AHLsled Al /A A
Ht 7hestek

—wief AR AFAt F3E 2" 29 SECeem
o AR edsgktbd & SECeem = @ o WY
o] AR AFA] Al ARl HZol 7FsEA|
otk

— el SECpem = {<EE AHAl 9% =E A
A, =& 3?}73 read>}o|®, AR AFAte] sfelAal
AHHo| AT 22 1% 29 B3t Y SECparvar
of) &J&ghcl

-9 F FEAQ A oA, AR AT
Zlel zelovAlE B3sb] HdlA 484 A
A& F8E 5 slch

V. Mok gl 38

Aok mlg AHsp] S8 gddt 85 A4
gl o] 82 492 AMAKJohn, Smith, Susan,
Patricia), 42| 27 o2 FAellA 47lle] S, 4
0] FA(subject) LE)T 4709 EwQler TAH
t} AR} JohnollAl= Administration g3
31, AHEAF Smitholl A& Logistics S3e], ARA}
SusanollAl= Head Nurse H¥e|, el AREA
Patriciaol| Al Personal Doctor 3o] ¥3=rch
o] o) ARl A¥, FAl, 2l el 7] A
o] i el 2 3ellM EEch

4.1 S80lM HEotmEo| JiAjet JHHZe] 2bA|
Users = {John, Smith, Susan, Patricia}
Roles = {A, L, HN, DP}

A: Administration, L: Logistics

HN: Head Nurse, PD: Personal Doctor
Domains = {AD, LD, PHD, MDD}

AD: Administration Domain,

LD: Logistics Domain

PHD: Patient Hospitalization Domain,

MDD: Medical Decision Domain
Subjects = {IDP, PSP, XRP, DGP}

IDP: Insurance Data Proc,

PSP: Patient Supply Proc



/8 G370 A2Ae] Rdel4] GRBACE o437 ZeloluA] o]

XRP: X-Ray Proc, DGP: Diagnoses Proc

User-Role Assignment={User_Role(John, A), User_
Role(Smith, L), User_Role(Susan, HN), User_Role
(Patricia, PD)}

Role-Domain Mapping={Role_Domain(A, AD),
Role_Domain(A, LD), Role_Domain(L, LD), Role_
Domain(HN, PHD), Role_Domain(HN, MDD),
Role_Domain(PD, MDD), Role_Domain(PD, PHD)}
Subject-Domain Mapping = {Subject_Domain (IDP,
AD), Subject_Domain (PSP, LD), Subject_Domain
(XRP,PHD), Subject_Domain(DGP, MDD)}
Subject-Role Mapping = {Subject_Role(IDP, A),
Subject_Role(PSP, L), Subject_Role (PSP, A),
Subject_Role(XRP, HN), Subject_Role(XRP, PD),
Subject_Role(DGP, PD), Subject_Role(DGP, HN)}

Domain-Type Access Matrix
(C: create, U: update, D: delete, V: view) :

E 1. Zditeg] A 9

Domain Object-Type / Access Modes

Patient Patient Patient Patient
Registration Supply Hospitalization | Diagnoses
Type Type Type Type

AD C.U DV \

LD C, UV

PHD [ v

MDD )% C.U Vv

Users

Roles

Diagnoses : Subjects
i

Proc

ical 14 Domains

Domain

T3 3. Ak 2] HTA

4.2 880lM GRBACE 0|88t =2|o|HA] Hof
$12] W ool gk ZatoHA] Axg] 8452
chest Zo] ApEE 4 itk

— Z%|(Organization): Small Hospital

—A X AFAE Kim, Park

—AHAl 9% Administration, Logistics, Head
Nurse, Personal Doctor

—d°]e]: Insurance Data, Patient Supply, X-ray,
Diagnoses

sle) BA Aomye melna A el
=eige ches) o) F4E 5 sk

—SRset = {EE AH8A 9%, Administration(A),
Logistics(L), Head Nurse(HN),
Doctor (PD)}

—SRHset = {<EE AMAF 93, ofd AH8At o
&>}

—ORset = {®E A, Insurance Data, Patient
Supply, X-ray, Diagnoses}

—ORHset = {<ZE A, " >}

—ERset = {EE 37, A5t A 84, 15
gt 84, FU78 A 24)

—ERHset = {<ZE 37, o8 37>

—OPset = {read}

Personal

AR AR 99 ZefolwA] AA 3 =ei]l
Aella] 2 =efelA] AA AL ALY
stk &, AR AFAs 2L ZelolHA] A2
A oAl A FAE A 5 otk o] =
glolA] AH FHEL 13 29 SEChend] Zaho]
B A] AA F2(privacy policy rule) DBell #]3}b=]e]
Zlc},

Mas) Z2folwl A B4 72 442 F oz 4
B AFAR] Kim, Parko] ohiat 33 Zajo|nA|
44 A2 Tk sPdac

SECpcmkim = {R: R=<any-role, any-object, 715 &
gHte] 84, read>)

SECpempak = {R: R=<HN, X-ray, A7 dgEH
LA, read>}

4.3 S80I iekE =&e| HE of

Pl Akt AR HAE F3 o2 dlolH
AR 2AEE A¥EkE, 1 SASE W ¥
AR Ee AR AIAE BAT

23 1 : A8A} Johno] AGF AR 8302
Insurance Data Procedure(IDP)E £33}¢], Kim¥]
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Insurance DataZ Viewd 7S A3}

m2.29049 A 7b A gt Aljkel] 23]
John®] &4l Administration(A)¢] Administration
Domain® A3=+4] Role-Domain MappingS %
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