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Abstract Ad hoc network is a collection of mobile nodes without using any infrastructure, it
is using in the various fields. Because ad hoc network is vulnerable to attacks such as routing
disruption and resource consumption, it is in need of routing protocol security. In this paper, we
propose two secure route-discovery protocols. One is a protocol using hash function. This
protocol is weak in active attack but has some merits such as small data of transmission packet
and small computation at each hop. The other is a protocol using hash function and public key
cryptography. This protocol is strong in active attack.
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S: hy= MACy, (REQUEST, S, D, id, ti)
§ — broadcast : < REQUEST, S, D, id, ti, hy, (), () >

A:h, = H[A4,h,)

My= MA CKA.(REQUE'ST, S$,D,id, ti, hy,(A),())
A — broadcast: < REQUEST, S, D,id, ti,h,(A),(M,) >

B:h,= H[B,h,]

My= MACy, (REQUEST, S, D, id, ti, hy, (4, B), (M,))

B—> broadcast: < REQUEST,S, D, id, ti, hy, (A, B), (M, Mp) >

C:hy= H|[C, hy)

MC = MA CKC.(REQUEST; S/D,'id;ti} h3) (A) B; C)] (MA)MB))‘
C— broadcast: < REQUEST, S, D,id,ti, hy, (A, B, C), (M4, Mg My) >
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B— A
A— 5

< REPLY,D,S ti,(A,B,C), (M, Mg Mc), Mp, () >

< REPLY,D,S,ti,(A4,B,C),(My, Mg, M), Mp, (K, ) >

< REPLY,D, S, ti,(A,B,C),(Ms, Mg, M), Mp, (K¢, Kg,) >

< REPLY,D,8,ti,(4,B,C),(My, Mg, M), Mp, (Kp,Kp,K,,) >
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S— broadcast: < (REQUEST, D, certg, N,t)Kgs_ >

A—broadcast : < ((REQUEST, D, certs, N, t YKs_)K,_,certy >
B—broadeast: < ({REQUEST, D, certg, N, t YKg_ )KB_, certg >
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S—>broadcast : < (REQUEST,id, 8, seqs, D, oldseqp, ho, N),—, 0, hy >

A—broadcast :

< (REQUEST; Zd: S; seqs, DI Oldsqu; hO; ) Ks—1 1; hN—l >

B—broadcast : < (REQUEST,d, S, seq;q, D, oldseqp, hq, M- 2, hae >

C—broadcast :

< (REQUEST,id, S, seqs, D, oldseqp, ho, N) i, -, 3, hn—s >

D->C: < (REPLY, D, seqp, S, lifetime, by, N)g,_,0, hy >
C—B: < (REPLY, D, seqy, S, lifetime, hy, N)g,—, 1, hy_y >
B—A: < (REPLY, D, seqp, S, lifetime, b, N)x,—, 2, ha_s >
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< (REPLY, D, seqp, 5, lifetime, hg, N)x,_, 3, hy_s >
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S: hy = MACy_ (REQUEST, S, D, id, ti)

S — broadcast : < REQUEST, S, D, d, ti, hy, () >
A:hy = H[A,h)

A—broadcast: < REQUEST, S, D,id,ti,h,,(4) >
B:h,= H|B k)

B—broadcast: < REQUEST, S, D,id,ti,h,, (A, B) >
C: hy= H[C, h,]

C—> broadcast : < REQUEST, S, D,id,ti, hy, (A4, B, C) >

D:hy = MACKDS(REPLY, D, St.)

D—C: < REPLY,D,S,ti, h,, (A,B,C) >
C:h/'=H[C, hol]

C—B: < REPLY,D,S,ti,h/, (4,B,C) >
B:h)y=H[B k|

B—A: < REPLY,D,S,ti,h,’, (A,B,C) >
A:hy=H[A, k]

A—S8: < REPLY,D,S,ti, hy’, (A,B,C) >
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S: hy = MACy_ (REQUEST, S, D, id, ti)
S — broadcast : < REQUEST, S, D, id, ti, hy, () >

A:hy = H[A, k]

A—>broadcast: < REQUEST, S, D,id, ti,h,,(A) >

B:h,=H[B,h,]

B—broadcast: < REQUEST, S, D,id,ti, h,, (A, B) >

C:hy= H[C h,]

C—broadcast : < REQUEST, S, D,id, ti, h;, (4,58, C) >

D:hy = MACy, (REPLY, D,S,t;)
D—C: < (REPLK D,'S; ti )KD—-J h’O,) (A;B; C) >

C:h = H[C hy]

C—B: < ((REPL}/,D,S',I:Z )KD—)KCA: h’llf (A)Bl C) >

B:hy = H[B, ']

B—>A: < ((REPLY,D,S,ti)y, )k, )x,- by, (4,B,0) >

A:thy = H[A, b,

A—8: < (REPLY, D, 8ti)x, )k, )k,-)x,— ha's (4,B,C) >
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