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Abstract  There are lots of XML security researches as growing importance of XML.
Apvrille and Girier proposed a XML signature schema with a time stamping protocol(TSP)
to support timeliness. However, the security of the timeliness in their schema depends on
only a trusted security authority(TSA). To solve this problem, they suggested a solution by
the distributed and linked model, but their solution has a big overhead. This paper proposes
a new XML signature schema to solve the overhead problem. The proposed signature
schema can offer the timeliness by the XML signature schema with user’s timestmap and it
solve the TSA’S security problem. :
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<Signature>
<Signedinfo>
(CanonicalizationMethod)?
(SignatureMethod)
(<Reference URI=? >
(Transforms)?
(DigestMethod)
(Digestvalue)
</Reference>)+
</Signedinfo>
(SignatureValue)
(Keylinfo)?
(Object)*
</Signature>.

g 1. XML A ®

3tA g XMLe] Z¢ A A7 A
GolA Bt AW grol EE 37 o] &,
FAR FolME AEE HFs AsA FA
A7F Bl HolHE HAIR ¢ A oR FEst
o golA2E e AN art givte FA
< ZFAC11][12]. XML M9 £xE 2198 13
Zo} signature A HEZ XA :

XML A8 Az 73 A4
TAoE FA4HEYH13].

A

FH3 4%

O A8 A8 T3

Zk g g4 AR st AR el Transform
58 AHgsln A AAd diF] tolAXEE
A 3l Reference ATHEES Ao A
¥ Reference WIHUEET  SignatureMethod,
CanonicalizationMethodE ¥ ¥3}= SignedInfo &
AHEE Aty a2l YA E Signedinfo 2ol
A9 dae]EL AHE3ste Signedinfool st
ATEE F938ka, 2 AxE) SignatureMethod



Ab4-3}e] SignatureValueE Al4Hekth: vpxuto
Signedinfo, Object(s), KeyInfo, SignatureValue
£ ¥ 335} Signature A HEE A gt

oft il mu

@ A4 A5 T3

AZAANME Signedinfo ¢F2] Z+ Reference
JdHE ¥3d tolA2EE HFse Fx A
%(Reference Validation)©tAl9} SignedInfog vH&
o2 AXtd MHE #SdeE AW 7H3(Signature
Validation) BAZ FE& ¢ AUtk Iz A5 A
N Sinedinfo Y4E A1t8H3t, Reference
AyHE AH DigestMethodE AF&3e] ot
oA AEE T3th g 1 Singedinfo Reference
¢to] DigestValueSt AAE TOJAAE g H]
wata, YA FA geow HF AAR FIh
A8 7% Al E Keylnfo T 9% A228F 7] A

2 A2 2ol CanonicalizatioVethod1415 A1H8514
SigratureVethod] 73S 78K, Singedinfo EHE
ol Ui SigretureValueS: ¥ - S

22 XML AMHoll st AF =S

XML A& A% 7]E9) 4722 ASNITE
£ o]-&3% XER(XML Encoding Rules), B} #l
Z(Time Stamp)E& ©]-&3 XMLAY, xEd" XML
A% (XML Advanced Electronic Signatures)s <
A7 JrH10L 28y oj2igk ZIRMES MBS
A3k o2 7FA] el = (coding) 7] ©]
AgtE o] 7= A (readability)o] 1R, ANZE 2
TSP(Time Stamping Protocol)+ A|&3x] #3}
Ak ol# g EAS A7) A Apvrillest
Girier= XMLel| 7]9k3le] TSPE Al 33l A7
71 (AG M 71E)S A Fs A THOl.

AG AHE7IHLe ¥ 2@dlA 2 & IE
o] 8% (Request)® S (Response) WAIA
2& XML SchemaZ X @st AH&AL$F TSA
Alolol A Eld2~"iZ g o T SHITH

AMeatE 29 2(a)9) XML Schemaz A 9
3 BlHE FAE TSANA Afdch 2 o
ANAE e TSAE AH&A7F 29 i€ &
Ao AGgAES Fdd F, 29 37 Zo] Al
9 gYrlE HBE Friste AHI F ALE
A Al 2 2(b)9] &F WAIAE RWATH

- <elenment ranme="TimeStampReq" type="tsp: TimeStanpReqType"™>
~<carmplexType nane ='tsp: TimeStanpReqType™>

~<sequence>
<elerent name="Msglnprint” type="tsp:Msghmprint Type"/> |
<element name="ReqPolicy" type='"tsp: TSAPolicy Type" minOccurs="0"">
<element name="Nonce'" type="long"" minQocurs="0"/>
</sequence>
<foomplexType> )
<aftribute nane="Version" type="positivelnteges"/>
- <attribute name="CertReq type=""boolean” default="false"/>
<element>
~<conplexType name="tsp: Msglmprint Type'>

~<sequence> S
<element name ='HashedMig" type="ds: Digest Value Type"/>
</seguence>

| <attribute name="Algorithe" type=""ds:DigestMethodType'" use= requured"/>
| SoarplexType> : :

(a) &4 T+%

-<element name="TimeStampResp" type="tsp: TimeStampRespType>
-<complexType name="tsp: TimeStampRespType'™>
-<sequence™>
<element name="StatusInfo" type="tsp:statusinfoType"/>
<element name="TimeStampDoc" type="ds:Signature"/>
</sequence>
<feonplexType>
<felement>
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-<complexType name="tsp: TimeStampInfoType">

| -<sequence> -

<element name="TSAPolicy” type="tsp-TSAPolicyType"/>
<element name="Msglnprint" type="ds:DigestValue'/>
<element name="Tiime" type="tsp: TSPTimeType"/>

<fsequence>

</complexType>
~<simpleType name="TSPTimeType"™>
~<restriction base="dateTime">
<patterm value=" \ d{4}- \d{2}- \d{2}T\d{2}: \d{2}:d{2}.\
d3yZ'> »
<patterm value=" \ d{4}- \d{2}- \d{2} T\ d{2}: \d{2}:d{2}. \
d3H\d{2): \d)> :
<patterm value=" "\ d{4}- \ d{2}- \d{2)T \d{2}: \d{2}:d{2}.\
d{3}-\d{}: \dey e -
<frestriction>
</simpleType>
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<gchema xmlns="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://ournamespace”
xmins:tsp="htp://ournamespace"
xmins:ds="http://www.w3.0rg/2001/09/xmlIdsig#"
elmentFormDefault="qualified">
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- <element name="TimeStampReq"

-type="tsp: TimeStampReqType">
-<complexType name ="tsp: TimeStampReqType">
-<sequence>
. <element name="MsgImprint“ type="tsp:MsglmprintType"/>

<element name="ReqPolicy" type="tsp:TSAPolicyType"
minOccurs="0"/>
<element name="Nonce" type="long" minOccurs="0"/>
<element name="UserSingedTimeStamp* type=""ds:Signauture"/>
</sequence>
</complexType>
<attribute name="Version" type="positiveInteger"/>
<attribute name="CertReq" type="boolean" default=""false"/>
</element>

(a) Request 7%

-<UserSinged TimeStamp>

-<Object>
~<SignatureProperties>.
-<SignatureProperty Id="TimeStampReqInfo" Target="ReqInfo'>
-<RegqInfo> '
<!— the type of this element is TimeStampReqType..—>

</ReqInfo>
</SignaturePropertyt>
</SignatureProperties>
</Object>
</ UserSinged TimeStamp >

(b) User's signed Timestamp 7 2|

- <element name="TimeStampReq" type="tsp: TimeStampReqInfoType ">
-<complexType name ="tsp: TimeStampReqInfoType ">

-<sequence>

<element name="ReqTime" type="tsp: TimeType'"/>
</complexType>

</element>
~<simpleType name=""TimeType">
-<restriction base="dateTime">

</restriction>
</simpleType>
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-<TimeStampDoc>
-<Signedinfo>
<CanonicalizationMethod Algorithm="..."/>
<SignatureMethod Algorithm="..."/>
-<Reference URL="#TimeStamplInfo"
Type="http://www.w3.0rg/2000/09/xmldslg#SignatureProperties">
<DigestMethod Algorithm="..."/>
<Digestvalue>...</DigestValue>
</Reference>
-</SignedInfo>
</SignatureValue>...</SignatureValue>
<Keylnfo>...</Keylnfo>
-<Object>
-<SignatureProperties™>
-<SignatureProperty Id="TimeStamplnfo" Target="TSTInfo">
-<TSTInfo>
<!— the type of this element is TimeStampInfoType ..—>

</TSTInfo>
</SignatureProperty>
</SignatureProperties>
</Object>
</TimeStampDoc>

1% 9. TSA's
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-<complexType name="tsp: TimeStampInfoType ">

-<sequence>
<element name="TSAPolicy" type="tsp:TSAPolicyType"/>
<element name="Msglmprint" type="ds:DigestValue"/>
<element name="ResTime" type="tsp:ISPTimeType"/>
<element name="Nonce" type="long" minOccurs="0"/> ‘

" <element name="Accuracy type=" AccuracyType" minOccurs="0"/>

<element name="X509Qualifiers" type="ds:X509Data"/>
<element name="UserSinged TimeStamp"' type="ds:Signavture'/>

</sequence>

</complexType>
-<simpleType name=""TSPTimeType'>
—<restriction base=“TSAdateTime'*>
<frestriction>
</simpleType>
19 10. TSA’s TimeStampInfo A ¢
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