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Parameter Estimations of ML Test Based Decoders for
Perceptually Watermarked Images
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ABSTRACT

Based on the generalized Gaussian pdf of DCT coefficients of images, Hernandez et al. propose the
ML test applied watermark decoder. For images with watermarks shaped by the visibility thresholds
of DCT coefficients and the luminance masking of human visual system, they conclude that the ML
test with an appropriately chosen parameter associated with the pdf of DCT coefficients outperforms
the correlation based decoder. In this paper, the parameter is estimated using various methods including
a novel one for watermarks shaped by the visibility thresholds of DCT coefficients and the luminance
masking as Hernandez et al. did and with the contrast masking added, and its effect on performance

is compared.
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1. INTRODUCTION

As digital contents flood into internet, water-
markings have attracted attention as means for
copy right protection. It has been well known that
there are contradictory requirements on the water—
marks, that is, robustness and imperceptibility.
Recently, human perceptual models are applied to
audio and image watermarks to compromise these
requirements. In the case of image watermark, the
Watson's visual model have been applied, which
consists of three components, l.e., the visibility
thresholds of DCT coefficients, the luminance
masking, and the contrast masking [1]. Podilchuk
and Zeng propose the still image watermarking
adopting the Watson’s visual model, which detects
watermarks by normalized correlation coefficient
on the assumption that the original images are

available [2]. For the more practical situations un-
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der which the original images are not available,
Hernandez et al. propose the ML test based decoder
which relies on the fact that DCT coefficients of
images are better modeled by generalized Gaussian
than Gaussian pdf [31. They apply the ML test to
images with watermarks shaped by the visibility
thresholds of DCT coefficients and the luminance
masking of human visual system, and conclude
that the ML test with an appropriately chosen pa-
rameter associated with the pdf outperforms the
correlation based decoder. They also introduce two
estimates of the parameter; one is derived by
matching the sample mean and sample variance of
the DCT coefficients, and the other is by applying
ML estimate. However, the estimates are not
proved to enhance the performance of the decoder.
Besides, they do not adopt the contrast masking
by which the signal strength of watermark can be
increased such that the robustness of watermark
is improved.

In this paper, the parameter is estimated using
above stated methods and a novel one for water-
marks shaped by the visibility thresholds of DCT
coefficients and the luminance masking as

Hernandez et al. did and with the contrast masking
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added, and its effect on performance is compared.

Section 2 summarizes the Watson’s visual mod- .

el, and Section 3 reviews the watermark decoder
proposed by Hernandez. Section 4 presents the ex—
isting and the novel parameter estimations. Section
5 presents the bit error rate (BER) measurements
for the decoder under various conditions including
adoption of specific masking model and the esti-
mates of the parameter. Section 6 concludes the

experimental results.

2. REVIEW OF THE V|SUAL MODEL

The Watson's visual model consists of three
components, i.e., the visibility thresholds of DCT
coefficients, the luminance masking, and the con-
trast masking for block size of 8 by 8 pixels [1].
The visibility thresholds are maximum allowable
variations of DCT coefficients by which visual ar-
tifacts are not perceptible, and are directly related
to contrast sensitivity function (CSF) of human
visual system. Peterson et al. propose experimental
methods to measure the thresholds, and Ahumada
et al. propose the formula which provides with the
thresholds according to the display conditions [4,
5]. The luminance masking and the contrast mask-
ing allow higher thresholds to brighter regions of
higher DCT
respectively. In other words, the luminance mask-

images and to coefficients,
ing models the masking effect in spatial domain,
and the contrast masking in frequency domain.

The luminance masking is modeled by
L = 1 (Coo /Co0)™ 1)

where ¢;; is the visibility threshold for a co-

J
efficient of the DCT indexed by ¢ and j, and gy,
is the DC coefficient for block k, and ¢, is the DC
coefficient corresponding to brightness of 128 in 8
bits image, and a, is a parameter that controls the
degree of the luminance masking. The typical val-
ue of a is 0.649. The contrast masking is modeled

by

Wi

Cik

!y = max(t,,, t,.jklhw” ) @)

where w;; is a parameter that controls the degree
of the contrast masking, and it can take different
value for each DCT coefficient. The typical value
of wy; is 0.7. The luminance masking affects all
thresholds by the same amount according to the
average brightness within a block, whereas the
contrast masking raises the thresholds in case cor-
responding DCT coefficients are greater than the
thresholds determined by the visibility -thresholds
and luminance masking, and holds the thresholds,
otherwise. Thus, the adoption of the contrast
masking permits large signal level of watermark,
which leads to the improvement in robustness of

watermark.

3. REVIEW OF ML TEST BASED
DECODER

It is well known that the distribution of DCT
coefficients of images fits in generalized Gaussian

pdf given by [3]

fi(x) = e 3)

A and g are functions of ¢ and standard devia-

tion ¢ as follows:

_L(reeN” b
T olraic T ar(/c) 4)

where I’ is the gamma function. The generalized
Gaussian distribution includes the Gaussian and
the Laplacian distribution corresponding to ¢=2
and c=1, respectively.

The perceptually watermarked image and its
ML test in the decoder based on the distribution

are given by
YIk] = X[k]+ be[k]s[k] (5)

cik]
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where k represents 2- D indexes, and S5, is the
set of DCT coefficients associated with an em-
bedded bit b,E{-1,1}. XTk] is the DCT coefficients
for an original image, (K] is the masking thresh-
olds, and stk] s the pseudorandom sequences
whose values depend on a secret key. The first and
the second term in the numerator in (6) corre-
sponds to the joint probability density correspond-
ing to the hypothesis of b =—1 and b =1,
respectively. The decoded value of the bit b, is de~

termined by
b, = sign(r,). %

The ML test given by (6) includes the correla-

tion normalized by the variance in case of ¢[kl=2

4. ESTIMATES OF THE PARAMETER C

The value of Ikl in (6) can be adaptively esti-
mated by matching the sample mean and the sam-

ple variance of DCT coefficients [3, 6]

o)

olk] (8)

where
I(2/c)

HO=Traiotere . ©)

The other estimate of ¢IK] can be obtained by
applying ML estimation, which results in finding
a root of the following equation [7]:

y/erD+loge) | log( ] [rogx]

- N,=, i ™ N =

L DN INGT)
where
w(r)= pr b

and N is the number of DCT coefficients.
Hernandez et al. state that “note that even though

the proposed procedures for estimating the ¢ pa-

rameter are not equivalent to finding the value of
¢ which optimizes the decoding or detection per-
formance, they can be expected to lead to similar
results” [3]. However, as will be shown in the ex-
perimental results, the existing estimates do not
contribute to the performance improvements in
terms of BER in the most of cases. Thus, the novel
estimate, which produces the minimum BER, is
proposed.

Assuming the outputs of the decoder as the
Gaussian random variables, The SNR of the de-
coder is given by [3]

1§ BN
SNR = (E[r‘ ])2 (N Z [k]r[k] j 2
Va"[rf] Z Va[:(]u[ck]) N- IE 1 z 5[&’]’2[231] (12)

where

(k]

Elr[K]]= [ﬂx[k]|+2t[k])‘[” ]]—|X[k]|

(13)

"I an

and N is the humber of bits. The BER can be
expressed in terms of SNR for the bit by bit
hard decoder as

BER= Q(V SNR) (15)

where

Var(r[k])——[QX[k]|+2t[k])f‘“ LX) - 24[K]

O(x) = (/27 ) e 2at
2z 1)
It is certain with (15) and (16) that the maximum
SNR leads to the minimum BER. Accordingly, an
optimum estimate of ¢, which maximizes the SNR,
can be derived by

Cope = MAX SNR a7

The proposed estimation relies on the decoder
outputs such that its best performance is achieved

whereas the existing ones are derived from the
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distribution of DCT coefficients. As Hernandez et
al. state, the estimates derived from the distribution
of DCT coefficients do not correspond to the opti-
mum value of ¢ leading to the best performance
of the decoder. The proposed estimate formulated
as an optimization is justified in the sense that it
produces the maximum SNR at the decoder output,
leading to the best performance in terms of BER.

5. EXPERIMENTAL RESULTS

The visibility thresholds of DCT coefficients for
block size of 8 by 8 pixels are measured by the
method proposed by Peterson et al. [4], and the
masking thresholds are determined according to
the Watson's visual model [1]. The pseudorandom
sequences have two level discrete marginal dis—
tribution, SIkl€{=1L 1} The 22 DCT coefficients
where watermarks are embedded are shown as
shaded in Fig. 1, which is the same condition as
set by Hernandez et al. for the comparison [3]. The
test images of 256 by 256 pixels, which have differ—

ent features, are shown in Fig. 2.

(a)

(d)

Fig. 2. Test images (a) Cameraman

Fig. 1. DCT coefficients where watermarks are
embedded.

The images are divided into blocks of 8 by 8
pixels, and the DCTs are taken for every block, by
which 1024 coefficients are available for embedding
a bit. A bit, 5,&{—1,1} is multiplied to the masking
thresholds and random sequence, and embedded in
the same frequency component of the blocks.

The BER of the decoders are measured for
c=1/2, c=1, ¢=2, and estimates of ¢ for the images
with watermarks shaped by the visibility thresh-
olds, the luminance masking and the contrast
masking. The measurements shown in Table 1 are
taken using 100 random sequences with b, =—1 and

(c)

(b) Flowers (c) Lena (d) Rice (e) Aerial.
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Table 1. BER measurements.

c=1/2 c=1 Est_1 Est_2 Est_3
Cameraman 0.000(0.068) 0.000(0.037) 0.081(0.118) 0.000(0.086) 0.000(0.096) 0.000(0.031)
Flowers 0.022(0.528) 0.035(0.159) 0.100(0.037) 0.028(0.324) 0.025(0.370) 0.020(0.032)
Lena 0.001(0.118) 0.001(0.047) 0.065(0.060) 0.001(0.112) 0.001(0.131) 0.000(0.034)
Rice 0.000(0.009) 0.000(0.041) 0.053(0.013) 0.000(0.036) 0.000(0.005) 0.000(0.008)
Aerial 0.141(0.805) 0.073(0.228) 0.094(0.029) 0.088(0.316) 0.084(0.290) 0.064(0.028)

b, =1, respectively, which results in the BER as the
number of error bits divided by 4400 bits. The
Est_1, Est_2, Est_3 in Table 1 are estimates of ¢
by matching the sample mean and the sample var-
iance of DCT coefficients, by applying the ML es—
timation, and by applying the proposed estimation,
respectively. The measurements for the cases that
watermarks are shapéd by the visibility thresholds
and the luminance masking are compared with
those in parenthesis for the cases that the contrast
masking is added. From the measurements, it is
certain that the performances with ¢=1/2 or c=1

are superior to those with ¢=2 for the cases that

© without contrast masking
x with contrast masking

© withou coneast masking
. with contrast maskan

()

o without conlrast masking
x wilh cantrast masking

o without contrast masking
x: with contrast masking

watermarks are shaped by the visibility thresholds
and the luminance masking, which is the same as
Hernandez et al. concluded. The performance com-
parison for the estimates shows that the proposed
estimation provides the best performance for the
most of cases except Rice with the watermark
shaped with the contrast masking added, whereas
existing ones do not contribute to performance im-
provement and produce even worse performances
than those resulted from using constant values of
c for the most of cases.

Fig. 3 shows the distributions of values of the

parameter ¢ derived by the proposed estimation for

 without cantrast masking
. with contrast masking

k=] o
{oo00 0000 000000000000

Fig. 3. Distributions of values of the parameter (a) Cameraman (b) Flowers (c) Lena (d) Rice (e)

Aerial.
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the test images with and without the contrast
masking. For every test image, the values of the
parameter without the contrast masking are differ-
ent from 2 corresponding to the Gaussian pdf,
which explains the Hernandez et al.’s conclusion.
Besides, it is demonstrated that the optimum val-
ues of ¢ without the contrast masking are different
from ones with the contrast masking. Such the
tendencies are observed in the experimental results
for the constant values of ¢ in Table 1. For exam-
ple, in Flowers, without the contrast masking,
¢=1/2 produces the best performance among those
resulted from the three constants whereas with the
contrast masking, c¢=2 produces the best.
However, the existing estimations relying on the
distribution of DCT coefficients of original images
do not depend on the adopted masking model. In
addition to the BER measurements, this supports

the justification of the proposed estimation.

6. CONCLUSIONS

The novel parameter estimation, which relies on
the ML test based decoder outputs such that its
best performance in terms of BER is achieved, is
proposed, and its performance is experimentally
demonstrated. The experimental results show that
the proposed estimation provides the superior per-
formances to those using the existing ones for nine
out of ten cases given by the combination of the
5 test images with and without the contrast
masking. Even the worst performance with the
proposed estimation for Rice with the contrast
masking is comparable to the minimum BER re-
sulted from using the existing estimation. In con-
trast to the proposed estimation, it is shown that
existing ones do not contribute to performance im-
provement for the most of cases. Also, it is demon-
strated that the proposed estimatiori produces dif-

ferent values depending on whether the contrast

masking is added, which is not the case in the ex—

" isting ones.
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