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Abstract

In Mobile IP protocol, because a mobile node still uses its home IP address even though it moves to foreign network
from home network, authentication among mobile node, foreign network and home network is critical issue. Many
researches about this issue have been based on shared secret, for example mobile node and home agent authenticate each
other with pre-shared symmetry key. And they missed several security issues such as replay attack. Although public key
scheme could be applied to this issue easily, since the public key cryptography is computationally complicated, it still has
the problem that it is not practical to realistic environment. In this paper, we describe several security issues in Mobile IP
protocol. And we propose new Mobile IP authentication protocol that is applicable to realistic environment using public key
algorithm based on certificate. It has scalability for mobile nodes and is applicable to the original Mobile IP protocol
without any change. Finally we prove security of the proposed protocol and that it might not affect performance of the
original Mobile IP protocol.
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