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ABSTRACT

A generation of rules or patterns for detecting attacks from network is very difficult. Detection rules and patterns are usually generated
by Expert’'s experiences that consume many man-power, management expense, time and so on. This paper proposes statistical methods
that effectively detect intrusion and attacks without expert’s experiences. The methods are to select useful measures in measures of
network connection(session) and to detect attacks. We extracted the network session data of normal and each attack, and selected useful
measures for detecting attacks using relative entropy. And we made probability patterns, and detected attacks using likelihood ratio testing.
The detecting method controled detection rate and false positive rate using threshold. We evaluated the performance of the proposed
method using KDD CUP 99 Data set. This paper shows the results that are to compare the proposed method and detection rules of
decision tree algorithm. So we can know that the proposed methods are useful for detecting intrusion and attacks.

Key Words : Intrusion Detection, Relative Entropy, Likelihood Ratio, Network Measures
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